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Proposal of Method of Page Transition Visualization
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Abstract: There is an attack that redirects a user to an unwanted website on Android. In this attack, the
user often transitions from landing website to multiple transit sites, and then to a malicious website. There-
fore, it is possible to clarify the characteristics of the attack by focusing on the transit site. In this study, we
analyzed the page transitions to unwanted websites and found that there were cases of page transitions to the
same transit or malicious websites from multiple landing websites. Besides, some of the FQDNs discovered
by the analysis of page transitions were found to be identical to the FQDNs in the experiment data collected
by the demonstration experiment, and the landing sites were found to be different.
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