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Abstract: BGPsec is a protocol to guarantee the validity of routing information on the Internet by utilizing
digital signatures whereas it is impractical due to the heavy size of a memory storage. Although an extension
of BGPsec based on an aggregate signature scheme, which enable to aggregate individual signatures into a
single short signature, was proposed in recent years, it was still impractical. In this paper, we design a new
protocol named AP VAS+, whose memory size can be reduced to an operable size in the real world. Loosely
speaking, while the existing protocol allows to aggregate signatures on only linear networks, APVAS+ can
aggregate those even on more complicated networks. To do this, we also present a novel aggregate signature
scheme. We show a prototype implementation of APVAS+ by extending a router software called BIRD as
well. Moreover, we conduct experiments on the full route information, i.e., about 800,000 routes, and then
confirm that the memory size can be reduced by 80 percentages in comparison with the existing protocols.
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