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A Study on Deployability of BGPsec with BGP
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Abstract: BGPsec is a protocol for introducing the security into the border gateway protocol (BGP) by the
use of digital signatures. Nevertheless, since social implementation of BGPsec, i.e., deployability, is unclear,
deployment of BGPsec is still an ongoing work. In this paper, we discuss the inter-operation of BGPsec and
BGP towards improvement of the deployability for BGPsec. More specifically, we discuss the deployability
from the standpoint whereby an error of the routing is caused or not. To do this, we first present a software
platform named SQUAB to conduct the inter-operation. Next, we experimentally evaluate the aforemen-
tioned standpoints based on an actual network environment by utilizing the RIPE RIS database for routing
information. As a result, we confirm that an error of the routing is not caused, and routers tend to choice
that the path includes BGPsec incompatible router.
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