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Study on the Improvement of Micro-Nail Authentication by

Introducing Liveness Detection and QR Code
Yuya Shiomi' Yumo Ouchi' Ryosuke Okudera!
Masahiro Fujita' Yuto Mano' Tetsushi Ohki' Masakatsu Nishigaki'

Abstract. Micro-biometric authentication is a biometric authentication system that uses biometric information
of small human body parts. We proposed a "biometric authentication that satisfies the right to be forgotten" in
physical biometric information by using a minute part on the nail surface. However, the proposed system has some
problems in terms of stability, convenience, and difficulty registering multiple services at a certain time. In this paper,
we proposed a micro-nail authentication system that introduces biometric detection using reactive hyperemia in
peripheral blood flow and QR code as an auxiliary information attachment to solve these problems. We have
improved the stability of the system by enhancing the resistance to identity theft using biometric detection, while
maintaining the requirements of biometrics to satisfy the right to be forgotten in the preceding method. In addition,
we have achieved 1:N authentication and tolerance of biometric information matching between multiple services by
printing a QR code on the surface of the nail and using it for authentication, which could not be achieved in the
previous system, as well as solving the problems in terms of convenience and difficulty in matching the same time.
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