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A Proposal of Defensive Analysis Model Considering Risk Chains in

Cyber-Physical Space
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Abstract: There is a complex relationship between the risks of information leakage in an organization and its countermeasures,
such as a chain of risks and the existence of countermeasures that are effective for multiple risks. In an environment with many
devices, it is difficult to detect incidents and decide where to control and monitor for incident response, and therefore, the
optimization of risk identification and defense measures is considered to be a problem. In addition, the analysis and assessment of
risk is often done in a way that separates cyber and physical space, which does not always correspond to the intertwined reality. In
this paper, we propose a model that integrates cyber and physical space, represents these risk chains as a state transition diagram,
and visualizes the results of the risk countermeasures. This enables us to respond to the changes in the situation of the real risk and

to optimize the defense against the related risk and defense cost based on the concept of the critical path.
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