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Abstract: Open-source honeypots are a vital component in the protection of networks and the observation
of trends in the threat landscape. Their open nature also enables adversaries to identify the characteristics
of these honeypots in order to detect and avoid them. In this study, we investigate the current situation of
honeypot operator’s awareness of honeypot detection by investigating the prevalence of 14 different open-
source honeypots that do not customize responses such as banners, which make them easily detectable by
attackers. We provided recommendations for customization and other information with honeypot operators
and developers in order to counter honeypot detection. We discovered 19,208 honeypots across 637 Au-
tonomous Systems that are trivially easy to identify. Concentrations are found in research networks, but also
in enterprise, cloud and hosting networks. One cluster of honeypots was confirmed to belong to a well-known
security center and was in use for ongoing attack monitoring. Concentrations in an another cluster appear
to be the result of government incentives. We contacted 11 honeypot operators and received response from
4 operators, suggesting the problem of lack of network hygiene. In addition, the operator of a national
research institute said that they were not aware of honeypot detection issues. Finally, we find that some
honeypots are actively abused by attackers for hosting malicious binaries. We notified the owners of the
detected honeypots via their network operators and provided recommendations for customization to avoid
simple signature-based detection. We also shared our results with the honeypot developers.
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K1 F—7V—ANZ—FKy PEFELZIIE-T (TCP)
Table 1 Open-source honeypots and listening port (TCP).

Honeypot Version (Installed date) Listening Port (TCP)
Kippo [25] (08/13/2017) 22%, 2222
Cowrie [18] 1.2.0 22%, 23*%, 2222, 2223
telnetlogger [29] 0.2 23
MTPot [26] (10/18/2017) 23
Telnet 10T honeypot [28] (09/14/2017) 23%, 2222
Clastopf [21] 3.1.3-dev 80
Shockpot [27] (10/18/2017) 80*, 8080
Wordpot [31] (09/14/2017) 80
Honey Thing [24] 1.0.0 80, 7547
Conpot [17] 0.5.1-default-template 80, 102, 502
Nepenthes [6] 0.2.2 21, 25, 42, 80, 110, 135, 139, 143,
220, 443, 445, 465, 993, 995, 1023,
1025, 2103, 2105, 2107, 2745, 3127,
3140, 3372, 5000, 5554, 6129,
10000, 17300, 27347
Dionaea [20] 0.1.0 21, 42, 80, 135, 443, 445, 1433,
1723, 3306, 5060, 5061
Amun [15] 0.2.3-devel 21, 23, 25, 42, 80, 105, 110, 135,

139, 143, 443, 445, 554, 587, 617,
1023, 1025, 1080, 1111, 1581, 1900,
2101, 2103, 2954, 2967, 2968, 3127,
3128, 3268, 3372, 3389, 3628, 5000,
5168, 5554, 6070, 6101, 6129, 7144,

7547, 8080, 9999, 10203, 27347,

38292, 41523
TH, 8%, 21%, 22%, 23, 25%, 53%, 80¥,

88%, 110%, 111%, 139%, 143, 389%,
443*%, 636%, 873, 2049, 3306, 5432,
6000, 10007, 10008, 10021, 10022,
10023, 10025, 10053, 10080, 10088,
10110, 10111, 10139, 10143, 10389,

10443, 10636, 10873
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Table 2 Signature category of open-source honeypots.

Honeypot Signature Category
Nepenthes (21/TCP, FTP) *Banner
Dionaea (21/TCP, FTP) *Banner
Amun (21/TCP, FTP) Banner

Kippo (22/TCP, SSH)
Cowrie (22/TCP, SSH)

Error response

Error response

Cowrie (23/TCP, Telnet) Banner
telnetlogger (23/TCP, Telnet) Banner
MTPot (23/TCP, Telnet) Banner
Telnet IoT honeypot (23/TCP, Telnet) Banner
HoneyPy (23/TCP, Telnet) Banner
Amun (25/TCP, SMTP) Banner

Glastopf (80/TCP, HTTP)
Shockpot (80/TCP, HTTP)
Wordpot (80/TCP, HT'TP)
HoneyThing (80/TCP, HTTP)
Conpot (80/TCP, HTTP)
Dionaca (80/TCP, HTTP)
Amun (80/TCP, HTTP) HTTP response
HoneyPy (80/TCP, HTTP) HTTP response
Amun (143/TCP, IMAP) Banner

TAZNAZ (*) Oz 7 2T v 1E nmap-service-probe (2%
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HTTP response
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INF =D — CAFEHRIGR SN I0EICERLTE
D, IWEERETLILEESHTHL. /2, TOHHM
ENBILEONBRENZ—Ry DY —AT— FHTLF
FIMER$ 5 2 & C, AHEENMERET A ENTE, V-
A= KD 1TREES L2 THRAZ OS5 2 EA5T
X5, Fh, -ADV T AF XL, 2oz 1 OO v b
R, FFTLERELLNZ—FRy bERNT 52
EWRTEAL, 20720 ZMap \[ZEET LI ENTE, 4~
Z =3y MEKERHBICAT Yy T 5N TEL, L
ML, SSH N=—7Kv b® Kippo[25] & Cowrie [18] 131
LI BT T A vk—VERTD, IRLEHYITS
OISO RLWBEVPLEE LD, BANOFEML 70 —%
X 1 12R.

3.2 YUxFvERWENZ—KRy MEF

KETIE, ZLDIZY 7 AT v OMEEDS 451K
L ERIRT 72O, WERMiZ4T). £ LT, Censys[12]
DAFx v 7= &4 D ZMap [13], [33] TITo 72 A F v
VTF= AN LTV I AT YRRy F sl E DL, T
MAI L7202 — Ry MZOWTHRERE - AS, EHLM % #
5.

(1) ¥EEFHE
VITATHET T AN IEREDT —T ) — AN —
Ry PPBIER L7720, P73 F ¥ DI NEDN=—
Ky ORI RIRE L —HT5 2 LIdHRL TS, Z
D 72D FEM SN F 7 D 1L, False Negative Tld 7% < False
Positive TH 5. FHliTIE, N=—FKv b23FEN T 7%
WelbNL 4DODIERY—EADT—% 1y MIX LT
VIO AF Ry F TS TEHMEIL 7.
Alexa 7> F > 7 ==Ky FTHROVIHEEIEV
Alexa 7 ¥ ¥ ¥ 7" [3] ® 710,000 4+ & 5 ICAEH L
72. 10,000 KA A4 A LCIEFI & 2FE4T L, 8,744 D
=—=J%IP7FLAZEfGFL7z. 2L T, TNHDIP T
FLZWH LTAFy » 2L, TADPMER L7z 20 D
VA TF vl F s . R— bORBEIRN E XKIC
LT L. Alexa 7 F I Web A bDF v F 07
THhbhH7zH, 1AL HTTP 258 T\w7z (8,581). %
7z, FTP T3 749, SSH Tl 1,128, Telnet Tld 53, SMTP
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Table 3 Signatures of open-source honeypots.

Honeypot Signature Category Modified Method Input Data Response
Nepenthes (21/TCP, FTP) (Nmap) Banner Source Code 1 NULL 220 ---freeFTPd 1\.0---warFTPd 1\.65---\r\n
Dionaea (21/TCP, FTP) (Nmap) Banner Source Code 1 NULL 220 Welcome to the ftp service\r\n
Amun (21/TCP, FTP) Banner Setting File NULL 220 Welcome to my FTP Server\r\n
Cowrie (23/TCP, Telnet) Banner Setting File NULL \x£f\xfd\x1flogin:
telnetlogger (23/TCP, Telnet) Banner Source Code t NULL \xf£\xfb\x03\xf£\xfb\x01\x££\xfd\x1f\xf£\xfd\x18\r\nlogin:
MTPot (23/TCP, Telnet) Banner Source Code } NULL \xf£\xfb\x01\x££\xfb\x03\ x££\ xfc’ \xff\xfe\x01\xf£\xfd\x03\xff\xfe\ "\xff\xfd’\xff
xfd\x18\xff\xfe\x1fUsername:
Telnet ToT honeypot (23/TCP, Telnet) Banner Source Code 1 \r\n\r\n \xff\xfd\x0O1Login: Password: \r\nWelcome to EmbyLinux 3\.13\.0-24-generic\r\n #
HoneyPy (23/TCP, Telnet) Banner Setting File NULL Debian GNU/Linux 7\r\nLogin:
Amun (25/TCP, SMTP) Banner Setting File NULL 220 mail\.example\.com SMTP Mailserver\r\n

Glastopf (80/TCP, HTTP) HTTP response HTML Content

GET / HTTP/1.0\r\n\r\n

<h2>Blog Comments</h2>\n <label for=\"comment\">Please post your comments for
the blog</label>\n <br />\n <textarea name=\"comment\" id=\"comment\" rows=\"4\"
columns=\"300\"></textarea>\n <br />\n <input type=\"submit\" name=\"submit\"
id=\"submit_comment\" value=\"Submit\" />\n

Shockpot (80/TCP, HTTP) HTTP response Setting File

GET /nsE/2m9/hK9/£0y
HTTP/1.0\r\n\r\n

<html><body><h1>It Works!</h1>\n<p>This is the default web page for this
server).</p>\n<p>The web server software is running but no content has been
added, yet).</p>\n</body></html>\n

Wordpot (80/TCP, HTTP) HTTP response HTML Content

7action=lostpassword
HTTP/1.1\r\n\r\n

GET /wp-login.php

<input type=\"hidden\" name=\"testcookie\" value=\"1\" />\n\t</p>\n</form>\n\n<p
id=\"nav\">\n<a href=\"/wp-login\.php\7action=

lostpassword\" title=\"Password Lost and Found\">Lost your password\?</a>

HoneyThing (80/TCP, HTTP) HTTP response HTML Content

GET /Forms/login_security  <SCRIPT language=\"JavaScript\">\nif\(document\.Login Form\.tipsFlag\.value

_1.html HTTP/1.0\r\n\r\n == 1\)\nvar infoStr="Username or Password is incorrect, please

try again\.’;\ndocument).getElementById\(\"tr1\"\)\.innerHTML =

infoStr;\nelse if\(document\.Login Form\.tipsFlag).value == 2\)\ntimelast =

document) . Login Form\ .timevalue).value;\nwindow\.setInterval\ (\"IncreaseSec\ (\)
", 1000\) ;\n\n</SCRIPT>\n

Conpot (80/TCP, HTTP) HTTP response Setting File

GET /index.html
HTTP/1.0\r\n\r\n

Last-Modified: Tue, 19 May 1993 09:00:00 GMT

Dionaea (80/TCP, HTTP) (Nmap) HTTP response HTML Content

GET / HTTP/1.0\r\n\r\n

<!DOCTYPE html PUBLIC \"-//W3C//DTD HTML 3\.2 Final//EN\"><html>\n<title>
Directory listing for /</title>\n<body>\n<h2>Directory listing for /</h2>\n

Amun (80/TCP, HTTP) HTTP response Setting File

GET / HTTP/1.0\r\n\r\n

<!DOCTYPE HTML PUBLIC \"-//IETF//DTD HTML 2\.0//EN\"><html><head><title>It
works !</title></head><html><body><h1>It works!</h1><br>tim\.bohnGgmx\ .net
<br>johan83@freenet) .de</body></html>\n\n

HoneyPy (80/TCP, HTTP) HTTP response Setting File

GET / HTTP/1.0\r\n\r\n Server: Apache/2\.4\.10 \(Debian\)\nConnection: close\nContent-Type:

text/html\n\nOK!\n

Amun (143/TCP, IMAP) Banner Setting File \r\n\r\n

2001 OK LOGIN completed

W OPDY T AT VIZIEROY —NDIRED L ) ICHZ 505, FEBRIZIERO S OTIE AV, /2L 21E, Debian 7.0 @ telnetd @7 7 + ) F D/ F — I
“Debian GNU/Linux 7\r\ndebian login:” 7:7%, HoneyPy ® “Debian GNU/Linux 7\r\nLogin:” O/ N} — & (3574 5.

t 1 AT DIEIE @ A THUAa)EE ] g

Send:
!SSH-1.5-Server\r\n"

include "bad version 1.5"

SSH honeypot
(Kippo, Cowrie)

Send:
USSH-2.0-Server\r\n®

not include

Kippo

include

include
"Protocol mismatch."

B 1 SSH N=—Fv M7 T —
Fig. 1 Flow of SSH honeypot distinction.

Tl 841, IMAP Tl 557 DR — F BTz, FAED
R WIFNRL V7 TF v & =T AInEDN L {, False
Positive 2572\ 2 & ZHEZL L /2.

AXODFTP 35— —NIFITP N=o—Ey bDY 7%
F ¥ ZFHli§ % 72912, Ubuntu[64], Apache[61], Cen-
t0S [62] DD FTP 3 7 —H— NEFHlICHH L7z, 2
HLHEDNZ =Ry MG EFNTOARWAREEAE V. 299

J
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@ Ubuntu ® KA A >, 119 ® Apache ® KX A >, 258 O
CentOS D KA A ¥ 6, 531 DL=—2 7% FTP ¥ —/ D
FAALERAEL, E5I& LREE, 4567 DIP 7 L A%
WL, 2L C, AFx 2 FElL, Y7 F v &
LaWZ EZMER L. B0 L BY, Nmap 25§k
ENTWVS 694 DFTPH—VEYAD/NF =&, NZ—FKvy
FOFTP NWNF = —HLaWI ELERRL T 5.
KEDE *A—ILRKAAS 2 I SMTP & IMAP /= — K
MOV T AT v mFMIT A0, KFEDOE X =)L KX
A Y EFHBICER L7, GitHub V) KY MY [30] 225K
FORAALER/BL, EglE 2oy b MX L a—
FEPSE L7z, Z08E%E, SMTP — YA HWTW
6,463 D= — 27 7% IP 7 KL A & IMAP # — ¥ 225w
TWw31683D1=—27%IP 7 FLAZWELL. ZL
T, AF v Y 2FERL, EOIP 7 FL 223 L TH False
Positive 2872\ 2 & R L 7=,

IoT #23® Telnet Y —E X 1l -V X L I3EL D,
Telnet ¥ — ¥ 2@ 72—\ L TfibNnsH— ¥ ATl
v, LAL, ZLDIPHATRLV—FD LD 7% 10T K
% C Telnet 2°F\ T 5 [5]. AT, 4OV —%
EQRHEDOR Y FT =2 A ML=V DR 6 FHEO IoT i
D Telnet F— Y AZHFE L7, ZORE, TLrDOY 7%
F v ld 6 M ORLF 124 LT, False Positive 23384 L 72
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& 4 Censys LFHADAF v v TF—F /N =—Ky b ORHIGER

Table 4 Honeypot detection result using censys and our own scan data.

Honeypot signature # Honeypots # Honeypots # Honeypots Survival Ratio # Honeypots
(Censys) (Censys+Scan) (Censys+Scan) (Bitter Harvest)

Nepenthes (21/TCP, FTP) (Nmap) 124 - 119 96.0%

Dionaea (21/TCP, FTP) (Nmap) 1,751 1,324 75.6%

Amun (21/TCP, FTP) 1,720 745 43.3% -

Cowrie (23/TCP, Telnet) 1,796 570 31.7% 938

telnetlogger (23/TCP, Telnet) 2,984 32 1.1% -

MTPot (23/TCP, Telnet) 226 98 43.4% 216

HoneyPy (23/TCP, Telnet) 2 1 50.0%

Amun (25/TCP, SMTP) 1,608 430 26.7% -

Glastopf (80/TCP, HTTP) 2,487 1,154 46.4% 3,371

Conpot (80/TCP, HTTP) 89 51 57.3% 87

Dionaea (80/TCP, HTTP) (Nmap) 2,220 569 25.6% 202

Amun (80/TCP, HTTP) 944 544 57.6%

HoneyPy (80/TCP, HTTP) 19 10 52.6%

Amun (143/TCP, IMAP) 1,728 - 686 39.7% -

Kippo (22/TCP, SSH) 505 - - 758

Cowrie (22/TCP, SSH) 998 - - 2,021

Telnet IoT honeypot (23/TCP, Telnet) 0 11

Shockpot (80/TCP, HT'TP) 1

Wordpot (80/TCP, HTTP) 6

HoneyThing (80/TCP, HTTP) 0 -

telnet-password-honeypot (23/TCP, Telnet) - - - 1

Total 17,698 1,510 6,333 35.8% 7,605

o7z, Z LT, Nmap IZEERSNTW5 1,056 D Telnet
F—CADNF =&, N=Z—Kv D Telnet /¥ F — 253
LBEWZ EOMRELTWD
(2) EERE

BT, @ IPVA ZEHOAF ¥ ¥ 7 =¥ 2 lWT, BHED
WEERNF —HDINEE N AT A AL TVt =T
V= AN =Ry NOERRFHEETITo 72, ek TZMap &
HWTEMHDAFX v > %479 2 & QW HETE - 7225, Censys
T—=Fx2HnwprZ EiZL7. ZOHEBE LT, Censys |
ZMap & ZGrab [32] & W2 ED A F v UfER 2 M L
TBY, MATHOAF Y VT ALEP LRI LTHD.

PATIE, 2018 F 4 H9 H”H 2018 4- 4 H 15 HD
Censys 77— % * Wiz, = AT LIZHWTWA K
A MOEIERD LB TH S, 21/tecp (FTP) %°16.2M,
23/tcp (Telnet) 258.4M, 25/tcp (SMTP) %¥13.6M, 80/tcp
(HTTP) #°64.6M, 143/tcp (IMAP) #¥9.1M. fERLL7:
207 AF v ON14 Y72 F vld, BINTAFy »T5%
VD2, Censys T— ¥ MO EE~Y vy F L 73¢52 L
WTEL, ROVD6 ¥ 7 AT vIZDnTI, Censys 77— %
MOEHEY Y F 7 EEBETENRNTET, I ELDIT Censys
TN~ 7T v e L CERE %5
FAMEEZWB L, ZOfEMICH LT ZMap # FHWTXA
Fov v R0l RADITo LA T ¥ L O (2018 4E 5
H19H) 2%Censys DAF ¥ > D 1 HABRTH 4720
WONZ—=Ky MIIP 7 FLAOEHIZL - T, HAT
ERL o TVLIREENHAH. 2070, REHFEEIC L
LEFEWNS DI, §TICI4 7 AF vy THREIESN:
NZ—=HRy MZOWTH 1A HBRICAF Y v &iro 72,

R4 ITHRAMREZRT. 1VIEPIN=Z—Ky bDT 74

© 2020 Information Processing Society of Japan

F v, 2%5/HAS Censys 7— 7 MO ENTNZ— Ky
Fo¥, 3HIHDS Censys 77— 7 bl L 72O K A
MEICH L TEADPAF YV LTHRAILIZN=Z—FKy b O
B, 45HD Censys AFX ¥ D1 7 HZIZEKRA DA F ¥
YLTHRHMLIzN=—Ky bR, 55HD 17BN
==Ky POEFFRERL TS, R, U4 7F2F 1T
Censys 7— % 75 17,698 DN=— Ry b &ALz, %
COIMENTN=—KRy ML, telnetlogger ® 2,984 7~
A b, Glastopf @ 2,487 5k A I, Dionaea @ 2,220 & A b
7257z, Censys T— % LA DAF v VHERTHAL 7
BODE6 Y7 AT vIZOnTIE, 1,510 DN=—FKy &
AL 7z, £ BmaEnzold, Cowrie d 998 kA b &
Kippo ® 505 R A M72o7z. GEtT 5L, 14 MHEHO I —
T = ANZ =Ry MIDWT 19,208 D= —FK v K
AL 7. B L LTE 4 ICHEAFZE [66] TIrb L
=TV = AN =Ky MUAEBRORER 2R, B
e & REFFECIEFRAIMAS 1 7 AU ESThTw3 9 z,
AR TILEH OFMDIHS M THVINT L AT L TH S
Censys DAF ¥ VFEREEH T WA 720, HE LR ILEKIE
LW, WINORKRS —EBOF -7V —AN=—
Ry PFEBIGEH SN TVWAEZ EEZ/RL TS

Censys 77— % THA S 72 17,698 D= —FK v MID
W, AT Y L7zHEE, 6,333 (35.8%) O/N=—Kv
FS1AHBDEH SN TV, FEAEDN=Z—FKy b
3, 1 7 AKRTY HAHEEH S LTWwWeds, #ivte LT,
3,000 it < ] & LTV 72 telnetlogger /N = — R v hDIF
EAED T I ABIZEHERL TV, 2OTXTBT T~
ADWREEEOIP 7 FLAL Y VTHEENRTWZH 0
o7z,
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5 A5 —%v P ETI{BIIS N FTP /N —
Table 5 Frequently observed FTP banner on the Internet.

Rank P Ratio | Banner
1 5,436,627 33.5% | -
2 800,771 4.93% | 220 Microsoft FTP Service\r\n
3 518,558 3.19% | 220 FTP Server ready.\r\n
1 343,316 2.11% | 220 (vsFTPd 2.2.2)\r\n
5 216,232 1.33% | 220 Ftp firmware update utility
6 205,967 1.27% | 220 (vsFTPd 3.0.2)\r\n
7 141,608 0.872% | 220 FTP service ready.\r\n
8 119,395 0.736% 220 Serv-U FTP Server v6.4 for WinSock ready...
\r\n
9 118,699  0.731% | 220-Microsoft FTP Service\r\n
10 85,602 0.527% | 220 (vsFTPd 3.0.3)\r\n
228 1,751  0.0108% | Dionaea banner
232 1,720  0.0106% | Amun banner
3,358 124 0.0008% | Nepenthes banner

Total 16,232,733 100%

F&6 ¥ —%v b LTI LBIESNI Telnet /¥ ) —
Table 6 Frequently observed Telnet banner on the Internet.

Rank P Ratio | Banner
1 4,651,675 28.7% | -
2 176,908 2.09% | {"banner":"\r\n\r\nUser Access Verification\r\n
\r\nUsername: *,"will":[{"name":"Echo","value"

:1},{"name" : "Suppress Go Ahead","value":3}],"do"
:[{"name":"Terminal Type","value":24},{"name":
"Negotiate About Window Size","value":31}]1}

3 120,561 1.43% | {"banner":"\r\n)connection closed by remote host
1\10000" }
4 102,623 1.21% | {"banner":"\r\r\n(none) login: ","will":[{"name"

:"Echo", "value":1},{"name": "Suppress Go Ahead",
"value":3}],"do": [{"name":"Echo","value":1},{

"name":"Negotiate About Window Size","value"

13131}
5 100,768 1.19% | {"banner":"\r\n\r\nUser Access Verification\r\n
\r\nPassword: ","will": [{"name" :"Echo","value"

:1},{"name": "Suppress Go Ahead","value":3}],"do"
: [{"name": "Terminal Type","value":24},{"name":
"Negotiate About Window Size","value":31}1}

6 86,023 1.02% | {"banner":"\r\nWelcome Visiting Huawei Home
Gateway\r\nCopyright by Huawei Technologies Co.
, Ltd.\r\n\r\nLogin:","will": [{"name": "Echo",
"value":1},{"name": "Suppress Go Ahead","value"
:3},{"name": "Terminal Type","value":24}]}

7 64,764 0.767% | {"banner":"\r\r\n(none) login: ","will":[{"name"
:"Echo","value":1},{"name": "Suppress Go Ahead",
"value":3}],"do": [{"name": "Echo","value":1},{
"name":"Negotiate About Window Size","value":31}
,{"name": "Remote Flow Control","value":33}]}

8 53,498 0.633% | {"banner":"\n\r\n\r\rAccount:","will": [{"name":
"Echo","value":1}],"do": [{"name": "Terminal Type"
,"value":24}]1}

9 41,949 0.497% | {"banner":"\r\nlogin: ","will":[{"name":"Echo",
"value":1},{"name": "Suppress Go Ahead","value"
:3}1}
10 39,792 0.245% | {"banner":"\r\nAccount:","will":[{"name":"Echo",
"value":1}],"do": [{"name":"Terminal Type","value"
12431}
189 2,984 0.0353% | telnetlogger banner
261 1,793 0.0212% | Cowrie banner
1,080 214 0.00253% | MTPot banner
52,984 2 0.0000237% | HoneyPy banner

Total 16,232,733 100%

FTP & Telnet D/ =—7K v F DN} — & Censys CTHEiH
SNz F—L kgL, £5 LEK 612, N=—Kv
FONF =D 0¥ —% v PETHEDFA SN TV W
CERIRT. T ERS, NF—INZ =Ry b EHH
TH7200Y 7 AT VIFAT LI ENTEL, £, N
F—rn Ay =3y b ETILfEDNENF—IIEZ LT
T, MBI FELE LD ) 5.
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RT7T No—KyFDAS, EH, Ay T—r 54T
Table 7 AS, country and network type of
honeypot population.

19,208 Honeypots (unique 13,417 IPs)

IP AS Country AS Type | IP per /16 AS Country AS Type
2,697 France Academic 390.0 Mexico Academic
783 Mexico Academic 253.1 Taiwan 1Sp
771 United States Hosting 249.0 Greece Academic
696 Taiwan Isp 203.4 Taiwan 1sp
653 Japan Academic 129.6 Japan Academic
606 Taiwan Isp 79.0 Taiwan 1sp
510 Ttaly Academic 772 France Academic
464 Taiwan Isp 61.7 Taiwan ISP
450  United States Hosting 56.9 Taiwan Academic
436 Taiwan Academic 45.9 Sweden ISP and Hosting
314 France Hosting 41.1 France Academic
277 Taiwan ISP 21.2  United States Hosting
271 Taiwan ISP 20.0 Taiwan Academic
249 Greece Academic 19.8 Sweden Hosting
247 France Academic 18.8 Taiwan Academic
187 Taiwan ISP 18.4 Taiwan ISP
171 United States Hosting 15.9 Taiwan ISP
154 Romania Other 13.5 Taiwan ISP
149  United States Hosting 13.2  United States Hosting
134 Taiwan ISP 12.6 Taiwan ISP

(3) BXER - AS

Mashzn=—=xy PlZDw T, GelP2 ISP
Database [40] % v T AS % HUf% L, ipinfo.io[38] TH
TEMERISE L2, RTIZIP T FLAD S o7z BAL 20 D
AS, AS DE%, AS OFfEfZ/RT. AS OFHHIZOWTI,
FEICAMEICHHE L. T2, FNEND AS PET
HIP 7 LA 2N —Ky FOEEGEFHET S
LT, MR NS —Ey bOBEEZHFA L. AS T
WA IP 7 FLAEDS R A 5720, /16 (65,5361P 7 K
LRA) ) ONn=—KRy NOREFEL, L. /16
DTFoASIEBA L, £T712/16 H72) TH=Z—FKy +D
BH% o7z AL 20 D AS B7RT. AS OFEFHIZDO VT
1Z, KREFPWZeiE % “Academic”, 1 % — 3 v Mgk
P RZRMEL T BEHE “ISP?, HF—N (T —
N, B =N, VPS, 757 K- 2%) ofFLHL
AT &A% “Hosting”, ZNLDANOEH (SRist, Ik
THREES) % “Other” LHEI L7z, fERD2S, Eow
CODD AS IFRFERLHFAEEDO S D TH L Z LA L
72, EHENTWAE - HICOW TR, BED AS 7%
{, EfZ20AS 9 % 8AS & FH T\ 7z,
(4) EFHHAMAE

NZ—=FRy FPOEAMBEEZE YISO, 1EELD
Censys D7 —% (201748 H 8 H~2018 4= 7 H 17
H) &40 L7-. 212, AS T &2 1 EMBIM S LTz
Z—Fy MEERYT. BEDAS TORE L EH*HRE,
BamshizNn=—Ry POBIIEELTnD. 72k 21T,
2017 E1L HIZTANVT ¥ FOMFEHREO Ly v 7T — 2
(AS1) T4,383 DN=— Ry FHNEHBIIGE I N2D5, kD
HIZZFDOTRTHEHKT LTz, ZOMOKRE 22
ELT, 2017412 AICT7T A ) A D ISP (AS2) T 6,917 D
NZ—=Ry FANEHRT LTz, X312, 201748 A 8
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Fig. 2 # of detected honeypots in one year.
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Fig. 3 Survival time of honeypots detected on August 8, 2017.

HIZHEE NN — Ky NOEFREZRT. No—Fy
kN DT OEREII 200.42 H (SD=127.54) 7257z, &
FAMA A Y T — 2 O L IR L2 0T 5720
2, 10IP 7 FLALLEAFAE L7253 @ AS #3#%E L, TH)
C Academic, ISP, Hosting \Z50HE L7, Z D%, 2017
4 8 AT Academic 13 5,553, ISP 1% 11,390, Hosting &
1,455 ON=— Ky MERA L7z, 5512, WISEREE O & v
N7 =27 DN=—=Ky bDO8O%IT 1 FEHZLEBH SN TV
72, ISPRARATA VI DAY N T =2 DN=—Fy bE
B E R A2 - 7255, ZRTH 20%DN=— Ky
FAS1AERRIC D EH ST Wiz, 2017 4F 12 HIZ ISP TK
ELEEDHELTWDLDIE, TAYHDISP DHNZ—Ry
MV oW GEHR T LA EDREKTHAE., 2L T,
2018 4 4 HIZHKR AT 4 ¥ T DEEHHELTVWDLDIE, T A
JHDRATF A VT —E ATV WIEAK T L2
EDERTH 5.

(5) BR=H

Springall 512 & % 64758 [60] Ti&, 7/ =< A FTP
P NDPREZIZLSTYAVT 2 TOT v 70— KRB
WWEASNTWS Z RSN Twa. AFETYH, 21
DFTP N=—FKy MPEBEZFICL > TEHIA TS L
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HbhbZ 2B L. IhboN=—=FRy MZIZ<I
YL THT Y TH=FENTVT, OKA DL T v
0 — RU[REIC 7 o T\ 7z, VirusTotal Z FHWT7 v 70—
FENTWe~w vy o 7238 Lz sdDxV o 27 (17
DI=—r <7 xT) #EL, NRIEkRDEBY) 725
7z. 12 ® CoinMiner, 2 @ Downloader, 2 ® Backdoor, 1
® Ransomware. ZiUE, WEHFPRALZHRZ MIvv
TITEY T O REEWGAIL, ¥y ra— R —
WELTHERENS YT FIZEHT A, 72, 21 DEH
ENTNZ =Ry MIEBP L) RARTDO T 7 ANVHT v
TH—FEINTBY, FA—OREFVEM L Tl hek
V5.

3.3 ERENPSODT4—KINy Y

ZHDOIEENAI A XL TWRWNZ =Ry &I
L7205, BAITHATEELZ N — Ry b2SEH S Tw
HZEWRET LW, DD, N=—FKy MRS
N721P 7 F L A% 5 WHOIS % f\v CEHMLEES % 155
L, ZOHRTNHZ =Ky FAERHITE R S 78 R
ZXRIZ, Web A4 MIRHEINTWAE A=)V T FL X,
F 720, WHOIS IZRE#iE N Twab A =)L 7 KL R 2HH%
L7z, $72, KRN —Fy MIBZEZEWS 272000
DYATLATHA720, BEAEIIN=—Ry FOFHEL I
FALTHEIENEZLNDL., LHL, —HONZ—FKy
Me#EATATO Y7 T, N=—FKy PTEIE
BN AT A 2012, LE-PFELT Web E
THZ—FRy bOERERZRXHELTCVAEENH L. 2
T, MLz —Fy FoMEE Web EOREITE
WIS TV AN =Ry POFET LI L, FHM
MO —=Ry b 70V =7 AR L TW DA REED S
LEBDODNAGEL, #4570V 27 POBIIA—L
7 FLRIZhEME Lz, AT 4L 11O N=—Ky
FNOEMFEIEEE L), KFROMESCERCHHL,
NZ—=Fy MO O W THEERER 27w, Y7 %
F ¥ N— 2D % BT B 72000 A5 < A4 X e HEREL
7o. Fl, REIENZIP 7 FLAWERIZN= =Ky k
ELTHEDN TV 0 HERR L, BAITHM R /N — %
DIEENAIIA AL TWHREWNZ =Ry NEEF L
Bz iz, BEX Lol 7 DOMERIIOVWTIE, Z
bFLNZ—Fy b 7OV 7 MBI TWi Wik
RWAE LTz A= VT FL AR TR LEZEZ S
NBD, LA L7 A= LT FLADRLIZZT — X —)b
DR TETWL WD, #IELIZ AT FLAIZDOW
TWRAEMTH L REMENH L. LT, Ka gL 720
=Ry b 7OV b®D Web EORBFEREKRAT S
&, N=—FRy FOERIERIITR A KT B BRI
BENTWwBEHDTHY, N=—FRvy F2EMHIZHz-
THEHAINTWLHRENH L. 512, N"=—FKv M2
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BEHEESOIP 7 FLAE DL ToRTBY, K&%ka
ANEPRTTEHENTWANZ Ky F 70y =7 T
HALTEEENE ., ZZE 2 0boT, N=—FKvy b8
BAHHMSNAIRECER SNTEBY, F/, FERE
NDOBERTDOEDP oI DD, Fy NI =7 RN —
Ry hOBFHICHGREEPLADL TV EVWL DL T
ENns. DT, BEND -7 4 20OV TN
T 5.

HHEHD ISP 225 DBEICE Y, TADIRLEIP T
FLUAREBRIZN= =Ry b LTlibILTWS Z & Wk
RT&7. ZO ISP TiE, REHADT7 FLAAR=ZAD
— R RAICE G Y ) T4 OB vy
WC—HEic V=510 7 LTw/i, #LC, ZOISP D
BACE DX 2) T4 v ¥ OREHNTETE (Chief
Technical Officer) ICN=Z—F v FDIBEE H A Y <A X
LT AL CWwaHEHEZi iRl Z s, “WEHIC
LABINIRELIETIEIZ W v ) \EIE L7,

HHETIFEEEDO A v N T — 27 OEFE DS ORE
T, ADVBZFDOL Y NI =2 DWVLDPDNZ—Ry M
ELCIHFETETWD ZLPHRATEZ. 209D 1D
&, MIREICL DA N—REEHRZBWIfEbhTns
ZEghol. bH 1o, FEEHOAL VY —Fy bt
Fa2) 7 A HBOBBER DI TV, Z0E»Ic>
WCIE, KEFIZT FLARAR—ZADEH Y L TLRTWVD D
DIZo7z.

D E . ORFFEREEI D+ v kT — 27 OB E D S DBAZ
T, ADVBZFDOLY NI =2 DWVLDPDNZ—Ry M
ELSEBETETWDL I EPHRATEZ., BHidNn=—
Ay MEMOMBELZHL TV ho7225, L OEELL
BABINT 572012, MofEEON=—Ky b (EXEEH
NZ=Ry b)) SFHLTVWALEILIZER L.

BIEDOKFOMIEE DS ORIET, Me Rt n=—
Ay FOEH RIS 52O OBIFSKIET 5O A
W=t Fa )74 70727 MIMFFEL, FNDHEIE
TLTWARKTSH B REED H B 2 LA gh o,

3.4 EE

NS =Ry MEARE, BEOY =D L) IZHENITT
WA, INEFERTLIOIIRNEETH L Z LR FHEIN
L, FADFET, WEEHAITA AL TV R WD —
Ry NeBHIFETELHEVH L EPHLPITR -
7ohs, WYNCREE SN TE Y, Bl HECEmmsEE L
WAHAZ—=Ry NSFAETLERDNL. 728 2L, Fead
MEL-UEHOF — TV —ANZ—Ky POHT,
Conpot DFIFSE I N A Y <A AD k% BN N=—Ry
FOBEMEFF 2 A PNTHIFAL TS (HTTP ANy ¥
RIEDVAT V), WEEWAITTA AL TV RN
Conpot 2% { R TE L -7-01%, Th2—HNTH5
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A =3y P ECEHEINEZNZ =Ry N OREER
ASZR&EL/-E A, MIEKEO L Y b7 —27TH (G
AEN T2 enb, INHA ML —= Y FHRSEE
D370V 27 MZLD20DTHLWEEMENIEZ LN
L. Ld2L, IN6DONZ—=FRy MZIFETIRLEE
I, MTHLDIP 7 FLADE N Y THNLTWELA
v, ZOZEhL, FEOTOYV s bW LD D,
AT 2 AL E AN 2 IEESICH s T AT RENE
e, F 72, FHETIEHRAT 4 2 7R ISP O X9 %l
DEBETENINTVLLDLERALTEY, BIEOMA
Ay PT =7 THECRAENTWE, 20720, Th
LONZ =Ry MHTEH EOMRERMELH A Z LTS
NTHDH. L)IFEMERZMAEZEL 72012, W{DPNZ—
Ry MERZIGEKZ & o7z, 11 HRkIEKE E o728 2
B, TR SRED e Do 7208, BED WD EHRDS,
2y NI =27 %N =Ry NOFRICT o REE LD
TWHREWIZEZRRLTWAEWZ L. 450 5RED
HY, WININZ—Ry FPEBITT A N —BEOHI
WCHWOHNT WD ZEDFERECE 72, —FOEMRIE, K
BEIZIAN=Z—Fy FPOBMANIKELMETEZVE
FELTEBY, ZhiE, BHON=Z—FKy PP KED NS
T4y 7EBMITECWL 072 BbNE, L, b
Ko N AIIA AL GWEIND—Fy NEHEHLTWS
B, EH IS, ARRENTRE Ay P —
77400 RRLTLE > TOLUREED D 5.

/o, N=—Ry FOERAMMERE LA, FRI,
WFeHERID v b T — 27 DN —F v D 0%IE 1 4EH D
FUIP7 FLALETHEBEIN TS Z AL, ISP %
RATFA VT DAy NI =27 DONZ—Ry MIHEBREH
MBAE - 7228, FNTH 20%DN=—FK v 231 £
WKHEH SN TWAZEDHBHL., 2o enrs, h
LDONZ =Ry NIRRT T v 7 ) A NONRIZ%R BT
REEASE Y, S 512, NZ— Ky PSS L 5 TEHY
ENTVLEEDLNLLDERERLTWALZ DL, &E
PAEY LN =Ry NI, N"a—=FKy FEEKIELF 2
T A DB DR D Z L5 5.

4. NZ—FKy MBI L2 EBAEREANDFE
FeE=S

IEOPFEAERD S, ZHON=Z—Ky b2 V¥ —F v
b TR RIREETEA SN TWD 2 LB S 2
iz, KETIE, N"o—Ry hPORANIZE>T, N=—
Ry FOBHIABICH L TED X ) 22 RIZTTONIC
DWTHET . HEONGRIE, BkoLBY), $TIIR
Y = VHBEEST AA—T ) —ANZ—Fy b L7,
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£8 Aoy FOERNE
Table 8 Information of honeypots operation.

Honeypot Customized Point Period # Total Packets # Daily Packets

(961IPs) (961IPs)
Kippo (22/TCP, SSH) Banner (241IPs), Error response (24IPs)  2019/01/26 - 2019/05/17 (98days) 154,634,442 1,577,902
Dionaea (21/TCP, FTP) Banner 2019/01/26 - 2019/05/17 (98days) 3,186,678 32,517
Dionaea (80/TCP, HTTP) HTTP header and Top page 2019/01/26 - 2019/05/17 (98days) 35,936,968 366,704
Dionaea (445/TCP, SMB) SMB negotiate protocol response 2019/01/26 - 2019/05/17 (98days) 297,072,159 3,031,349

OemDomainName and ServerName

Dionaea (1433/TCP, MSSQL)  Pre-login TDS package 2019/01/26 - 2019/05/17 (98days) 23,493,927 239,733
Cowrie (23/TCP, Telnet) Negotiation option 2019/05/03 - 2019/05/17 (15days) 22,231,782 1,482,119
Cowrie (2222/TCP, SSH) Banner (241Ps), Error response (24IPs)  2019/05/03 - 2019/05/17 (15days) 175,010 11,667

07 HSIUET & 22 - 72 IR  2019/02/07-2019/02/08, 2019/02/21-2019/03/04.

£9 N=—FKy MY VDI TATF ¥
Table 9 Signatures of honeypot detection tools.

Detection Tool Service Honeypot
checkpot, detect-kippo-cowrie ~ SSH Kippo
honeybee, Metasploit
detect-kippo-cowrie SSH Kippo
detect-kippo-cowrie SSH Kippo, Cowrie
Nmap SMB Dionaea
Nmap MSSQL  Dionaea

4.1 EBRE

NZ—=Ry MEAIORE L RET 572012, FEEFTIE2
FEHONZ—Ry FEERT L. BRI, Ramshs
TV T 4L FEREDONZ— Ky b E—EBOLEAE A Y
YA ALINZ—=FRy bEERL, ZOBMRE LY
L. FEERE, KREOT FLALYIYNT, #NFh 48
DIP 7 FLAZENZ—FRy MIEIY BT, 596 DIP 7
FLAZED BTz, BUREROZEBRE A AY v 4 XL
5T ERIRT IO, FERITEEDH L W Hetk2 D 5o
BT HER T AL EDH L. FD720, NZ—Ky MET
NCH—D/16 D7 FLAL Y YNICEEL, TP 7 FL A
39 U FLRNEFRTE ) YT, &5, BANCKET S
H ALY <A R LGN ORE IOV TR, [FH—0ikE
TNHNZ—FRy baER L.

R 8 IIAERON=—Ky bOERANEZRT. 151H
==Ky PO, 2FHICHAY <A X L7fEHT,
SHIHIEMMIE, 4FHIZ&N=—Ky M CTBIL 72X
g Mg SHIHIC LI A7) 0T v MaxkRiiE L7z,
==Ky M, BEFOBRHMY —VTHRATEELZ N — Ry
MR L. #LT, HAY~A XY — VOB
FOMCTEXLRNEDOT AT <A X %2ftorz. Hyke L
T, Kippo & Cowrie @ SSH ' — E AIZDWTIE, =7 —
J&% (Error response) & /NF—DHAY YA X%l -o7
QRO T AT <A ANZ—Ry b2EH L (FhEh
24 DIP 7 FLAZE Y B TH)., BfFY — L Tldwin
DL —ngr b LN —FEy FEKRAT 555, Kippo
t Cowrie THEHLNTWE T 7 + )V bONF =35,
HOV—NTELMMDONENF =TI RVTD, NF—%
NAZ <A XLz —KRy hLER L.
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£ 10 V—EXXF v rOHEETT AS

Table 10 Service scan source AS.
# IP ASN AS name
108 AS63949 Linode, LLC
8 AS200651  Flokinet Ltd
4 AS32748 Steadfast
4 AS14061 DigitalOcean, LLC
2 AS4808 China Unicom Beijing Province Network
2 AS17621 China Unicom Shanghai network
2 AS16509 Amazon.com, Inc.
4.2 HATERER

FITFNPIBREDNZ—FEy N AR A XL 72N
==Xy P OB R BT 50112, By — Ve v
TN =Ky MEIDP TDIL T WS pFA L7, AR
ELTE, N==Fy PRI — IV OEEZ FENCHHA L
T, V= VENETLODOY I AT ¥ 2ERT A, FL
T, NZ=Ky PTHEL7BEISG LTy 7 ATy &2~y
FrTEEDLT LT, MY - VOBEVFLELTZNED
PIRET S, R IHMER LAY — VDY 72 F ¥ 7R
$. checkpot [16], detect-kippo-cowrie [19], honeybee [22],
Kippo SSH Honeypot Detector (Metasploit) [50], Nmap
Service Scan [46] ® 5 M DIREI Y — )V = e 5 5 MK
DY T AT xR L7z,

WY —VERET DY 72 F v b= =Ky FOERE
I L 724 R, SSH N=— Ry MR %Y — Vil
15 (checkpot, detect-kippo-cowrie, honeybee, Metasploit)
FE S o7z, LA L, Nmap ® SMBH¥—VY R &
—H9 A3 A E AR T 1,134 787 v MERI L, Nmap
D MSSQL H— B A &L —F§ #1513 967 /X7 v ELH
L7z. ¥ b Dionaea #4135 Nmap O —E 2 A
¥y rO@ER o7 BILZE2,101 87 ME 144
22— 7% IP 7 FLADLDO@EETHY), ZOH—E X
AXxx Y EAToTEIZAS ZfAL L7z, B AS #3 10
IRT. S5 ELH1C, F—EAAFY %270
TELREEDT A0 5D VPS 2423 % Linode %25
BETHLZEEMERL.

4.3 EEBER
KETIE, 74V PREDNZ—FKy b (48IP) TH
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War

(c) 80/TCP, HTTP (d) 445/TCP, SMB

nnnnnn

(e) 1433/TCP, MSSQL

(f) 23/TCP, Telnet

or

(g) 2222/TCP, SSH

4 N7 ML
Fig. 4 # of packets.

L 7-HEOBEENAI A X LTN=—HKy b (48IP)
TEHIH L7 BoOEELZILRT 5. €hfhEbHI2200
TW—TI5E L, default] - default2 - customl + custom2
D47 N—7 (% 24IP) TEUH L 72#5R 2 LB L7z, SSH
F = ROV TIE, NF—E2T—n&D2HD A A
YA X% T TBY, customl DIINF—% A< AR
L7zn==FRy b, custom2 LT =& NAY <A X
L7en=—Ry ML Tw5,

(1) /X7y MR

B 41285 —EAT DR v MO E LT
5. 4(b) (FTP % —¥ ) Ti&, 5 BT custom1 D3
T NS LBl ENTW DS, FFEOIP 7 FL RIS
EHRLTREDNNT v PPELNTETWZ EERA
T, REDAERIILLLDOTE ado7z. M 4(c) (HTTP
F—=YR) O5HOD default?2 737 v VD% o Tw
LH, [AFROEIR 75 7.

X 4(e) (MSSQL ¥ —V¥YR) »6, EHEGEDS 2 H
FRHOWIET, N7y MRICESHE TS Z L0505,
WBEDONEE L5 &, pre-login TDS package Dfii (/1 A
y <A X LR REUS L7 RICEBENENEILT 51K
BDAET A T EDIFERZ -7z, BRIICIE, B A A
YA XL 72 B I MEO SR EmR i, £ DR&IE L
WIEHZ I AL S AR O@E 27 h 7z (15 MIFLEE). #
D2, DATIARXLI2NZ—FEy hOFHI v MR
W% o Tz,

4(f) (Telnet +— ¥ A) Ti&, 5 HOEHHGHE
P, NAZIA A LN =Ry bOFB%E
ey NS HE W, WAL A LN —FEy b
TREmMEINZVEI ATV -3yt T

N

N

© 2020 Information Processing Society of Japan

(a) Dionaea (b) Cowrie

5 <Ly LT
Fig. 5 # of malwares.

CEHIBELTBY, ATV a v aRELLRVEEFD
BOFEFHEBUWTE 2 VHENIFET L EVER
72572 (2019 4F 1 A 27 HUEO AR Cowrie (commit
cdc8038529c43e7dc673812e1f1ele864ae1236b) T I,
Nmap 12 & 2 HA% S 572012, £+ TP T—a %
Tva v HlERLTwA).

(2) v T7H

5 |2 Dionaea & Cowrie DIET VY = THOHR %
ST A, Kippo CR~¥ VT =27 %2 IET LI ENTER
Mol FOERKE LTIE, Kippo lZEHEINTWSL v
VRBLLR L, SATRVIAL 7 FPAHHTE LW &
WERE7ZEE Db A.

225 b 45024 & 912, Dionaea TlI/ N7 v Mk [EEk
T 74V MEREDONZ—FKy PEART <A X L7z
==Ky P ETIES VY = 7T HICHMHE 2 2 IR T & 2
o7z, Cowrie TIEHAY YA A LN —FKRy bDJj
DPPEE~ VT = THD %, FRRICE 7 a Y2 e L
TWEWIZ EARKTH 5.
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4.4 ER

AR OFETIE, 3L DI, WEBEDEADOHRIY — v
rHWTN=Z—Ky FOBHEZRATHLPMAE L. £
DFEF, Nmap DYV —VEAZAF X VDY 741 F ¥ & —HT
Ll EBEI L7, L2 L, Nmap D —E A A F v
VIEIRRERADNDOY —VCAREEETLIZODAFXF Y T
HbH720, SRIOFEZTTIE, WBEEVPENL TH=—
Ky boHIZRA L) & L-D), BIZYH—E A2 g
LEH&L7orAHTHL., L2, H—EXAF v~
BRI FEAT IR B AF ¥ v CTh A0, Dkl
&, AAMEDPTTHBEORA bOY - AOHHY
WELL) ETHLHBRDVEAT S EEIHLDRITR 7.
FLT, TOYF—VYRARAF Y 2 FATLHEZIIL, 7
T AN IREDNZ—Ry MINZ—Fy b ThHbHLEHER
LTLEY.

KIZ, FT AN RBEDNZ—FKy P AAY~IA AL
==Ky bOBRERY LB L2, 2O8E, —Ho
H— A TIIHEIEVDIEN, Dionaca @ MSSQL H —
VATIE, T A—=FDEVZL T, WEIENT S
Lotz F72, Cowrie D Telnet — ¥ ATIE, HN=—
Ky VOB EN LI AYSA A LN —Ky DS
TNy M PUES VY = TR L 72, 2 OJRKI
Telnet ¥ — E A4 2 BEDO KL H % 59 % Mirai D%
SR KTHL AL 72, Mirai DV — A 32— F%
MR LA, = 2MF T a VOFRESN TN L
WAL, ZORETHEMELT LI LB grolz. £
DIz, F T a v OREEYR LA AY <A X LN
==Ky bTIE, BEWA L7z B, mams iz
LT DHIOIIHAT A RXTH I EITE > THREROBIIIEK
I ETAHEHEL TV, FEAEDOY -V ATAKE
TEWIRON o7z, ZOZ RS, AHEH LN
= =Ry bOFEHIZOWTIE, BRS8N
BIEERBE LN =Ry FOBAIITTbIL TRV ETF
MENL, 3ETRLALIIC, SEEEEAY b T —2
AFY NI BEE I AIIA AL TRV NZ— Ry
MIBESZHITHHENTLE)bDOTHL. LaL, BIRZ
D& I IR N=— Ry MEEEDE  WBEIZ L - TFT
DONTWABIRNTIE W EDHL NI 5 7.

5. MREmIE

NZ—=Ry FOEEZWHLPIZTLE V) BT, FrD
RN ST E V) —TH 2R, Kl e A EKT5
TEIZX ) HBEES N =Ry MRAIO T EEN: F T
LENDH A, LL, BIFFRICBVB TN =Ry MR
ANCEIT AP MENRTEBY, T2, EBEICHN=—
Ry bEMT LY =L — AR EIN TV
B, K LORHOERBIRENEEZ S, ZLT, N
==Ky bONF—FEDREERELY, ZOBREDID
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YTV T AT v BAERT A Z LI E ) 2

EEFICEBTELILTHY, BIK, BEFEIZH FEfET

BECHhb. €00, ZOMELL IR ICEML, &

AR ZALET A 2 L oF®RIE, AHROEEZE LY L +45

ICKREWVEEZEZ KGR THEM R LM THZ L E LT

7272, WRHHENZEB?S, HloN=—KRy + 25

MT BB, ASKEIP T FLAZREL h o7

F AR L DOFIRIZEV. S, WRERR Y N=—K v M E
HTHDHEMESIND FHRITBEMEZITH & & DI, Github
WA SER E N TV 6 DN =Ry MZEE (Con-
pot, Glastopf, Cowrie, MTPot, Shockpot, telnetlogger)
IR LD, STk A OFEROME & FEOFN %z
Z72. ZD, Conpot & Glastopf IZFb % 2 ADOFIIEHE
PHBREEZITN 72, 209 HbD 1 N (Lukas Rist) &
WHDONZ—HRy MZEboTBY, FLADHRZEEL
T, Glastopf D) KTV M) IZNZ—=KRy FREDHAY <
A T ARtk 2B L7z, Conpot IZD2WTIE, 3T
WCRF 22 MAICAHRAY A R T A7 2 a v [43]
M5, BEHEBAFEEL, BRI EE RN =Ky
FEADLDEDS, F7 4V FREDNZ =Ry NIRE
HVSHILEZ AN TH D L bRz, 2070
WHEINZ=Ry hEBET AL, WAY VA A&
LTwa, F72, WBEDY TAUHLITI 2 L— bpHBIT
BIAIVTEEETAIET, EPEINZ—Fy MR
AL TEDL LI BEERLTWES,

F7-, WEFICEHSL W NS —Ky N25EH LT
Wiztky b= OERAFICHERKE L), FTORE, N
==Ky MARXKAT A T ENTWIEI VI 2T 77
ANFOTNROHIREN TS, BARIIZIE, 3R
%55 (Web A4 MRS N TWDEA—=LT FLA,
Web %A MIdH 5HHET7 +— 24, WHOIS I[ZREH S LT
HA=NT FLA) TENFNOEFEIERZ LD,
LONZ—FRy MIXoTHIERI SNDBIEN LB L
B Sz K B HEICDOWTREL 2.

BERFZECIE SIS, MEIc N —Ky N EBET L
FIZOWTRESNTVA [9). TITlE, 61 —F >
V= ANZ =Ry b OFEITKT B L OHELE & T
5.

(1) FTP, Telnet, SMTP, IMAP # —EADSEj\ T\ 5
F—=T V= ANZ =Ry MIDOWTIE, 774 b
DINF =S fEDNF =BG DN D, Bz
BEEST 2121, NF—% A ¥ —% v b ETEBIZE
CHEDONTVENF—IIETT LI ENFRIZEEZ
5Nb. B 10 D FTP & Telnet DN F—% K 5 &
FE6IWRLTWA, Lo —ERI2DOWTH, [k
Censys 77— ¥ OET A ENTES. 2L T, 13
EAEDNZ =Ry NINF—%FET 7 ANVDPOE
WL ENTED.
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(2) HITP ¥ — AP BT WELF =T — AN —
Ay MIOWTIE, 74V D Web 225 278
A== THLIENDY, No—Fy MRANZFIH
T&LWEEMSHL HTTP Nv ¥ DY AL LAY v
7, 2=—27%HTML 2> 5>, f£ED) 7 T2
MIATLE—DIRE). TEAEDNZ—FRy I
HTML 7 7 A VHBHEDT 4 L7 P JICKEM ST
BY, Web a7 Y 2ZEHARETH 5.

(3) SSHH —EANEHWTWE LT —T ¥V —ANZ =Ry
MZowTl, $2TEI—%5|&RITY 7T A b
) F MU TETVLRVWIEDRH B, ZNIOWT
X, V—Aa2—=FEBIETLILEFH), MOBGEIZ
WARTIBIET 5 2 &A% L WITREED S 4 .

6. F&&b

AW TlE, B 74 F v 12L0 A4y —%v ML
THEME N5 19,000 LLEOZEE D RE R N F —SDIE %
HAIRA AL TWHRWNZ—Ry b&FER L. 20%
CHWZEREBI D A v b7 — 7 THEH SN TV, ¥R
797 ROAy bT— 7 TOEPIN TV, HESNIT
WABEIZOWTI, BEBED Ry N7 =2 TEHLFEREN.
11 fFRON=— Ky MEHZIEE T & 57225, 4 DOH
WP LPEEZL L) TENTET, 2y FT =70
==Ky FOFRIZ TG EEI DI T W R W FEVEDS
HAH. FEBIZ, —HoN=—Ky MEAFEINZ Ky b
MHOMEZEFHE L T h o2 EXHE IR o7,
T/, BHENINZ =Ry FO—EICIE, TEEICL S
TYNVT 27 ORMAER SN TWDE DI L 72,

BEE AR O B8, EN TR E NG HEE
Fzett (NICT) OZEEEHIZE [ Web #5405 Bt s i
DFERIZ AT 72 FERTE ] OZRIZ L DR SNz,
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