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Abstract: In recent years, various illegal goods and services are traded on virtual exchanges built on the dark
web. By using this, anyone can get these illegal goods. In addition, researchers have been trying to check
the status of illegal goods handling sites by crawling the dark web. On the other hand, few studies focus on
the automatic detection of illegal exchanges in the dark web. In this study, we crawled these secret services
built on the dark web and collected data. In addition, we devised a method for automatically detecting such

illegal article handling sites by using HT'TP headers as features, regardless of changes in slang.

Keywords: dark web, crawling, Tor, machine learning, automatic detection, HTTP header

1. EU®IC

AR, EEEY, WERLV /), HHVIET A N —E

bOBASHE NTT 7%
NTT DATA Corporation, Koto, Tokyo 135-8671, Japan

2 REENL RS RS A
Graduate School of Environment and Information Sciences,
Yokohama National University, Yokohama, Kanagawa 240—
8501, Japan

3 BRI RS S T e
Institute of Advanced Sciences, Yokohama National Univer-
sity, Yokohama, Kanagawa 240-8501, Japan

4 BRI R R BT BRI AT T e
Faculty of Environment and Information Sciences, Yoko-
hama National University, Yokohama, Kanagawa 240-8501,
Japan

) yuu.arai@gmail.com

© 2020 Information Processing Society of Japan

V=R A N =BT — E X L v o FzaE ka7
LI —E AR, WbWwby—2r 7 THICHEEI N
Web %4 F TGS TWE, =27 =71, Tor[l],
Freenet [2], I2P [3] L v o7zfifES Y P T — 27 2 %EBT 5
VI zTIZE o THRENTWES, ¥F—27 7 = 7134
RKIIZZH) L7V 7 v 2T 2FHTAZETLAT 74
ATCE ol HETETOF -3 2@ LT,
ZFHLZV T b afFHLASTOT 78 ATHIEDTE
5 [4]. KON L THS Tor I2L D5 =27 =2 T O
AX%EH 1 12RT. Tor i, Tor v b —72 2R3 5
ik ) — F%&, 7272 ATHTEICT VT LIERT S
LIZEoT, T7RATTCDIP 7 FLAZREL, FKIZ,
TIEADORANDIP 7 FLABHET S L9 240H

1388



BRI SHEE Vol.61 No.9 1388-1396 (Sep. 2020)

/\K\/V
5 8

P — KB

—D7T 7Y %E
E-r=7o1R

TorOF A& =017
1 Y= 70K

Fig. 1 Schematic diagram of the dark web.

Ao Tnh,

CHLY =002 THICET NG 2 FIHT 5
2 LT, TOFHFILETEYBGEE L ORI RO L
e EEHEWEATTLIEDRETH 5. HDHVITHET
IR OM#E T F -2 < TH, WEsnhTnita
N—WBEFETTELY =R, YA N—WEDT 7 |
V= v T A%, REEERZEEZMHAL TBATS
LT, YAN—BHBEEFEITTHIENTREL o T &
TWwh, 2O, #ICid 2014 412 FBI % Europol 7°
& 72 1 [Operation Onymous] %32k L, 400 LLED
=092 THNOHFA MfEESE LML T
% [5]. AARENIZBWTS 29 L@E rA0sHEE o
THBY, THHFED 2018 4ED 6 HICWRERL /¥ A L %
F—=r7 2 7THNICBWTEE L TWeHEEL B LB
D [6], 2019 4F 11 H 2 b AR DA EE THl O ¥k Be s & st
LTWw5 [7]. AT, 2019 4E 5 H 213, REEFEL O
BAY =7 2 7NOEFYREERY A M2 HT 52 L
T, K vV AR5 B 225 I EIRREE TR L 7ok
oL LohIs, REWHIZ AN DX FEE 4 1%
THL> TWFEETHRE SN TS [8).

COEICF =7 2 TTHRESN TV LY RO
BOFE L LT h T, EPUTHREIC & 2 &) S Ak
TFAYDTA 7T VBRI SNTWED, 747
g oaMibid &, F R OEP IR A b ASHEA
THLEVWITFERPETINTLEF TS, ZO—fFlE L
T, Isilk road] &\ ) EAEVELY SEERT A N 23D 5
(3 2).

[silk road | (&, 2011 4E A I EFEYGHIG Y1 & LT
HBIL, HOFLR)F2MiL, 2OFEHEL L2 LT
FIZs % STz, 2013 412 FBI 7 £12 X - T [silk road |
DEEEVPRBENTD, ZOHT b %< [silk road2.0]
BEFELTA FHBMBLL, FUFOTHAFREEZHETWY
72, BUE 572720°FBI % 12 & - T [silk road2.0) @iE
EEPMEBENT. L LZFDOELE [silk road 3 reloaded |
BEFELYA NOSHB L. TOH A ML 2017 T, Vo
TAZFDEEZ R EICL > THI SN2, Z0#% [silk

© 2020 Information Processing Society of Japan

silk road silk road 3
(2011-2013 reloaded
Oct.) (2015-2017)
silk road 2.0 silk road 3.1
(2013 Nov. - (2017-)
2014 Nov.)

2 silk road DORERYI
Fig. 2 Timeline of the silk road.
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{
"headers": {
"Server": 'nginx",
"Date": "Fri, 14 Jun 2019 01:26:06 GMT",
"Content-Type": "text/html",
"Content-Length": "162",
"Connection": "keep-alive"
}'
"snapshot": "<html>\r\n<head><title>403 Forbidden</title></head>
r><h1>403 Forbidden</hl></center>\r\n<hr><center>nginx</center>\r\

"forum": @
}
B3 ru—1yrriffo JSON bl
Fig. 3 Example JSON output of crawling results.
#F 1 JSON ZHEOGEM
Table 1 Details of the JSON elements.
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snapshot | UN4E L7z HTML ~4— 3 % SUF4| CIRAT
forum EEW SR A NInE I DT F T

H14 HiZ, 70— ¥ 7 %4f~72. 7 0—F|213 Python3.6
AL, 7u—1r ZEROWLTIICIE JSON [17] % v
T77AWIZHII L7z, 70— T OifE1213 requests 73
=Y 18] #fH L, HTTP Y 7 A b % Tor Browser
Bundle @ User-Agent g% L CRfE L7z, 72— v 7
Ko JSON B %K 3 12Rd. #hZho JSON %
FIZOWTIERR1DOEBYTHA. % B forum BRI, £
DT F—varyTHAT LD, JUERETIZT7 + )V
MEELTOEBEEL TS,

yua—"r 7 EELIREER, 4,340 %4 25 HTTP
VARVAT =9 255 2 EDSTE7. B, Lewis D
H 19 I kR, 2017 FFED 3 HOKHT, §¥—2 727
EERDOY A PEIEBEZF 4400 BETH o720 . F
7o, KHgen 7 a—1) v 7 x Ll L 720 L [FFHIC, Fresh
Onions [20] ¥/ EN B, ¥—2r w7k ru—Y 7L,
FOWPEEFIRTDLZIEDTELF =TV =AY =LA
HEHEN, F—2r 727 FIEE SN TW2, FORERIC
$zL, ML MPERWGEO 70— ¥ T ERITo 720D LA
BRHIC 7 7 B AWREE ) A NRIRENTS =277 = T O
A4 MNEIE 1,490 Th o7z T2, A7 =%y FOREHIL
ED720DY 7 v =7 k% L T % Hunchly [21] 12 &
LHE, KifFenra—1) v rafiolzo L EREICT 7 &
AWEER T =727 DH A Mt 4584 THo7z. L7z
Ao T, Hunchly OYUEFES & I L CRAfZED 7 1 —1)
YRR, YA Mok L LT .6T%E, R
LRV L DD, F—r 2T DOF A MIHEIEIL L
D, 77 YARREIZGR 720 T A@ENDEH LI, ¥—27
T T70rzu—Y rrEROMEEE LTI T Th L L
W BRI ENEEZOND.

33 7/ 5F—3 DERK

su—=) Y IREROT— 5k LT, B CEDRY M
WA brHn, T/ T arikitol. T/ T —

© 2020 Information Processing Society of Japan

F 2 EMNZ HTTP L AR Y ANy ¥ Of
Table 2 An example of a typical HT'TP response header.
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HTTP~ v & D HIREIE O L

4 JEEFEWHPIE A FTO HTTP Ny S OHBEED S b,
AT 30 FEAH 2O A ELEY SAERY A F o b o L L7
o

Fig. 4 Results of comparison between the top 30 HTTP head-

ers in the non-illegal sites and in the illegal sites.
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side Sampling & 458 % % 5 3 Exclusive Feature Bundling
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+® 3 RO LRI
Table 3 Evaluation of correctness of classification results.

HOT YL

1EH £pl

TP FP
=l (True (False
Positive) Positive)
T
7 FN ™
= (False (True
Negative) Negative)

RIS Lic~ o &

Date, Server, Expires, Cache-Control, Vary, Content-Encoding, Content-Length, Keep-Alive, Connection, Content-Type,
Last-Modified, Transfer-Encoding, ETag, X-Powered-By, Content-type, X-Content-Type-Options, X-Frame-
Options,Referrer-Policy,X-Xss-Protection,X-Clacks-Overhead,Surrogate-Key,X-XSS-Protection,X-Cache-
Status,Content-Language X-Accel-Expires, pragma, expires, Access-Control-Allow-Origin, Access-Control-Allow-

Methods, Access-Control-Allow-Credentials, Access-Control-Allow-Headers, Feature-Policy, Strict-Transport-Security,

p tent-type-options, Content ity-Policy, X-Nginx-Cache-Status, X-Server-Powered-By, Status,
X-Request-1d, X-Runtime, Cache-control, X-Robots-Tag, X-Pad, Link, P3P, X-Content-Security-Policy, X-WebKit-CSP,
X-Cache, X-Check-Tor, X-Generator, X-1D, Public-Key-Pins-Report-Only, X-Pingback, X-UA-Compatible,Content-
Location, TCN, X-Garden-Version, StickyNotes-Url, Composed-By, X-Spip-Cache, X-Vamish-Ttl, X-Varnish, Via, grace,
X-Varnish-Age X-AspNetMuc-Version, X-AspNet-Version, X-Frontend, X-P peed, trol-allow-origin,

trol-allow-headers, referrer-policy, Age, X-Served-By, X-Cache-Hits, X-Timer, content-encoding, X-
Download-Options, Content-language, content-security-policy, X-FB-Debug, WWW-Authenticate, Expect-CT, X-DNS-
Prefetch-Control, Etag, X-Rack-Cache, X-GitHub-Request-Id, X-Fastly-Request-1D, CF-RAY, CI te-Data, X-IPS-
Loggedin, X-IPS-Cached-Response, Access-Control-Allow-Method, x-nyt-data-last-modified, X-Page Type, X-VI-

C ibili yt-route, x-nyt-backend, X-Origin-Time, x-gdpr, x-nyt-fastly-info-state, x-nyt-final-url, X-API-Version,
debug tenv, deb t-force-pass, x-nyt-continent, x-nyt-country, x-nyt

tlatitude, x-nyt-
longitude, x-nyt-city, x-nyt-gmt-offset, x-nyt-postal-code, x-nyt-geo-hash, device_type, Authorisation, X-Cache-Lookup,
X-Cloud-Trace-Context, Public-Key-Pins, last-modified, Easter-Egg, alt-srv, Onion-Location, MS-Author-Via, It-Vends-

Execution-Time, It-Vends-M: y-Usage, id-2, quest-id, Alt-Svc, X-Contact, Frame-Options, content-

type, connection,cache-control, Access-Control-Expose-Headers, Accept-CH, Accept-CH-Lifetime, Proxy-Connection,
Bitcoin-Payment-URI, X-DIS-Request-ID, X-Permitted-Cross-Domain-Policies, X-Amz-Cf-Pop, X-Amz-Cf-Id, Upgrade,
set-cookie, X-RateLimit-Limit, X-RateLimit-Remaining, etag, X-Soup, Content-Security-Policy-Report-Only, Serve, X-
Fuck, sn, timer, X-Dns-Prefetch-Control, ws, X-Application-Context, X-Fry, X-Content-Digest, ID, SESSION, x-powered-
by, x-f ptions, x-nyt-service-id-backend , x-nyt-backend-ip, x-nyt-backend-port, X-Follow-The-Whit
Rabbit, Proxy-Agent, X-App-Name, X-VarnishCacheDuration, X-ESI, X-App-Response-Time, X-Rank-Age, X-Rank-
Ti X-St ge, X-Stream-Ti
policies, X-Ua-Compatible, Key, X-Device, X-Loggable, X-Domain, X-XRDS-Location, vary, Content-Disposition,
Content-MDS5, refresh, X-Do-A-Kickflip, Charset, X-Content-Type, Cache-Tags, X-Zendesk-User-d, X-Zendesk-Origin-
Server, Protocol, CF-Cache-Status, X-Nginx-Fastcgi-Cache, Allow, X-Sorting-Hat-Podid, X-Sorting-Hat-Shopld, X~
Shopld, X-Shardld, X-Alternate-Cache-Key, X-Shopify-Stage, X-Dc, NEL, Report-To, X-Hyper-Cache, X-xxxx, X-nginx-
Cache, Refresh, X-Queued-Time-Spent, X-Sql-Time-Spent, X-Memcached-Queries, X-Sql-Queries, X-Python-Time-
Spent, X-Memcached-Time-Spent, X-FRAME-OPTIONS X-ABLATIVE-HOSTING, X-GEO, Accept-Charset, X-XF-Debug-
Stats, Surrogate-Control, Tk, X-Content-Powered-By, X-Logged-In, CF-Chi-Bypass X-Mod-Pagespeed, Content-Range,
X-Use-Gopher, X-Future, X-Irritate, If-By-Whiskey, X-GUploader-UploadID, X-Discourse-Route, X-Discourse-
TrackView,server, X-ob_mode, strict-transport-security X-Origin-Host, X-Backend, X-BF-cdn-url, X-Drupal-Cache, X-

Fastly-Restarts, x-download-options, x-permitted-cross-domain-

Account tatus, content-length, X-Drupal-Dynamic-Cache, X-Backend-Status, X-Instance-ID, PICS-
Label, X-CSRF-Token, X-Openbazaar, X-hacker, X-rq, X-Tweal  X-Evil-Bit,Upgrade-I Requests, X-
TTL, X-BB-ID, X-Galaxy3, Content-length, x-g tion, tored-content
encoding, tored-content-length, g-hash, torag , X-Api-Version, Calibre-Uncompressed-
Length, content-disposition, he, trace, x-now-id, trol-all ! trol
expose-headers, x-request-id, X-Backend-Server, Access-Control-M , X-Varnish-Cache, X-Frame_options, X-

XSS-Protestion, X-Hudson-Theme, X-Hudson, X-Jenkins, X-Jenkins-Session, X-Hudson-CLI-Port, X-Jenkins-CLI-Port,
X-Jenkins-CLI2-Port, X-Instance-Identity, superkuh, Client-Peer, Client-Response-Num, Client-Transfer-Encoding, X-
Debug-Channel, X-Debug-GoToStatic, X-Debug-GoToTypo3, X-Debug-PATH-INFO, X-Debug-TraceDeco, X-Debug-
Vary, X-Debug-Vimeo, X-Taz-Debug-20160113, X-Taz-Debug-20160113a, X-Taz-Mode, X-Taz-Server, X-Debug-
ResponseTrace, X-Debug-PATH_INFO, Where, date, X-Clearet-URL, Host, X-OCCRP-Fasada-Content, X-Fasada-
Cache, X-Matomo-Request-Id, X-Proxy-Cache, Content-script-type

JZX b1 FEEEICER L HTTP Ay ¥ —&
List 1 List of HT'TP headers used for the features.

Rogue Date Server Expires CC:;:':; Vary g:g;::; C"i'_"et:g":r; K:"ege- Connection Con:_eyl:e-
[o] 00 1.0 1.0 00 00 00 0.0 10 0.0 0.0 1.0
1 00 1.0 10 0.0 00 0.0 0.0 1.0 1.0 1.0 10
2 00 1.0 10 0.0 00 1.0 10 0.0 0.0 1.0 1.0
3 00 1.0 10 0.0 00 00 10 0.0 0.0 1.0 10
4 0.0 1.0 1.0 1.0 1.0 00 0.0 10 0.0 0.0 1.0

5 HTTP ~v ¥ OF R 1 20 L 726
Fig. 5 An example of converting the presence of HT'TP head-

ers to features.
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R4 HTTP ~v ¥ OHIIA SR OB L 72925 0
Table 4 Experimental results using the presence or absence of

HTTP header output as a feature.

EfgE | wask | mEE
VA ANV 82.0% 84.2% 67.7%
LightGBM 78.1% 77.5% 63.7%

BN non-illegal geods handling sites
B jllegal goods handling sites
1000 1

BOO +

600 A

400 1

200 1

0- T T
o 2 4 & B 10
Content-Length

6 Content-Length Ny ¥ DEOEEDL A 7T A
Fig. 6 Histogram of the length of the Content-Length header

value.

o, ARLPELHFHELTNE720IC, SHEBEERD
RIS EE MIT L TV A HFRIEDTE V. 2070,
BILY YT Y T RFETY, SHICHE LDV
R R T ALENDH L &) FmICE - 72,

3.8.2 HTTP Ny #NEORI zFHEICFERL 545

FEOKFHI O W THRE 2179 720, £y ¥k
EENTMEOESTLA NI LERELZ. FORE,
W OOy FTIHEDOE S ICMEICMHMA AR S 2
Lo T, 6 12, ZO—fl& L T Content-Length
ANy FDOEOESOCA NI LERY. B, Mhos
T 7 HEDPIEEEDLIIRT A ObDOTH Y, HBEIE
FEWREIEY A Db DTH D, TDEHANY FOED
BRI S5 EREL, Ny FDOEOESEH LIZL
TR A S L7,

F72, HTTP Ny ¥ OB e A NI L 2B L7z k
ZAhH, WS HEhDEMDHLEI LD G0l KT ICE
DEANTILERT. STOLHIENDPES N &P
5, HTTP v ¥ OfEO R & &, HITP ~v ¥ DI Hi%
BHEE L., COBRBEORER 8 IZ/RT. O M
EEREHHL, Ao HTTP v & 04 it 2 B 18
LG R EEMHTEREZTo /2. ZOBOMRKEEER S5
[ZRT.
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1400 4
BN non-illegal geods handling sites

1200 4 B jllegal goods handling sites

1000 1
BOO +
600D +
400 1

200 1

W 15 20 23 3| 35 40
Header Lines

7 HTTP Ny ¥ OITRDE A N7 T L
Fig. 7 Histogram of the number of lines in the HT'TP header.

Cache- , Content- Content- Keep- Connection Content-

Rogue Date Server Expires Control Encoding  Length Alive Type |

0 00 290 150 0.0 00 00 0.0 40 0.0 0.0 240
1 00 280 200 00 00 00 00 20 180 100 8.0
2 0.0 29.0 50 0.0 00 150 4.0 [oXe] 00 10.0 240
3 00 290 120 00 00 00 40 00 0.0 100 240
4 00 280 120 290 180 00 0.0 30 0.0 0.0 300
5 1.0 290 120 0.0 0.0 150 4.0 00 0.0 100 9.0
6 0.0 29.0 50 29.0 350 230 4.0 00 0.0 100 240
7 10 280 00 290 350 00 40 00 00 100 240
8 1.0 290 50 0.0 0.0 150 40 00 0.0 100 9.0

8 HTTP ~v ¥ OED RS LATHE Rl 1240 L 7261
Fig. 8 An example of converting the length and number of

lines of an HTTP header value to features.

®5 HTTP ~v FOEOREE L, HTTP ~v ¥ OFr % e &

L 7= FE Bk R
Table 5 Experimental results using the length of the HTTP
header and the number of lines of the HT'TP header

as features.

Eff | law | mEE
T U IR 85.8% 83.3% 80.7%
LightGBM 80.3% 79.7% 68.0%

72O 5 P EIZGEMEIC L D IR AE L2 A, £
DFHEIE 83.1% TH - 72,

72720, AFETIZTFI Y FLREZHOTW SIS b
57, FMERIRS 22— AT 4 v 7 IZhENTWAHL
B, BENIFEOEEE2FHIT A Z L ETH .
DD, BRENIHFHESZUTHL I L E2HERT S
7o, VERHMEED S LBMEOEEEZENIL
7. B9 IZEDfERDH L, 10O AN T L%
AT BEE L LT Server N ¥ &Ny ¥ OITEDHI T
flEE LTO01EBZTWDLA, ZOIEOREMED —FEIC
FHELTBY, Mo20EH L MESTFEL TN SD
FTTIE W EDHL N5 7.
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Feature Importances
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Fig. 9 Histogram of the top 10 most important features.
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