BB EIFTRRE Vol.2020-CSEC-89 No.11

. Vol.2020-I0T-49 No.11
IPSJ SIG Technical Report 2020/5/15

5547 kT OEROERERICET < TCP &7t L7
EB T HEIR S B R DR

WA Zerta) PR (i

BE: B0 OSEEBIZERDO T F Y h2EEL, VY —R2HET2E52VFTFF v MREIZBWL
T, —MBHIZ&TF Y FETOMEDEZ o ZADA—F 2 A—3I v a VEREFHET S, —AT
Web RAT 4 V7P =V A%IFUH, Web b —ERIZBWTH, IV FHIok- TEEMMEZIHS 7o
L ZADMERDEENPE R L TOWEIRIIZEWT, T—X BB L TIE, #RORLLZA—FD ok AN
FT—RAR=ZADESHBINVIzTE2XY NI =0 %A LU CGRELEET B Z ETEREINE T —ADDH
5. TOESRIYATLERIZENT, B5—0D 0S NTO 7ot AR M THTE, v b7 —
TENUEDMYATLAERA T 2120%, OS HIOMERDEEL ML Ta—P e 27— gk 3
RV o7 DRFAZETOI Z LIRS, Thbd, 77V r5r—ra vy AT LAOMEMEICE > T, BED
TRYABMDOA —F DT ADA—F L NAT - RE2REGTELEE, BRBICEEEINLVYIZTO
BERIZT 72 ATE S, AIZETIE, Lnux D70 ADF—F1EH%E TCP 2N LI RLY 7 DR
RIS, REDZA—FD5DAI NVY =7 ORFEZWEEL T 5 E W% TCP %7t U 72 RS T
HEOHFIZOWTHRRS.

F—O—R: 77 RBIM, X2V F 4, vNVFFF b, Linux H—%), TCP 7> a v

A Design of Access Control Architecture Separating Privilege
Transparently via TCP Connection Based on Process Information
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Abstract:

In a multi-tenant environment in a single OS environment, privilege separation between tenants generally
uses process owner and permission information. In web hosting services and web services, the separation
of privilege between processes that perform calculation processing by containers has become widespread.
As for data processing, there are cases in which multiple different owner processes communicate and share
with middleware, such as a database via a TCP network. The system separates privilege between processes
in a single OS environment. On the other hand, the system is also a network distributed system, and the
middleware authenticates the client with the user and password independently of the privilege separation
on the OS side. In other words, if a specific process can acquire the user and password of another owner’s
process due to the vulnerability of the application or system, the client breaks through the authentication
and can easily access the middleware information of the communication destination. In this research, we
describe the design of the privilege separation method via TCP, which gives the owner information of Linux
processes to middleware authentication via TCP and enables middleware authentication only from a specific
owner.
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Fig. 1 An example for stealing data on web hosting services.
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Fig. 2 An example for stealing data on web services.
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Fig. 3 The Flow of Our Proposed Method.
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