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Abstract: According to the “Basic Survey on the Training of Information Security Human Resources” pre-
sented by the Information-technology Promotion Agency in 2012 and its additional survey in 2014, the
shortage of information security human resource is estimated about 81,000 people and training for informa-
tion security human resource have been a problem. Many guidelines are published and helpful for self-study
and actual work, but it is difficult for the learner to grasp which part of the security activity can be learned
by them. In order to create the document evaluation procedure to enforce learner’s organizational strategy,
we proposed the method to visualize contents based on the Cybersecurity Framework published by the Na-
tional Institute of Standards and Technology with the vector of features extracted by tf-idf. We evaluated
the accuracy of the visualization result and considered the advantage of applying Cybersecurity Framework
in text mining. With cosine similarity and Pearson product-moment correlation coefficient, we compare the
results obtained by applying the proposed method to the four guidelines on information security and the
results obtained by the template coding of qualitative data analysis. The average of cosine similarity was
0.907 at “functions” of the framework core and was 0.761 at the “categories”. The correlation coefficient of
“functions” are positive-correlated strongly and that of “category” are positive-correlated. This reveals the
validity of the proposed method. We also compare the results of two text mining procedure (k-means with
tf-idf and topic analysis with LDA) to 4 guidelines and the results of text mining to Cybersecurity Frame-
work and found the advantage that using Cybersecurity Framework in text analysis provides systematic
background logic and framework to analysis results, which is required for organizational strategy.

Keywords: security, self-regulated learning, organizational strategy, text mining, visualization, tf-idf,
cybersecurity framework, k-means clustering, topic analysis
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Fig. 1 Adapted from “Table 2 Cybersecurity Framework
Core” in “Framework for Improving Critical Infrastruc-

ture Cybersecurity”.

s HFdy— hFy—
OMBF
2l IDAM | BEEE

ID.BE EURARE

DGV Halfoz

IDRA YALGTEAAb

ID.RM YRAITHRD AV

ID.SC HISAFI—AIIRDAVE

1] PRAC | PATUTATAEBL7 7MiM
PRAT BERLELURL—=2F

PR.DS T=EEFUT1

PRIP EHERET2HOTOERAELUFIR

PR MA &’
PRPT REE T
A DEAE | BELARUE

DECM | EFa)) T O#BLE=SYLYT
DE.DP ®wa7oEx

fsir RSRP FIGEE O R
RS.CO |23az#—iayw
RS.AN ST
RS.MI i3
RS.IM HE

1] RCRP | HIBHEOER
RC.IM WE

RC.CO =EER, St M

B2 FEATTOFAN—LFX2) T4 2UWHETH2ODT L —
LT =2 L1IRO [ 1R 77T — o1 2514

Fig. 2 Adapted from “Table 1 Function and Category Unique
Identifiers” in “Framework for Improving Critical In-

frastructure Cybersecurity”.
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#7#(0.524), FIE(0.267), BH0(0.242), 15¥8(0.218), 7A€ 2(0.213), £¥ 2 U7 1(0.176), #EE(0.174), 3 I v kX > +(0.174), #E(0.154), E#9(0.139)

H11(0.225), FA#(0.225), FAE(0.194), FIE0.179), 7+ 2(0.168). A(0.155), 2> K—F > +(0.155)
FIE0.193), F2UF 1V Ya—3(0189), ¥ F4(0.184), YU —(0.181), #I#(0.170), #R(0.167). LY T 2(0.155)
HA1(0.569), FEH#(0.462), A~ F(0.417). %4 LY —(0.232), 1BIR(0.154), FR(0.154), YA /N—£F2 U T 1A~ F(0.142), ##:(0.142), E=%Y > 5(0.142). AT#(0.125)

E=4U > 5(0.523), #A(0.501), #£i(0.289), HA/N—F2UTF 1A~ F(0253), £F YT (0190, HzH(0.173), #KFE(0.173). E#(0.157). FR(0.157). #7(0.144)

A7 0 R RA0.776), TH(0.273). A <> 1(0.226), 7R+ R(0.224), %4 LU —(0.205), ##E(0.151). 7 X F(0.140), FE(0.137), YA /S—F*aVUF 14 <> 1(0126), E=% V> (0.126)
HHT ﬁr(o 571). $#7(0.439). R16(0.196), %1 (0.186). @L(0.178), ¥4 /S —t ¥ 2 U7 4 A ~> 1(0.178). {Eifi(0.165). H4L(0.165). $70(0.165), FHE(0.148)
S3a=f—vav 75(0.535). 1#89(0.216). $47(0.216), i£(0.216), 13 2=/ —> 2 ~(0.216), @H(0.191), M(0.191), FIF(0.182), F5H(0.173). BIR(0.172)
(X;m i 75(0.655), B (0.311), #1(0.269), ®%(0.203), B#4(0.203), EH(0.197). BE(0.163), FtEI(0.155), ¥4/ S—+tF 2 U F 4 1~ }(0.150), fEiE(0.139)
KB %ﬁﬁu(o 393), M . AER(0.323), A ¥ F > 1(0.269), 1RAE(0.236), $ik(0.236), HE(0.182), YA /A=t F 2 UF 4 4~ +(0.174), RHE(0.174), 340(0.162)
3 3115(0.726). 74(0.223), BA1(0.219), £H(0.214), ¥4 S —t %2 U F 4 4~ 1(0.214), #40(0.132), {E5(0.132). #15(0.123). %4 4 Y —(0.116)
Recoverly S3a=4—av  {EIB(0.628), %(0.187), FEI(0.168). ~> 4 (0.165), #HE(0.165). I 24— avaA—F 4 x—74 7t &—(0165), #—F—(0.165). 4> & —Fv FH—ERXTONAX(0.165). csirt(0.165). #AHE(0.14
) wE 1818(0.712), (0.302), & (0.259), #I(0.224), 195£(0.169), #AE(0.145), #i(0.135), EH(0.135), K#E(0.135), PHHE(0.135)
#IBEE HIA(0.779), FHE(0.294), #5(0.184), %A LU —(0.173), ¥4 /N—tF 2 UF 4 1 ~> }(0.159), FfB(0.159). #HE(0.124), BAE(0.115), HRAE(0.115). #3E(0.115)
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L—2avU—7 ] Offme CERELHWT, FFEEEN
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DOt A JHEPEERFE L (M3 Q 23H).
5, AT IV TEICHEB LA VEMEORME &
D, MEFHEORAT S;(C;) 2F71ME L7z (M3Q *
ZH).
VERL S N EEN Y PV ORTGIE 361 KTC T, & T
T DAL 10 DEFEIZOWTIE, |1 & LTt L.
7 r T Iy 7 EREE python & v, tfidf & a9 A »
HPLEE OFHE L scikit-learn [25] Z R L T\ 5.

5. EE&

ZOFETIE, FTREFEOMEMERD 720 DOERIZH
WowEE | FMHO T — 7 OVERTEEIC DO W TEHB L,
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i DT — % OV, I ROTA I 4 13 L
TEWI—T 4 v T x4iToTCwWh, ZOa—T 1 7D
HNZDWTIX, 52Ei CHAZAT).
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Table 2 Documents for analysis and test.
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Dz,
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Table 3 Results of the proposed procedure and template coding for each document

with color scale.

a) TINEEDKEREIX I T AHETARTA

¢) T/ BCP (FrEHkmERT i) A
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315 e
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T4 KLETOAf & kK FHEICL DL TRAY ) VT OFRER

Table 4 Results of the tf-idf and k-means clustering for each document.

X& D #77AnE &0 7 AZOFHEBELAIONE O NiEs 722 0hL0OHIE
BT oXEDEE
0 0.69885 1#%%7(0.02856), #%(0.01983), 1A (0.01821), ¥{fi(0.01783), #I/(0.01698), H#(0.01675), E1(0.01552), $2£(0.01536), & (0.01527), £7#(0.01375)
PR | 0.17449 #$42(0.18686), 2 ¥ 2 U 7 1 (0.16468), 147 (0.14280), 321(0.04883), 7 U  —(0.04310), 24T (0.03864), #8#(0.02491), E17(0.02390), #2(0.02285), #754(0.02228)
HEHA F A 2 0.05314 E5(0.32306), [£(0.20306), Hu#A(0.12208), 1445 (0.08597), &H2(0.04146), &% (0.03906), £ 7 (0.03883), {(0.03826), $1Ikf(0.03647), 32 A.(0.03273)
3 0.03100 HA K Z 4 (0.3846), B/70.37181), 2(0.35302), % 2 U 7 1 (0.26426), 1%%5(0.23549), 51 5(0.22681), F72£(0.04112), 4 1) > —(0.03777), EE(0.02922), H(0.02353)
4 0.04252 1) 27 (0.43500), f(0.15342), £(0.08709), B (0.06775), Z45(0.05376), %1% (0.05018), 4347 (0.04246), 11(0.03734),  0(0.03488), ¥ (0.03139)
0 0.56809 %(0.06108), £(0.04444), £:3+(0.03704), JL—1(0.02963), {27 (0.02653), #£4£(0.02368), ~—(0.02114), Ex{5(0.02106), % (0.02014), §Z L1(0.02007)
AR BT 1 0.21401 Z5£(0.6672), 46(0.1712), B4 (0.1253), 242(0.07223), B#(0.06806), #:(0.06631), % (0.05391), #%(0.04593), £#1(0.03182), [F4(0.02976)
AP gt oA 2 0.08560 fE1A(0.2094), %5 (0.1587), 1%#7(0.1108), 3 (0.1107), 57 (0.1003), £(0.09197), F£5(0.06397), i@ (0.06290), #5£(0.05693), &% (0.06212)
3 0.07393 218(0.37213), ©4(0.3684), HHL(0.3613), #72(0.1227), A#9(0.08918), £7i7(0.08678), 4(0.08295), i@ 1E(0.07380), Ex#&\1(0.07067), #(0.05513)
4 0.05837 #(0.28143), T(0.2021), v (0.15215), FH:(0.14225), #8241(0.13453), #1£2(0.13401), /7(0.10849), %(0.06162), 1%£(0.06053), %57 (0.05778)
0 0.76885 5(0.19636), fi£2£(0.17962), £22£(0.14986), =47 (0.10533), 2£(0.03995), 275(0.038226), b ¢ p (0.03527), #Z2(0.03290), K 1%(0.03027), F5(0.02902)
R EECP 1 0.05068 H3(0.24649), #16(0.15476), F#%(0.15051), E12(0.09285), ##5(0.09193), B5/#(0.09128), 5+i&(0.03599), B5(0.03017), #2%(0.02677), 457 (0.02575)
(R 51 2 0.01545 $824(0.60588), # 8(0.40559), #5:£(0.09212), 3% (0.07909), #::£(0.07853), #22(0.07722), #%(0.07675), /T (0.07088), % (0.02913), F3(0.02585)
3 0.07169 £2%2.(0.01327), B$(0.01282), %(0.01163), #:(0.01146), T35(0.01139), b ¢ p (0.01122), ##&(0.01102), FE{R(0.01023), 4% (0.00961), &4(0.00939)
4 0.09333 cp(0.39292), 3(0.12469), A (0.10977), %7 (0.06965), € (0.05710), %% (0.05058), # 4 # J(0.04360), 5/1:(0.04050), F8)(0.03278), £4£(0.03135)
0 0.71998 15%7(0.04748), 72%(0.02871), 1£(0.02829), %£{4(0.02775), 7% (0.02570), 5EF(0.02518), 7K A > +(0.02488), 41(0.02321), # — £'2(0.02247), {R77(0.02198)
HALTHSBHTEET 1 0.03205 &7(0.18360), 30H(0.17526), #44(0.17464), %(0.16805), X E U (0.15172), usb(0.15063), B:&(0.14567), 7 7Y o — = > (0.13664), % v 7 —~ (0.13356), 8 H (0.07300)
FNBEDOER 2 0.11500 $15(0.42138), £ % 2 U 7 1 (0.24812), A#9(0.19670), #417(0.19415), B #9(0.16577), %4£(0.15350), L ~/L-(0.14550), 15#E(0.00560), £23:(0.00461),  — I (0.00405)
¥l F4AEREFSE 3 0.08805 #1£(0.70439), £16(0.69439), £(0.00934), 7 A(0.00000), E(0.00000), £ (0.00000), 4 %(0.00000), > 2 7 4(0.00000), #(0.00000), F[F(0.00000)
4 0.04492 #(0.40052), A A (0.31734), EF2(0.26461), B(0.25278), #£#(0.25248), ¥ 2 7 £.(0.22107), 51(0.17806), TR (0.17748), 18%5(0.12668), 41(0.12284)
K5 HELHETO MY 75 OMR
Table 5 Results of the topic analysis for each document.
B D hEvs9H &LEy s OFMELGINE (0 BZO Ly 7 TORHBOHEIERE
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0.05000 %7}35 (0.08497), Hx4k (0.08290), Z£5E (0.05833), @ H) (0.05212), 3824 (0.048119), E/5 (0.04766), % (0.04037), 4RE% (0.03253), & (0.03251), FIF3 (0.02945)

0.79787 £18(0.10067), E1(0.10059), 2£:(0.10047), F3£(0.04735), F/)1(0.03960), #21(0.03957), #32(0.03956), 3$/5(0.03947), 757%(0.03204), iF Z.11(0.03172)

TAFYR=HA KT

0.05137 53 (0.15690), %5 (0.0845), F(0.0653), F5(0.0502), Axfk L(0.04), EFE(0.0370), FHIF(0.0337), #25(0.0295), 24:(0.0278), FEZE(0.0256)

0.05069 Z:£(0.09274), L (0.06774), #5#(0.05529), £2(0.05428), £#5(0.03986), £(0.03558), #£3£(0.03521), FE3E(0.03385), 5£(0.03144), E4E(0.03068)

0.10089 #5(0.06236), %22.(0.05439), 121H(0.04648), £(0.03791), $£2(0.03744), F2£(0.03609), 52 (0.02606), #12(0.02197), E1%(0.01958), #57#(0.01899)

sR/NEEEBCP

0.10001 154§(0.03419), %£#:(0.02883), ¥R (0.02657), F#2(0.02526), 1%%(0.02395), FI##(0.02310), 4577(0.02305), 7 — £ (0.01991), £%:(0.01996), /3 v 7 7 v 7(0.01971)

(FERFEETE) A4 K

0.59841 #1(0.05541), 22 A(0.02587), 17(0.02416), #:3%(0.02287), 5&#£(0.02228), T1#53(0.02161), 757%(0.02036), 13£(0.02009), F5(0.01942), 1#15(0.01868)

0.10013 BCP(0.04445), #42(0.02999), #355(0.02871), 13£(0.02646

(0.02187), 1#1(0.02100), F#%(0.01749), 5 (0.01705), £ (0.01506), Hr5(0.01421)

0.10056 123£(0.03914), 3£(0.03366),

(0.03129), ##%(0.02546

(0.02354), ##(0.02178), B C P (0.02119), /1:(0.01906), {£#(0.01860), 5£(0.01848)

0.20000 ¥ 27 1(0.07954), 7 v b7 —2(0.07023), 77U 7 —3 2 >(0.05325), #4£(0.04930), 214(0.04798), F73(0.03683), L ~I1-(0.03652), X E Y (0.03496), USB(0.03278), 34k (0.03144)

HtLThDEBUHT2ET

0.20000 E3(0.10552), > A 7 £4(0.06640), A A (0.06300), 4£3£(0.04803), & (0.04802), 15 (0.03959), %7%5(0.03949), £(0.03151), T (0.03144), $#7(0.02334)

RINREOER

0.20000 Y-

£ 2(0.06010), % 2 1) 7 1 (0.04434), 4 —/3—(0.04275), PC(0.03802), 335(0.037121), 7 7 4 JL(0.02906), £

0.02758), U 2 7(0.02727), #11(0.02623), B £9(0.02515)

tFa T4 HEREFSE

0.20000 154§(0.11040), #25(0.04279), #%(0.03590), 2 ¥ — +(0.03535), 52£:(0.03448), 7] F31£(0.03306), BF(0.03220), 7/ 4 Z(0.03169), i#i#(0.02880), 2 & —(0.02776)

slwr|rlo]elw|n|—lo|alwln|r|ofs]|w|m] -

0.20000 #44(0.07814), £%(0.07308), 13 % (0.07241), %5(0.06903), £R77(0.05582), 1 > I (0.04547), 5B F(0.04463), E(0.04406), fii% (0.04055), E57(0.01896)
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@%%K%ﬁttﬁfju@xn?ﬁ%(,Uz77kx Al DIRETHETIE thidf ZH W TW A 720, S
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NTVLZEPTFHIENS.

EE, ZoLETE, VAY 72, BN G OIEE R thidf & WV TREEEN

THEAAY NetEXa) T4 R) MR ERL TS, MVEER L, kFEEHNC I A ) v T &fTo 7
— /T, % 3c) D [H/hE3E BCP (F¥Efkatm) # k EEZIERBRIO 7 5 A ) V7 OT NV T) ALT,

4 F] T3, Identify (%
% Recovery (fHIH) DHiE

E) O TEEEH] o7 T WNREDOEAEERELWED 7 7 A7 8T 5 L)
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Fig. 4 Schematic diagram of the experimental procedure with

TMEC AT 2 Fh L 72,

1)

2)

3)

tf-idf and k-means clustering.

BARMIZIE, T RocEZNZ LT, DTo
FIEOR/RZE 4 12T 5.
WEFD 1172 120LFEE L, Mecab & JHWTZD
TR O b #E & LIBRRMT 2 TR O E
AR L7,

VER L 72 CBRESZ VT thdf 255 L, &CED
FEEEN Y MV RVER L 7.

scikit-learn # HIWVC, 79 A% D% 5 L ikE
kK FEHFEIC LD 2T A8 ) v SR E LT,
KT AT DEIZOWTIMRET 572012, %7 T A%

LT,

DOHLIZ BT B HREENY PvD 9 b, AL 10 8 & il

L7,

ORI, K4 D %7 T A OFBEE LA 10

8] ZFRd 5.

5.4.2

NEw T A1
AR DOFRZETHF:12 B\ T Cybersecurity Framework 1.1

DA ZIRELTVDL I DI E LT, BENS b

<4
BraiTo 7.
<4

v I DEREERETH MVE Y 2 OFEL2 HWTE
MYy 2T &S, SCEMRBROEBAEN R b
v D OMERMIZAERENS EIRESTA FE Yy 7 EFL

WCHEOWETFF AN,V T FETH 5.

&

FARHT 3G O ILEIZxE LT gensim [31] % HIvT LDA 2
HENEy 2 oMEER L. LDAICL S NE Y 7208 T

3, HHMEHDFE Y 7 HCENITHEL T 5 L UE L
TIIT AT . A OEERTIX, Cybersecurity Framework
L1 OEEDIKICEDETED L LT,

BARIIZIE, TR CEFENENICT LT, Lo

FINECTHNT 2 FERL 72, FIEORKREZE 5 15k T 5.

1) XHEPO 1472 120FEE L, Mecab 2 HWTZD
THERE TN b E S LRI 2T WA O C#
EETIER L7,

2) E L 72 3C#4EA1C3 LT, gensim & JAWWC, LDA
WCEB MY P ETNVEMER L. COBMEY 7D
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Fig. 5 Schematic diagram of the experimental procedure with

topic analysis.
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6.
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R6 RETFHEOMRLUAMWI—T 1 ¥ 7 OFROMO 34 V4

B & ET v R BRE
Table 6 Cosine Similarity and Pearson product-moment corre-
lation coefficient between results of the proposed pro-

cedure and template coding.

g YA HEUE v 7y o IERBE R
h HF V23 ) H 7Y (23) HRE(5)
EOERET YT
PAEROWELT2VTA o6 0.932 0.605 0.902
HEAARFA >
N & -
PAEREIIELHTO 0.637 0.866 0.424 0.761
CAFUN—HA A
S = ﬁ
FAPRECP (FHEHD) 0.846 0.918 0.704 0.810
HAE
HHLChoRIET 2E T
FNLEOEELF 2 T4 | 0792 0.912 0.607 0.699
NEOERFS| &

M = (S1(C1), -+, S23(Ca3))
Q = (SQ1(C1),++,5Q23(Ca3)) (3)

ZONZ MV M, QFFHITENRL L 20, HHEO
HE3#E L v, 22 THOEICOAER L, a4 1 2 HEM
FELET Y v OMFMBAREE & CETRIEL7. 208
RER6D [H7TV] ELTRT. $72, BiESLOT
BEIZOWTH RO HE L b D%EFE 6 © [Hagl & L
TR, BAETRZA 2 A Y HIE O~ 0.907,
BT T) CRBEDFIHF 0761 L THo7 2. Tz, H
BRI CIIR WV IEOMB A BT i Th Y, #7 T
VCHIEOMB LRI CTH o7z, Lo, IREF
FICLBREREEWN I — T4 ¥ 72 & DRI A
RoNs7-0, RETFEOKRIINOEIIZ o 72741
DHBLLDTHEHEEZOND.

6.2 MHEAEZRHVEWVWTZFINYSIZTFEEDRSE
& B FHh
AIFGETIE, HREOHERED 720, RN G OCEIH} L
THHAEH N WHETO T FA MY A = 72 FE L
72, O FEMER L Cybersecurity Framework 1.1 Ol
HEDHEEATH 2 LT, Pz A5 R H &2 5.
6.2.1 Cybersecurity Framework O #8E D 45HEE D
biccfas
AT W WT XA MY A =2 T OFERDS, Cyber-
security Framework 1.1 D7 L — A7 — 27 27 O ¥ DR
WCHEML T2 a KT 5729012, tfidf * T, #
REZ & OYFGERFIE L2, BT, 428iC [EZEA
YTITDOHFAN—LF )T A HYETHODOT L — L4
T—=2 1 OB LA T T C 2o ToOREE FNh
ZFNOMRET LI LOT, WEEICOVWToOXHEEL, #
REDLHDOM T tfidf DFIRE T o 72, FFEEENRZ v o
RICIE 376 RILT, %47 T O LA 10 DHFEIZOWT
X, |7 ELTRERL.
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KT OWHED & OYBGE EAT 10 fH
Table 7 Top 10 words extracted for each Function by tf-idf.

W |eesoRME EHI0E (R-OHERR
ontry |E R A03317), ) 27 (0.34304), BR(0.32180), 54 /—£x 207 1
(:; ﬁ')y Y 22 (0.26164), 4H4(0.22458), IEftr (0.17688), E45(0.17689), AR
TR

(0.17275), ##£(0.17033), #57E(0.17029)

1#7%(0.48204), BA1#1(0.31241), 77 7 £ 2 (0.28507), 1547 (0.20460), #f)
(0.19916), £f7(0.19916), k L —=> £'(0.19525), 4+ (0.19135), &
(0.18744), 1257(0.17182)

#41(0.70770), B%(0.28660), E= & U > £'(0.27327), YA "—+t F 2 U

F 4 A R 1(0.23486), A4 N> R (0.21521), #445(0.18919), X A L) —
(0.16286), #:5.(0.15633), #42(0.14898), £+ 2 U 7 1 (0.12722)
F05(0.62111), A N—+tF 2 U F 4 A N> +(0.23948), 947 (0.23292), (&
7#0(0.23186), #34L(0.20609), #42(0.19641), 3 3E(0.18868), 1£%1(0.18706),
£ #5(0.16572), 5T1E(0.15965)

181H8(0.64329), 5HEI(0.26673), #85(0.23887), A N—tF 2 U F 4 4 >
}(0.20397), BEZ(0.16710), #:5i(0.16710), 312 (0.16710), $£#8(0.16710),
%3 (0.14121), 587E(0.13481)

Protection
(Frsn)

Detection

(H850)

Response

(3355)

Recovery

(&)

KR8 K7 ITAYOHLOFHGENRY MV ET =2 2T OO
WEEN Y PV 3 A CHIE
Table 8 Cosine Similarity between feature words vector of

cluster center and one of function of framework core.

B a) FANEEOWELF 2 U7 A WEAA F 74>
75 241D 0 1 2 3 4
THFa YT A HE BEETOHAF

EY EAfEoER |7 HEEE s |V ER
Identify(¥57%) 0.2325 0.1159 0.2029 0.1129
Protection (B571) 0.2718 0.2911 0.2025 0.1514 0.0945
Detection (1) 0.1103 0.1921 0.0384 0.0917 0.0408
Response (/&) 0.1991 0.1607 0.0404 0.0488 0.0920
Reovery(#1H) 0.1242 0.1021
Sl % b) FALEAFELHTDOTA F Y A=HA T4
5 241D 0 1 2 | 3 I 4
T EROEE FEEOEE BAES YENLZEER [EXRHORY KL
dentify (i) 0.0625 0.0251 0.1267 ij
Protection (B1) 0.1506 0.0185 0.1234 0.1165 0.0580
Detection (A1) 0.0381 0.0672 0.0173 0.0202
Response (/&) 0.0598 0.0825 0.0237 0.1077
Reovery(#H) 0.0628 0.0382 0.0240 0.0581
XEZ c) FUNBEBCP (EEMRATE) 74 F
25 241D 0 1 2 3 4
S EBGHETO [PRBED EEERE L S (THBICE T 2RA % COBCPEA

HEEBDREWR (EIRFE B DBCP
Identify(57%) 0.0817 01115 0.0660
Protection (B 1) 0.0262 0.1214 0.0208
Detection (H41) 0.0128 0.0571 0.0145
Response(#1&) 0.0490 0.1450 0.0199
Reovery(1R) 0.0505 0.1372 0.0531
XER d) HAE L THDBRMT 2 2 CHIBEOEELF 2 U 74 REEERFS| &
45 251D 0 1 2 3 4
F A EREFOFE |TREOEE ¥ T AHE | REEE VAT LOER
dentify (i) 0.1954 0.1525 oo#s6|  oomws| o1
Protection (B) 0.0817 0.1817 0.0979 0.0548
Detection (|#1) 01247 0.0635 0.0180
Response (/i) 0.0739 0.1163 0.0302
Reovery(#F) 0.0541 0.0745 0.0661

6.2.2 kTWEICLBI5R4) 2T DFER & D LB
KO TARYN) T DGR K TAI DTN E

ERLE. COREERS8 O [TV (B L. 1
NI ERLRY TIE, EoXEIIBNTHEBD
REOLEOREMZFEEL R L TVELLHICHZ 5.
ZDO—JT, TNHDTN)VIZ, Cybersecurity Framework

11D7L—2LT =737 ORREELHET S ETROL)
LENR % 9 7.

1) ¥ 27 4 x5 ICERO L WHELND 5.

2) A XLHEATO) FTHEIRY DD 5.

)RR THNGHITIET R > TR,
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ZET, 3)DRERRMEEIN TR VEVIHIZREEZLD L
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6.2.3 tEY I7HIORER & D LEBETHE

N E Y 7 M OFERIZOWT b FRED TR % i
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flix &
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£9 MY IOMBBEHEDONRY MLVET =2 3T ORREOFERGE

N7 MV D A VR
Table 9 Cosine similarity between appearance frequency vec-
tor of words of each topic and the feature words vector

of function of framework core.

XEL a) PNEEOERELF Y TAHFEAA T4~
FEy 21D 0 1 2 3 4
Leys BENEEBROL [RYY—ICEI0 [RAREICETS [FIEED YRy |BREHFLHEEED
Ed3 LEROEEY  |H4E74 > RE [ERAA P10 [HE
Identify(¥52) 0.2846 02226 0.2812 0.2417
Protection (B5%) 0.1896 0.2469 01285 0.1580 0.2139
Detection (1411 0.0899
Response (/&) 0.1126 0.1099 0.2160 0.1412 0.1301
Roovery(IR) | 0.0740 01019 01112 0.0864 0.0856
wELZ b) R EBRFIELHTOTAF Y A—HAFTA >
Ly 21D 0 1 2 3 4
=% ey
rEYY i‘;?@? == ié;;gi’ﬁ? YBIOERLER |5 L TR - B SREOUER
Identify (F7%) 0.0593 0.0859
Protection (B571) 0.0766 0.0529
Detection (12401) 0.0294 0.0376
Response(# &) 0.0506 0.0606
Reovery (4 17) 0.0279 0.0330 |
XEA c) FUNBEBCP (FEMFRIE) H4 F
FEv 21D 0 1 2 3 4
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Table A-1 Results of template coding with sub-categories of

cybersecurity framework.
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