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Abstract: Unauthorized logins due to list-based attacks have been confirmed frequently. List-based attacks
perform the login attempts based on an illegally obtained list containing sets of a login ID and password. The
list is created based on the sets of the login ID and password leaked from other membership services, and the
unauthorized login with a small number of attempts is possible for the account of the user who recycles their
login ID and password. As a countermeasure, a blacklist of IP addresses and an attack detection based on
the number of login attempts are usually adopted, however, there is a limit to the measures taken in a single
organization. Therefore, we need a system for rapidly sharing and utilizing information on the list-based
attacks (list attack information) among multiple organizations. In this study, we investigate an unauthorized
login countermeasure system using the blockchain technology which shares list attack information quickly.
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Fig. 1 Overview of list-based attacks
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