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Algorithmic Matching Attacks on Optimally Suppressed Tabular Data

KAZUHIRO MiNaMIb2:3:2)  YuTaka ABglh3:P)

Abstract: The objective of the cell suppression problem (CSP) is to protect sensitive cell values in tabular
data under the presence of linear relations concerning marginal sums. Previous algorithms for solving CSPs
ensure that every sensitive cell has enough uncertainty on its values based on the interval width of all possible
values. However, we find that every deterministic CSP algorithm is vulnerable to an adversary who possesses
the knowledge of that algorithm. We devise a matching attack scheme that narrows down the ranges of
sensitive cell values by matching the suppression pattern of an original table with that of each candidate
table. Our experiments show that actual ranges of sensitive cell values are significantly narrower than those
assumed by the previous CSP algorithms.

Keywords: statistical disclosure control, cell suppression problem, integer linear programming

1], 2019 4 5 HOBIETIX, RWHEHT — X O kAl
m%%@?éﬂﬁﬁﬁﬁﬁbnt.%kﬁﬁ%%ﬁ(ia
05 —&) OEMEHIZOWTI, FE 33RO 2HBHFHRIN

1. LI
2009 4EHEFT DFHEHETIE, FEHRBEBEAER T 2 AW

fatid it 2R TR H S D HlIEME e UTREMNIT S

S Sy PN N
The Graduate University for Advanced Studies
2 REMBCER SRR
The Institute of Statistical Mathematics
3 MNIATBUE ARG v & —
National Statistics Center
) kminami@ism.ac.jp
) yabe3@nstac.go.jp

© 2019 Information Processing Society of Japan

RS RDMER S [2], A1 MRIFHIC & 287 e b
HiErama sz, A ova MERiE, BRezda) 71
DHER I N2 T — R oM & 24 U [3], FIAE MR T
fERR U 7= iiiE R 2 b R4, HEEBRCEENS
A T AR DO BB E RO IR 2 B 11T 5 720 DL VEE
4 PERIND. FIZ, BEER., £EHHEREFOERT—X
EAMFFOAIIZB I 2 HART -2 EATHD, KT —

— 1283 —



2 DM E AL TARF BRI DA S 2 B T RAEMSE A T
NTET-.

FTF— X OMELIFIZ B WTIZE R IVIBE R R Hik
THYH, YOV EMET 2 E2PET 5L HE N E
(CSP) [ LCERNLE NS, CSP X, £OFTH - FiGH
BT A REBROFIRID T, BBV OEIH LT
IRATEE % RS A ME X LV OES 2 IET A HETH
5. CSPIEINP R THBZ 5N TED, %< O
REDRRIELP e 2 — ) AF 4 v 212 KD < CSP
THhITY ZALEFEFKLTE (8], [9], [10]. F#Z, Benders
SE 1) 1I2HEDIL TV TY XL 7] 1%, £ < OBENLREK
T =R U TR REE 2 ERTE B Z L BHIO N
T&H Y, 7-ARGUS[12], SDCLink[13], sdcTable[14] &D
MEHKBE RG] (SDC) Y — L TEREINTWS.

CSP B3 B HEkm%% [7], [15] TIX, BBE L OMHEDOA
EMEEZZDRIAED 5 2HEOKM (BT, AJREX )
DlETER/IL, TOXMEAGEZSNZLEWELD
HRETFNE, BERVIIZELHUETS. BELZLOH
REX ML, ROTEE - FIEH 2GRS LT, VAR
B/AMEE S KfEERD D 2 DDOMRIEEEREEZ R Z &
TfHEoNnd. UL, WEHRNR CSP 70T XL (Hi:
[8], [16]) AMHEA TN ZEE, FBE LIV OAFEXHEHHK D A
ENDVATPIEHET D, SHIE XV 2 ERHETHSEL,
PERTDOILORDEMORZIEKT 5. L I OEHOR
WHIU CSP 7 VIV AL2HHL, WESFROKE (T2
72 B EAE DX VDE S NGEE, REEMY A N2S
A TES.

AKX TlE, HENROMBELLVEZELRIZNLT, £
TOEME B REFEL, MEASRX—VDOIYF VI %
FEffid 5 Z & THEIE XL D emph SEE 724580 7T HE X [
ERHT Yy F U ITHBOFEEBNT S, HTx DLE
T 7T MIeNVEREECITE - SIE OGRS BT
BEREMEHBRZML 222k h, RiEwoREIZEL,
FBE X R — > DI—F L 7= B DR DOFZMED A% TS
LIV OERTRER M %2 HH 2 KEWMEZTS . {E/D
ROBUIAERIY A DR 221 % KRBT 5 F 2 M D IRoE
WK EKRIFEL, EIFFETIXEZEB ORTAE NG AT
FBE R VEDHAT ) A7 BWE W B L -, AT
Nz ER U 722 BOBEREICHT 2ERTIX, oy F
VR IR RN FEITARETH D, K 46 %
583%DY YT 1 TN DREENIBLbNE I &
Whohotz.

2. tIILWERMRE

ZDETIE, MatRORY A7 2L, wIVRER
# (CSP) zEAT 5.

2.1 MHEROFERY RS

9, FEKARICET 2MEEREEDHRFIROBTRY
ZVIZDOWTHBAT 5. #REHRIE, Fhi - DA - HOIREE %
DRBEFAOEHROL - RTHERINE I 70T —K»
SEMING. MEIRITIZERZFK (frequency tables) &
B8R (magnitude tables) O 2 FENH Y, I /705 —4&
DV I— R 2 EHOREDMETIZHIET BHidtRD I
BT S Bl LTR 1 Ich T TV AR P (%) 2%
UH, AT ITVER M (M) 2L UTEAT—205
B U 7ZERREBEROMERT.

Occupation
P, P, Ps P, Ps Sum
= M [ 20 15 [ 302 | 10] 9
Frequency .27, [ 20 (1) 30 [ 10 [133
table & v, | 38 | 38 | 15\ 40 (2 )] 133
sum [130 | 73 [ 46 [\ 90 | 22 \ 361
Po [ P, [ P [[Ps [ Ps [Jsum
Magnitude M, | 360 | 450 | 720 J 400 | 360 [f2290
table M, | 1440 540 [(22 )| 570 [ 320 2892
M; | 722 [ 1178 | 375 | 800 [(363 )| 3438
Sum | 2522 | 2168 | 1117 | 1770 | 1043 | 8620

Income sums

1 ERRCBERIIBI IRV TV AOH
Fig. 1 Disclosure scenarios with example frequency and mag-

nitude tables.
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Bz, EEROEN (M, Ps) DEBIZ2 THEH, Z0
CVIZHEENEEND LT 5. WEEV I My, B
P 0% 5 1 NOPIEREKEZRETE 554G, BEHEORIL
(M3, Ps) 25 HA DR 251K 2 & T, HELZHAERR
DOFFfE%EMBZ LN TES, — Rz, HEFERNOFERRK
WCHHEDRFETIREE 2T IV T E720, EHEIN
IV ZETIIRVWE BRI hs.
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T, Ml ROMENEREZMGHET I L2ER5. HIRIE,
MHEIREROTREZ R ET 5 RNERIL—ILE BHER
WCHEHLU, S VOEEPERNEBIL -V TREIND
FE LD /NEWIEEIZZTDX LV ERMET S, Zhz—K
FBE (primary suppression) &\, —IRFE CTHE X1
TV —RMERIL WS, 72720, —RICHERIZT
i FIEr R EL 20, 178 - IR P SBESI N TV AR WVWE
EVDMEEZGIK Z & T, —IRMEZVOMIZERIZETE
N5, 20D, WODPDLEREINVHMET 2 2R
BZ2{752LT, WEANP—XMBELLVOMELZHFHET S
ZEEMikEds. “IMETRBEI NV E ZRMEE
U (secondary suppression) &\ 5. Z D 2 BEDFEZ
X 2 OFITHAT 5.

P P, P3 | Sum P P, P; | Sum
M, | 7 11 | 60 | 78 Primary M - 11 | 60 | 78
suppression
M, | 1060 [ 11 |8 |—————%| M, | 1060|1181
My | 60 | 12 | 60 | 132 My | 60 | 12 | 60 | 132
Sum | 77 | 83 | 131 | 291 Sum | 77 | 83 | 131 | 291
Secondary

suppression

P P, P3 | Sum
My - * 60 78
M, * * 11 81
M3 60 12 60 | 132
Sum | 77 83 | 131 | 291

2 EHRIIBIDEYVT TRV ERET D 2 BEFIE
Fig. 2 Two-step procedure for protecting sensitive cells in a

frequency table.
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HENZAET 208> DS AT RW. £z, — kR
BV DFHE L FIRIZ, ZIREIC & 2 EHIEL %2 /R
WA ZMBERDL. FD-H, ZILVBERER L TFIZE
#£95.

EE 1 (EVRERE (CSP) ). —IXME I N-#GtR T
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p e S DEIHEGNZFHEI N L VWHHIKWOT T, H#RE

KEZNRE T 2 _IXMELILVOES S 2RET &
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i=1

¢ columns
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\—VQ

3 A7El - FIGHZE Y % R IVEDKIEEIGR
Fig. 3 Linear relationships among cell values concerning

marginal sums.
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wiy BT R TEE, T BEETHEE NS,

Wij > 1 (9)
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FRb D, EHE 3 DORMLESF OOIFRIBLER/NIT S
7z, WTOEEH CSP 2ERLT 5.

E#E 4 (CSPOERA). RT, ~KMEXLVOES P K&
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R—=VY BRETS.

SO Ty BN THS, (10)
iog
RO —IRBEX IV 2, IZDO0WT,w; >4 (11)

ZITl, fEOZON(10) DEBIRMEINZLILO
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HAIET B,

3. YYyFUIHE

ZDETI, AU CSP 73V XA S ERE N
ERE—E, WENRTHDIROME K — V2 HET
BEIVFUITBHBIZOWTEHHTS. ZORBOEE, H
SIFTREX T OIEIZE R 2 TERINZI/BL D /NS LR B
HREMED D D, EE 3 TEBRINZLEMEIHE S NS HHE
MNHD., ZITRIVYFUIREE, EH3IHLIH
6 7%, RNDEIVE L IFHERICRESI N D EHRIZO
AHEATRETH D Z IZEEI N,

3.1 XYFVIREOHE

B2 CSP 7TV XL X > TR I N~
FERICNTEY Y F U THBIZOWTHAT S, ZOK
B, PERM TV T) XLDEE, EURLSIEEIZHE
UBERVPHENEINDZ L2 FATE. H4llvvyF Uy
BEOM SR %R .

Complement candidate cell values

Suppressed
Original original
table table

CsP
algorithm

/ H Matching
\ Suppressed

Candidate
====>tables candidate
table

4 v FUIRBEOEH
Fig. 4 Conceptual scheme of the matching attack.
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n i VEROR, Z I3BBOELETHD. 11,10 € 27
WAz = b Dfiff, T742bH Axy =bDD Az =bThHD
BE, Alz1 —22)=087%5720, Az =bDEIED 2D
DR DAITFZEM N(A) ITEEND. LizhioT, AKX
Az = b O, FEM v & N(A) OEEOFME LTRT
ZEMNTELD, Ar =bDEDES SIFUATD XS
RTZeNTES.

S={v+y|Av=bAye N(A)}. (14)

EZFNIMAL L 72 R LD G TRI NS 720,
X (8) DRI Z 72T RTDMREINIET B LNTES.

3.3 YYFUVIHREDOTINIY XL

9, AMTREKMEEHRT 5.
EFE 5 (AMTREXE). Rl LvFa VT4 7 A—&
nEANT B LHER sthl 2135, CSP %f## < B
fosp BB LT B, MEXRT, B fosp LUOEF a2V
TANTA=R n BEZ NG, BEXRL (i,]) OFf
A RER R [27, 23] AT O L B0 UrNB,

#; = max{w;j;| © € SAVz;; > 0A fesp (T (z),n) =T'},
zi; = min{z;;;| © € S AVz;; > 0A fosp (T (z),n) = T'}.

22T, SERA (1Y) 0By, T (z) IXER T ORE
ELERX (12) DEVRZ MLz OETHISELZRTH 5.
u')ij = .IAZ'J‘ — :Z?Vij %ﬁiﬂﬂﬁ?@ﬁaﬁa)mgt W,
4. v F VI BB

TLBAER S NREANTY Yy F YV 7 RBO M % T
ftid 5 EEAZT>. AWK OIE & AR AT RE X M OlF %
K92 ZLT, IvFVIBIEN—IRRBE 2V O RHEFEME
EEDESITOAL»ERET 5.

4.1 ERRO%ERF
SBREIZLOT Yy FUIRBOT NI AL EEEL

7. CSP 2R 7IVITV XL UTCREBETERELES

O T L (13 ZEHA Uz, FEEA 2 OTERRO AL
TDEEVITFoT.

o V¥ 15, FEYE(RZE 10 DA 7 ADTEH S AR U 72 ELEK
EEXIVOEE LT,

o 2IRILRDY A XL, 175t - ¥lGt 2RV 1 X%
4x4, 5x5, 6x6, Tx7T&U7.

o FUYAADEZE 50T DEHL 7.

¥ T4 3TA=RI%, BUNEBOV—IVORIMEILS,
ATREX I OREME 6 1% 8 & L 7=,

CSP 73V AL & HAWTEERE T, 5 URE %217
W, ZUREXR T ZER UK. ICAUEFa Y T a8
FTA=RERAVT, T, T U~y F U IR EEFEIT U,

4.2 —RHEwIOZR2MH

9, ENLSVORDO IRFE VY Y F T H
WL O ZETIE R RED, THRbbERTIKMEDIED
B 6 =8 X D/NE L 502 GET 5.

R LI, AYMUTEXMEOENEMES L0/ <KD, %
BT R —IRMBEX VDR EZ RS, B 5I13%44e
TR o~ IRMEXVOREEXE LB S T7TH 5.

T FUITREORER, —IXIBE VDR 46 %~83 %
WER I DOLEWZMIZI R Ro2Zbhb. £
7z, ROV A ZAWKREL LB ZETIIRV—IRMEL IV
DEPBEINT 5 Z L D3bn5b.

K1 YyFUIHBIZIVRZETERL Bz IRMEL IO’
Table 1 The ratio of unsafe primary suppressed cells attacked

by the matching algorithm.

#Cells #Unsafe Prim. #Prim. Ratio of
in a Table Supp. Cells Supp. Cells Unsafe Cells
16 48 104 0.46
25 117 170 0.69
36 190 230 0.83
49 226 271 0.83

300
I

= #Unsafe cells
O #Primary suppressed cells

200 250
L L

Frequency
150
L

50

o
16 25 36 49
#Cells in a table

5 VI VIBBIZL D RETIER A o7z —IRRE IV O
Fig. 5 The number of unsafe primary suppressed cells compro-

mised by the matching algorithm.
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WIZ, BERTIZRO—IRBE 2L O LLENFEZER N(A)
DIRTCITHAFT 2 Z L 2RT. F* 21, FBEMOMTER
DY A K& BBETIFRV—IKBEXLVDHEED 2 a2
HEHRTH D, FEHEOWITMENVIZE, RNIZLLTIE
BW—IRMEZLVREENDEV A TBREN ERbhr 5.,

K2 FEEOMTEROY 1 AL L BLE TRV —XBE LIV
DIED 7 v A%G
Table 2 The ratio of unsafe cells by crossing the dimension of

the null space and table size.

Dimension of the Null Space
1 2 3 4
16 | 0.83 0.42 0.17
25 | 1.00 0.71 0.57 0.83
36 | 1.00 0.87 0.78 0.82
49 0.81 0.89 0.73
Total | 0.88 0.73 0.75 0.77

#Cells in a Table

X 6~ 9%, MEROEEMDIXICIZ & A EMEDIK
DO TH 5. MEROFEMOUTIMENEGE,
B IVEDREAM AT OB D72, BEHMROE
Pl Z e bhb.

= :
[%] -

S
L5
o
2 i
-

o
o S |
- o
c »
=]
= i
g8
o 8 :
® S o N

_—
o
T T T
1 2 3

Dimension of null space

6 FEZEMDRIGIT & BEMHEROE (4 x 4 K)
Fig. 6 The number of candidate tables in dependence to the
dimension of the null space (4 X 4 tables).

6000
L

#Candidate tables
L

0 2000

Dimension of null space

7 FEZEMORICIZ X S EHEEDOE (5 x 5 &)
Fig. 7 The number of candidate tables in dependence to the
dimension of the null space (5 x 5 tables).

5000 10000 15000

#Candidate tables

0
I

Dimension of null space

B 8 HZEMDXICIZ &L BIEFHERDOE (6 x 6 &)
Fig. 8 The number of candidate tables in dependence to the

dimension of the null space (6 x 6 tables).

10000 20000 30000
L

#Candidate tables

0
I

2 3 4
Dimension of null space

9 FEMODUILIZ L BEERO (Tx 7 R)
Fig. 9 The number of candidate tables in dependence to the
dimension of the null space (7 x 7 tables).
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R BICHEBRDOKERZRT. 6x6DRL TXTDRT, &
ETRREV—IRIBEL VO EFREE TRIATHATVWS
(;; =0) TE&Bbhd. IhoDfERIE, vrvyTa 7
REVOEPIMEEINTWTS, Iy FUI7EHBIZLDIE
MEAEE RIS NDERR) AIDHEI L E2RLTVS.

[%}
- o
-
@
o
T 0
o}
w\—i
173
2
o
g a
>
7]
Falite}
g
.:o
% i T T T T T T 1
0 1 2 3 4 5 6 7

Width of an effective feasibility interval

B 10 —XMEXVORZARERKHEDOEDH (4 x 4 %)
Fig. 10 Distribution of the widths of effective feasibility inter-
vals of primary suppressed cells (4 X 4 tables).
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* 3 AWTREXFOIRIZ & 2R THRW—IRBBE LD 51
Table 3 The distribution of unsafe cells with respect to their

0
- O
3 : widths of the effective feasibility intervals.
g <
g 3 #Cells in a Table | w;;  #Unsafe Cells
= 0 6
n N
gs 1 6
E o }—{ ‘ 2 7
R y 3 2
Width of an effective feasibility interval 4 1
5
B 11 —XBE2VOEHITREXHEOED 24 (5 x 5 &) 6
Fig. 11 Distribution of the widths of effective feasibility inter- 7
vals of primary suppressed cells (5 X 5 tables). 0 16
1 22
2 23
o5 3 41
)
3 8 4
e °
¢ _ 6
IS
3 7 1
2 & 0 75
=
E e T T T T T T 1 1 33
* 0 1 2 3 4 5 6 2 45
Width of an effective feasibility interval 3 31
36
. 4 5
B 12 —XBELVOHETTREXHEDED 24 (6 x 6 %) 5 0
Fig. 12 Distribution of the widths of effective feasibility inter- 6 1
vals of primary suppressed cells (6 X 6 tables). . 0
0 92
1 33
2 28
9 o
-3 3 57
8 49
B 8 4 4
@
23 5 4
Q.
e 6 5
£s 7 3
£
s |
* 6 i é é 4‘1 é é ‘7 - N \d it gy
. . Lo INELFTBZENTELZ L E2ERMPSRT. KR, B
Width of an effective feasibility interval B o .
MR T D DA RDBEATINZDONWT, FAHEDRTTHE
13 —XBEXVOHEHHRERF OO (7T x 7 &) WS, kY VT 4 TR I OEIN R N T IEREIZ
Fig. 13 Distribution of the widths of effective feasibility inter- HMXNBEALY RIS 2L 25T, IO L L

vals of primary suppressed cells (7 X 7 tables).
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