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Model Reverse-Engineering Attack
against Practical Deep Neural Network
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Abstract: Artificial intelligence (AI), especially deep learning (DL), has been remarkable and applied to var-
ious industries. Moreover, edge Al devices are attracting attention because of real time processing. However,
model reverse-engineering attack, which reveal model architecture and parameters utilizing side channel infor-
mation such as power consumption or electromagnetic radiation, has been studied since 2018. The previous
work has reported that model architecture and parameters of simple neural network whose implementation
is known were revealed utilizing electromagnetic radiation. Considering of practical attack scenario, it is not
clear that the threat in case of more complex and practical deep neural network and the prior knowledge of
attackers in previous works. Therefore, this paper shows the evaluation of model reverse-engineering attack
against the practical deep neural network which was developed on uTensor platform for microcontroller unit
(MCU). According to the experimental result, model reverse-engineering attack becomes a certain threat
against practical deep neural networks.
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