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Method of Generating Blacklist
by Searching Malicious Mobile Websites

TAKASHI ISHIHARA! RINTARO ORITO! MASAYA SATO! TOSHIHIRO YAMAUCHI!

Abstract: As mobile devices have become more popular, attacks to mobile devices increase. One of the
methods to attack mobile devices induce a user to unwanted page by unwanted page-transition. One of the
countermeasures against such an attack is to generate a blacklist of URLs and hostnames and prevent access
to malicious websites using the blacklist. However, URLs of malicious websites change in a short time so
it is necessary to search malicious websites and to timely update the blacklist. In this paper, we propose a
method of generating blacklist by searching malicious mobile websites. The proposed method collects many
HTML files from the web space using a crawler and searches for HTML files that are highly likely to be
malicious using keywords extracted from known malicious websites to efficiently discover mobile malicious
websites. Thus, new malicious websites can be timely added to the blacklist. This paper reports the design
of the proposed method and evaluation results.
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(3) 41+ C
5mEDT 7% AZHEWT, Ismart-update.infol 12L& D
M Web ¥ A bADT IR ZAEBRAIL 72,
(4) ¥4+ D
lads—app-online-new.pw] (2 & 0 &M Web ¥ b
DT 7 A% 20HILZ. UL, Y1 B Lk
1Z, URL /¥—IZ Tladsapponlinenew.pw] & HEKRI N
% 3EIDBZEITOVTIE, BAITELdr o7z,
(5) 1 ME
BV Web 4 bAD S EDT 72T RTER
MUz, 50D 7 2% A28 WT lallowplay.prol,
ladaranth.com|, [smart-update.info] (Z &b, #E#K
DOHRS A bADT I AR LT, £z, 7%
A Z &4z Tbnsjblable.com], [65vklfbad4.com], ¥ &
O T0byv9mgbnO.com| & 22 HkY A bADT &
T AZMAL 72
AEBHERNS, BEFHEICLOEELEZTS Y2 ) A
Mz & D BEM Web B bADT 7 2 A% MM TE 28558
NhdIeamUz., WEMEPAIHBE RS T
o7z, F—T— KDBEDITED SN - A REEL H
5. DD, RARPFEDFEDEIZWVZRW, 2L,
FEDT A P TRADICHNMRAETH L2206, ¥—
J—RNEHHELEZT v 2V RANOEMBEY A M ZST
BOWYA IDHBEEZSNS. FMA (false positive) 1
B oTWARW., 20k, FffMEzEZDLENWT Iy 2
YA MZMETETWS. 72720, RMHAI (false negative)
CEBRALDVE V. ZOMBEIZIEF -7 — FOHARIC &
DX TE B HREMEDH D, SBOFEL T 5.

6. PBEMRE

M Web %1 hADOXKIZT I v 7 VAN 2FAT S
W7e238 % [18]. SCHR [18] TlE, Web 222 &% L WER
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DH 3 URL # HBIHIZME L, BT Iy 2V A%
T % AutoBLG 22 LU TW5. AutoBLG X, HEHE
DH5URLDIP 7 KL A%FMALTERRD URL &I
U, 74V X —HIZE D3 $25 URLDOEZHST T
T, MEWIZEZEDHS URL 2FKRT 5. LD
%, Web ¥4 M &/ L72K% L LU T Drive-By Download
WRIZEHLTWD., — /T, BEFETIE, Web ¥ b
EALZREY UCHAZEDER LR\ Web 31 b~
LBEBHBIIEHLTWS.

ENA VAT OEM Web %1 MZDWT, VT ILAA
LTHHT 222 HME LW, STk [19] b 5.
SCHR [19] 13 HTML 2 >~ 5 >, JavaScript 2>V 7 VY,
URL, B XUENAIVEE OBRER & OBK 2R H 5,
B H 0 BEMFE 2 R L TR IV O FEM Web ¥
1 M ERHET 5 KAYO 2]RELTW5S. kAYO &, i
HOEEWFEEZRALTWS R, FEIZHWS T LA
EOHAMT — X OB HANBEIIZ RS, LrL, Z0k5%
T—XOMEEIZa X M AEWED H B [18]. — /T, 2
FEPTIEE, B Web 0 b S HhH U 72 e D B o % —
7—REHWSZ LT, TEALLMITOENE Web 31k
ERATES.

7. BHYIC

FAEDOERK U2\ Web 31 b AFE S 25K 2 KRA
T 572012, ENCIAITOENE Web 31 M EBRL, 7
Tw IV ANEWETIZFERRELUE. BEFER, 7
0 —Z % H\WT Web Z 2 SINE L 72 KED HTML 7 7
A IWNZDWT, BRFIDEN Web Y1 b S L7z —
7 — REHAWTEETH B aEEMEL2E W HTML 7 7 1 )L
ERERT BT, hRENZENA VAT OEME Web 3
1 NE2FRRTES., 517, F—U—F2HETEIZ &I
F—U—RNYXMEHERL, HEELAZF—T—-FURX %
AWTEREICHEFELZHIML 7 74 Vo EBETH 50
BEMNEWHTML 7 7 A V2 RET B LT, HIETS
FOF—"7—FYZXMTIERRL7EME Web Y17 b &3
TZICHATES., £/, REFHRIIFER L ZEM Web ¥
A NESL, FIHEDREKL 3\ Web 1 b AGFE T
LTINS TS 1 BB PDEA NG E
TIw VA MIBRETD., ZUkb, BB 1 b
DT 72 AFEZIFTHRL, HfkY A b EHEY A hADT S
L AZMATE 5.

REFEEZANVTEREZT, BN ILEANT OEME Web
YA M2RATELILERLE. £72, BEFEICLD
U775y 7)) AN 2HAWTENAALIVET OEN Web
A MADT I AZBAIT 2EBREEML, A MHE
T7ANEZLETSv I VA NEBETDHI LT, ENAIL
B DEM Web 31 bADT 72 AT E 56D
HBHZERLUT.

SRR RWTZEEREE, ESLAFSEBE R IE NS BB SR
s (NICT) OZFEWZE [Web AT EE S AT D SE AL
WA 7R EREFE ] ik b EonzE DT,
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