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Phishing Sites Detection using Statistical Information of Resources

SHOMA TANAKAL®  TAKASHI MATSUNAKAL'P)  AKIRA YaMaDAl®  Ayumu KuBoTal:d

Abstract: Stealing personal information by phishing is increasing, and it is necessary to take measures.
Since phishing sites are constructed by simulating regular sites and they are similar in appearance. In order
to measure the visual similarity between websites, a detection method compares screenshots has been pro-
posed. However, it takes time to access sites and acquire contents to acquire screenshots. In this paper, we
propose a phishing site detection method that uses resource statistics that compose a website. The proposed
method can be implemented using only web access logs, so the amount of processing is smaller compared to
the conventional method. In order to verify the effectiveness of our proposed method, we evaluate using logs
collected by our demonstration experiment and logs collected by accessing known phishing sites. As a result,
it was found that our proposed method can perform similar to the detection method compares screenshots.
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