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Study on Residential Hosts Exploited by Residential IP Proxy Services

AKIHIRO HANZAWAL®)  HiroAKI KikucHI!:P)

Abstract: Residential IP Proxy is a proxy service that provides traffic relay using hosts on residential net-
works. Although the service providers claim that the hosts voluntarily participates in the service and are
used for various high-quality applications, in fact, the service provides avoiding detection and blocking by
pretending as benign users, they exploited the residential hosts to perform malicious acts such as DoS attacks.
In 2019, Xianghang Mi et al. Pointed out malicious hosts participating in the Residential IP Proxy service,
searched hosts and profiled them, and clarified the infrastructure, scale, and malignancy of the Residential
IP Proxy service. In this paper, we analyze datasets of hosts participating in Residential IP Proxy collected
by Mi and report the analysis on the communication that Residential IP Proxies perform in Japan, using
NONSTOP, the analysis platform, provided by Information Technology Research Organization.
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TEHDITMZ, EEET—"hs0REPTay ¥ 7
MMEZRED. R1ICHEZTE TS EELR RESIP —V
AHELHD-EERT.

L2 U7%d S, RESIP ¥ — Y A3 7 2 & AR [E)8 72
Tz BERTIEAR.

B2 BEHE Tor L [FRRIZ, FELEMET S I LNTE
5D T, SPAM Di%(F, MagglEDR— s AF ¥ >, DoS K
BRVIZHEERINTWS, RESIP 701 X%, 0D
FREREFAIZ DO WTIEPHR LW, BEHFLEZEZLSN
5. & 1 OFEEZF K4S RESIP ¥ — Y ATERD H
57547 MIHERIP 7 KLU ADOEE % H\WHETHE
FUTRMELTVWSE D, PL—AZNIZKKLTVWE D
ERENVTORWTH S.

Mi 5% 2017 4E1Z RESIP ##— VY ATt I N5 IP 7 K
LVAZNEL, RESIP ¥— VY ADEME - S ZHH S 2z L
72 [1]. RESIP A IEAT £ % H S MEIZ 5 2 L imf T 7=.
Mi 5%, 95%® RESIP & A b DMELHICE D BT 5N/
IPTHY, TD43%W IoT IR TH D LHEL TV 5.

RESIP % — Y AIZBHL T, ROEEHDH L.

(1) Aty b7 —2BBEDORA N RESIP & U THIH
ENTWVWBDODRUEBDAD, BEPKZITIF L N)?

(2) XD ISP R EDED I —HH RESIP DFRA MI7o
TWB DM IHUIBEILH 5 DH?

(3) ¥®D RESIP ¥ —E A EFHMN?

(4) HRD Ay b7 =2 RESIP OFFIC T 5 I NTW»
D7

(5) RESIP ¥ — 2z LN T W2 DDA Y IZAIE
FMAINTVEOPFHDOERILE S 92?

INSORIZEZ B ERAMEDOEETH 5.

(1), (2) ZHS 2T 5121, Proxy & LTHWSNT
W2 IP 7 NV AZFARDBENH 5.

Z ZTAWIZETIE Mi 5AUUEEL 72 RESIP A A M DT —
K w b [2] 1I22WT, Maxmind tD$24E T % GeoLite2
city 7— & ~N—2Z [3] & APNIC O#£ft3 % RDAP #—t
A 4] ZHWT, 2017 FFIZHARIZAFAEL TW/z RESIP &
A SDFRES B ESERF IR - KSR - oA KT OWTHH S
MZT B,

(3) % (5) ZHAS DT T B121E, RESIP D IP 7 KL AT
FBEREFTEZRE LR TRRSR., F I TAWET
&, TE AL I SRR O 1R T 5 2 A NONSTOP[6]
EHWT, LITFZEH»FEM X 7z 2017 12 RESIP R A ©
MOHARDRY b7 =2 I0REEINZNNT Y MZOWTH
BTEITS. TOKELS RESIP 2fHT 2527747 b
NED LS RY — A% TAHADDH 2 D0 %EHS
MIZTBI L 2RAS.

2. Residential IP Proxy

RESIP ¥ — VY X I3EEH IP 1T & 5850 ik % 24t ¢

%X 1 RESIP ¥—t 2D

RESIP 71 & B (2017 4F) B (2019 4F) RA ML)
Proxies Online(7 * V) 77) $25/Gb LR B0 1,257,418
Geosurf(#+ 7 ¥ &) $300/H $450~2000/ A 432,975
ProxyRack (7 AV 71) $40/H $60~120/H 857,178
Luminati(7 X Y 77) $500/H $12.5/GB+$500/H 4,033,418
TAPS Security $500/H P — A gk

BH—VEATH5.

RESIP ¥ —EADEF V%K 11ZRF. RESIP ¥—V¥
ADEEIRSNE I AT, TaFor—vr =1, {E
FEHABSAND 3 DOTHEKENS. RESIP 2—H¥ix¥—¥
ADRHESRE L7=DL, RESIP 25147 a6 70
FUTX =PI ANERTEZODIP T RVA, £721k
URL #2275, Y= x4 325147V 5 DiE
e B2 sFEHIP AN EMT, BETS. #
AT =" o DOIRFIMEEHIP 2AHALTIIA4T
fAEIEIND.

Mi & & RESIP ¥ — VY A IZffifl & B (L IP % IUE
TH57LV—LT—2%BEL, 6,183,876 @D RESIP ® 7
RLUZAZINEL. WELZ RESIP 7 KL 22wt LT
EHIP TH 21Dl %175 %ML RESIP 7 F L A2
B hT» 2B EFRE DR ZINET 2 Tu 7 7
1%L, RESIP THHINEIP 7 NLADHIFE
To7z. TORE, IEELZIP 7 KL AD 95.22%»MES
HDOIP 7 RLVATH B LHEINz. NELEZT RV A
D5H 54TAITEDIP 7 RV A DWTHERINTWS
TNA ARy XIEREFEL, 237,029 1 (43.2%) D 1P
7 R LRI ToT BB R T T\ 2 LR 1 7=,

RESIP 4+ — vV 2D 7 a1 XidFEEH IP BMEEHIZ
LoT TEFMIZ] BEINTVWEEERLTWS. it
WE [1] TR NS XBED & 512 U THESM IP 4t
BHESTWBDONHFHEZ1T > 7~. Luminati' TIIFEEH IP
ERETI oM IP 2 7% e LTHAT
EHY—LREBONDE T U EEMTEZ L THEEMIP
REEEZFE>TW. LaL, ZOfittd RESIP /N1
ZDERHEHE & 55 FIEICE L TIdMIH I N b o 7.

RESIP ¥ — Y AIZE 74 IP 7 R L A2 & 558(5 O ik
NDOFHEOFED L BTGB EZILAL T WS,
ZDOBURZ R THiE ORERS & R 1 IR, iTHIgE (1] T
A AT DN T 2017 4 £ BIED Residential IP Proxy 7
081 X ORI MR % g3 2 &, IO T a1 X T
BBRKEL ERLTWEZ 2 Dbh b, —/FTT Tty —
AT L TWE S —EAREHMMELLTWEY -1
AbHTETWAS.
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x2 AMIRCTHALAT XLy b - T—AR—2

rpaas 7 — Xty b NICTER Darknet 7—X% v ; | GeoLite2 City 7—X~X—2Z | APNIC whois T —& X—2
53] 2017 4 2017 4 2019 4 2019 4
. _ . TIT - KPS O
Mi & A3F#E CINE RIS ISR DY /20 D ) . . N
~ . . . . MaxMind #4344 L T IP 7 KL ADEH%
. L7z RESIP (Z£ =22y N CERIL 7N . P
WA e WEHHEMD IP 7 FL Ak 75 APNIC 2235
LTW3 IP T b DRETE, EER , — . .
. HBERD T — X R—2 7 RUVA - RAAL VKRR
7RLVADY Z b DI _ .
T—RN—2Z
La— RN 6,183,876 91,504 (%
NICTER NONSTOP Python I1Z Python (Z
WA 1 ABEHTWS C R) ONSTO Jyt on IZ&3 ython (Z & %
5 FH T =X R— 2 H RDAP V) 7T X b
Geosurf?, ProxyRack?, Luminati', TAPS Security®® 5 2
TH5b. tpaas T—XEy MNIT7VL—LU—=2L [P SR
P TryAV VTV —= VDY —AT—REHIZAINTY
- 51
RESIP2—4
— N e N T e .
s ] 7917 _ﬁ st NICTER Darknet 7 — X t v MIIEHIEF I FCEEMRE D

EEMAKRL

RESIP#—E RN #B

1 RESIP ¥ —VYAD Y AF LHEE

RESIP#H X k

rpaasT— Xt v b

HAAERDORESIPHZ b NICTER L&A

SN 7-RESIP

59,816

6,183,876

2 RTF—ZXty rDIP 7 KL AEASDOHFR

3. AEAE

31 T—9%ky k- - F—HIR=-2

AFETHA LT -ty b F—ZR=2ZDOWVT
FHHT A, FHHLZ4D20F =Xty bOFERER 21T
R

rpaas 7 — Xty MIMi 5 WBNEL 72 RESIP 7 KL
2 & EERWIE], RESIP 70N XOEWTH 5. FLiTH
722 CH % 17 - 7= RESIP 7’131 &% Proxies Online?,

1 Luminati: largest business service.
http://luminati.io/.

Proxies Online. http://proxies.online.

proxy

2

RETS/20 DX =2 3y N THBEISI NBEOHHRTH
% [5]. BUIE N7 S OIS HCREM A
9 2 4 Hr A NONSTOP 57 72 A T& 5. NON-
STOP 751337 v b DEIERZ, XG50 - EERDOT R
VA - B—=1b, REXEBZEDHREMETE 2.

GeoLite2 City 7 — & X — A& MaxMind #2324t L T
WEBHEDT —RR=ATH5[6]. IP T NLARSHE -
M - KR - RIEOHEHRAIETE 5.

APNIC whois T — & R—= 27 V7 - KFiEHE D
IP 7 KLV ADEME4TS APNIC 22325 KX 1 > -
IP7 FLA - AS HSOBRIEROMET — LA TH 5.
RDAP (Registration Data Access Protocol) I3t L ¥ &
MVIZBERRINZIP 7 RV RAICETRHERICT 7€ A
T22H007uaNTHD. 7Y% HTTP, £/
HTTPS TAET 5 Z & THEEI N TV B IEH%E JSON B
A THIETE 3 [7].

3.2 HAEWICEET S RESIP 72 DT
JATARSE [1] TIE I N7z tpaas T— X &y MIHARD
IP7 RULAREENTVWBRZERREINT VS, KAWL
TiE, 2017 FE LI 72 RESIP OHFOHAD IP 7 K
VAIZERL, ZNoDIP 7 KU ADFRET 2 H0E IR,
BHHFEER, 7RLVATEy ZER, 20 T0WE RAA Y
WZOWTIRDOFIHTHEZ TV, HADS RESIP R A b
WZEMT2IP 7 RUADBED & S BRME R DO>DH» %1
5T T 5.
(1) rpaas T—X Ly "RSDOHARDIP 7 KL ZADHHIC
1% GeoLite2 City T— X RX—A %\ 5.
KXty MRDIP 7 KL AZxf LT GeolLite2 City 7 —

rpaas 7 —

Geosurf: Residential and data center proxy network.
https://www.geosurf.com/.

Proxyrack. https://www.proxyrack.com/.

Taps security. https://www/intl-alliance.com/.
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AN—ZATHREEZITWV, FETSEPHALHES
7= b DIZATE S 2 EERN IR OERE N INd 5.

(2) L7 IP 7 R L ABHZ K LU T nslookup %47\, H
ARD RESIP IZHEDWT WS R A A VDA T 5.
(3) ML L7ZIP 7 L A5 RDAP Y 7 TR b Z2{ERK
L, Ef§L 7= JSON »* &5 CIDR &k & EHLNAZ HUS

5.

3.3 RESIP KRR HSHEFICETERNEBEDHRAE

FATHISE (1] THEE X N7z rpaas 7 — X v b i& RESIP
D7 RV A, BHARK, RESIP 701 XDEHRI G EN
TWa., BIHARHIZ RESIP A A D IP 7 KL AHBHA
DX =2 32y NTEElE 1254, RESIP ¥ — & X DKIH
A% RESIP A A MZER S T W R30S R IE 208G %
FEoTWEIRET 5.

AWFFETlE rpaas T — X & v b & IEHRIEEIFSHEREH 12
fd 2 i EAE NONSTOP % FH\WT, JefFitsid 2017 4
OFEHAMAFIZ RESIP S5 HAD X =27 2w NI T Y
FPREEINTVDEDN, EEINTWEERIZEDY —
PRI T E2RENTON T W00 %2 PHET 5. rpaas
F—X¥v bDIP 7 KL A, #BHEIGLH, BHKTHD
H#H%EH £1Z, NONSTOP DT — X R—2AN53% 47 5
NIy N DZERL, FETXT FUVA, BELETFLVA,
REERR— b, RMETEOEREZINET 5.

4. REER

4.1 HAEMR® RESIP

2 RESIP A b & rpaas T— Xt v b, KW CHE
%4757z RESIP R A b L READZDHDRE T 2 2
IS

FEDKER, rpaas T—X Y FHADIP 7 KL ADKH
48,956 7 R L ANHAEND IP 7 R L Ao 7=,

#3102, RESIP " A M7 RV AMET 5 LAL 10 #BE i
IR IO RESIP a1 X Z & ® RESIP 7 K L A%
AT, ZIZ T, not found iX GeoLite2 City 77— X RX— &
THENEASBTE D572 IP 7T RV AZRLTWS.
i RESIP I(REMNE 1 - - #EF IR IR REHR T, 12,766
7 RUVAPFEHEL TV, HAREHNTERD %\ RESIP 7
TN Zid ProxyRack T 18,502 7 R L A2 o 7=,

nslookup THSE TE/Z R A A U3 VRIVETODR
AL VEMIE U, K412, NAS VY ZEDORESIP 7 FL
AED EAL10 R A A v OFEREZRT. T T, not found
I nslookup TR A A VHPRBETERNP-72IP 7 KL A%
ARUTWA. ocnne.jp BEH %< 7,468 7 N L AHEIHIX
NnTW/z.

RDAP THUG U EEHMEAEKD T — X L3 LAV ETO
RAA v OWEHR» S, BEEKRIEDOER N A A 2 LB
N7z RESIP 7 R L ABD AL 10 HADORER %2 K 5125

14000 Residential

ne, or, ad

Non Residential
12000 A ac, o, gp, gr, ed

10000

8000

6000 1

Number of address

4000

2000 A

PO GS PR LU
RESIP Provider

3 RESIP 7un X DHE 2 L)L KA A VI

. LS BRI NTVW/ZD1E NTT Communincation
Corporation V& T 57 KL AT 10,941 7 R L ZHELH]
INTW .

HAENIZFET S RESIP KA RThy LRV R A
AYMjp DT R L AL 38,946 b o7z, T DHT—HEH
BRE2ILVNUDRALYDEDIZDONTDT KL A% E
612RF. mEED-oDIFMEEHA VX —2y b TaN
1 X TCHEFEbLNDne’Zo7-. LML, KEMIFTORAA
VTH D ac PR TH LIS co, BUFHEET NI T
BEANTHbLINDG go KA VHEHENTWS.
GeoLite2 City T — X R— A TIXHFIZFIET 5 & HIE
ENZIPTRUVATAY LRIV KRASL U ruDHEDOHN
13 Bl X N7z, ZD 43D R A A VX T T pinpb.ru
EWI KA Vo2, TZORAAL VRS T IR ATE
%5 Web ¥4 PATIRBEY TE M EDNT W2, ZTh5
D IP 7 KL AIZD2\WT GeoLite2 City A DF— X R —
Z[10][11] TRELZLZ A, BV TR AT INVIIET
5IPT7RLVATH-7-.

4.2 RESIP »5HAAD®E

NICTER T RESIP % 5 D@ENMEAE N TWBEDH
ZW 55129 5. NICTER ETOHIZ & ® RESIP il
X 41277, 59,816 fHD RESIP KA M D3X—2 % v b |
THNENTE Y, BHlENh-87y MIEEHT 1,683,440
7z o7 K4ro6, K75 (1) TO RESIP Sl
IZRk#E U C NICTER ~X 7w RHELEL TWB Z & hb
5.

RAZ7ED RESIP 7 RV AZ 2 087 v IR D =
fi10 7 RLAZRRTITRT. B—D RESIP 7 KL AH5
WER T 62,669 /87w RDIZ — 27 2y MZHEFEL T\,

FKTOIMEDIP 7 KL AT DOWTEEI X T3 REEA
X 5I1ZRT.

RERR—NESH DTy MR EAL 10 K—
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#RERFEA D RESIP 7 KL 2%, RESIP a1 X

x 3
PO: Proxies Online, GS: Geosurf, PR: ProxyRack, LU: Luminati, IS: IAPS Security
. . % #EH7 RS - PHS
FOEAFE | RESIP 7 KL A% | 814 (%) PO | GS PR LU | IS PR
ZHRBOEE (%)[8]
B 12,766 26.1 2,709 | 84 | 4,442 5,027 | 4 26.0
) 3,094 6.3 721 17 | 1,145 1,087 | 0 6.4
R 2,940 6.0 715 | 15 | 1,163 942 | 0 5.2
KB 2,917 5.9 769 17 1,148 880 1 6.7
£ 2,544 5.1 605 14 1,082 754 0 4.7
T2 1,912 3.9 484 32 726 557 0 4.0
FeJ 1,722 3.5 460 | 21 693 493 | 0 3.5
15 el 1,266 2.5 426 436 320 0 4.0
G 1,083 2.2 251 484 308 0 2.2
not found 6,619 13.5 1,741 52 2,108 2,507 8
N 48,956 100 | 11,918 | 304 | 18,502 | 16,325 | 13 100
K4 FALYIT2DRESIP 7 FLAK
RAA Y VNS %
ocn.ne.jp 7,468 | 15.2
au-net.ne.jp 5,616 | 11.4 2240 4
plala.or.jp 2,900 5.9 192.0. |
0.0
dion.ne.jp 2,628 | 5.1 S
not found 2,441 4.9 £
®180.4 e e
so-net.ne.jp 1,966 4.0 g 00
moshad.ip 935 0 I
eonet.ne.jp 1,305 2.6
home.ne.jp 1,209 24 e
nttpc.ne.jp 1,116 2.2 0.0
&t 48,956 | 100 0.0 , , , : , , ,
08/01  09/01  10/01  11/01  12/01  01/01  02/01
date
5 BIHIINZT LR & BHHIKIRK
4000 A
3500 A
3000 A 2323
2500< 2222
2000 A ; aas
1500 A i
1000 A 2
500 j
0‘ 07/01 08/01 09/01 10/01 date 11/01 12/01 01/01 02/01
07/01 0801 0901 10/01 11/01 12/01 0L/01 0201
e ® 6 B hiK— b2

4 HHID NICTER THH X 1172 RESIP X

FEeER—bM2HHTEZY —EAEXSITRT. RESIP IZ

&b IHbN T WP —E 213 Telnet T 613,606 /37 b H3

BHIT T W,

B E$HR— F DR TRRLZDOPEHSMIZT 5.
8 TMD EF72R— MZBIL Ty MBUHTIRG A & 8
HEN7zAR—bOBMAHMZR 6 IZRd. KFEOFR— M

Bz bL s TR INTVWEZ b2 5. — /T,
MSSQL X SMTP %) & 4 258130l T% < &8

HxNhTWb,
4.3 ER
1 =TT~ 5 D08

fToTW<.
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£ 5 HWHEIAZ XD RESIP 7 KL 2

FER YR AL Y TRLag | s @ | FTTH 0RO
2B 27 (%)[9]

NTT Communication Corporation ocn.ne.jp, plala.or.jp 10,941 22.3 34.2

KDDI CORPORATION au-net.ne.jp, dion.ne.jp 8,301 16.9 12.8
Japan Nation-wide Network of Softbank Corp. | bbtec.net, access-internet.ne.jp 7,781 15.8
Japan Network Information Center nttpc.ne.jp, mesh.ad.jp 4,756 9.7
Sony Network Communicatoins Inc. so-net.ne.jp, ap.nuro.jp 2,544 5.1

OPTAGE Inc. eonet.ne.jp 1,274 2.6 5.4
BIGLOBE Inc. mesh.ad.jp 1,230 2.5
Jupiter Telecommunication Co.,Ltd home.ne.jp 1,209 2.4
Chubu Telecommunicatons Co.,Inc. commufa.jp 1,125 2.2

ARTERIA Networks Corporation ucom.ne.jp, vectant.ne.jp 965 1.9 2.3
it 48,956 100

K6 FE2LN)WRAALTLD RESIP 7 KL 2K

2LD TRVAE | %
ne 28,824 | 74.1
or 4,340 | 11.1
ad 2,208 5.6
ac 91 0.2
co 9
go 1
gr 1
ed 1
it (Jp) 38,946 100

K7 X—2r%v b ECEHIENZ EA 10D RESIP 7 KL A

7 RV A BIHIHB | RESIP 7N+ & | B4
43.249.57.255 8 ProxyRack 62,669
Proxies Online
187.120.17.2 34 35,353
Geosurf
200.170.223.50 7 Luminati 21,676
Proxies Online
103.29.97.2 8 Geosurf 17,004
Luminati
165.73.122.29 14 Luminati 16,127
212.90.62.209 5 Luminati 15,142
Proxies Online
43.248.73.6 90 Geosurf 13,425
Luminati
190.57.236.230 18 Luminati 13,388
Proxies Online
112.196.77.202 27 13,061
Geosurf
Proxies Online
125.99.100.22 10 12,952
Luminati

(WAL T, %6, X3 0OERPS, 90.8%D RESIP
ARA ML, MAHIZHEDNS ne, ad, or FAA VTH o7z,
fit>T, HARD RESIP KA MIFIZFEEZHASFANTH S
cEEfTFons. —7%, FEEHD ac,co AL VDT
KL 2%, TOEFENSIVHDORALVTHY, I
TYNY 2 TR L KR 2 BEPKREICRBIAALLD

® 8 EESA— MDYy B

R MBS | ToUx | B | HE (%)
23 Telnet 613,606 36.4
445 SMB 399,250 23.7
21 FTP 193,917 11.5
1433 MSSQL 144,928 8.6
80 HTTP 97,780 5.8
22 SSH 49,767 2.9
2323 (Telnet) 43,310 2.5
25 SMTP 21,732 1.3
2222 (SSH) 16,838 0.1
3389 RDP 9,782 0.5

DEEZLND.

(2), (3)ITBL T, &3%K4, £5OFENS, RESIP
BA MIEERERE, PHS OZMBOE S L IZIF—H LTV
5. ftoT, Mz kB EIIRL, ENC NV —YEUC
LT Wb, FKEEM ISP €N )V ISP H 312 RESIP
RARNEROTWEEERS.

F#5 &0, ISP OEWERDY =7 & RESIP v A D
HEFZ—-HLTEY, ISPHOESAED NV, £ ISP
A RESIP 742> TWAFEHEMAA MIDWTHERT 246
ENHDHLERD. HEHRIELZ LD RESIP 7131 X
FRAMEE RS &, HE Tl Luminati ® RESIP /& & b A3
208, LD KERH Tk ProxyRack ® RESIP kA
FRELZ Lo THE Y, HALK TR S & ProxyRack »%
BEZDRESIP RAM2HLTWA. £/, SRIINM
FRICELER LT\ B8, 47 ABEIFIR AT T RESIP R X b A3
BHIENTBY, HRSERTOMKEOBEELRHZZ L%
mLUTW5,

(4)zBLT, £7, M4, M5 DFEA S, RESIP RA
FRSHAARD R Y b7 — 2 ICRIERIBE DG BE L
TWB M3 22N TE S, 2017 ££E D NICTER
BV A=k [12] o5 R— b F SR OEMBUH v b
BEE L s 52, RESIP S A RS HAAD R Y b7 —
IR TERERFKELTWBZEDRHLLTH S,

— 923 —



(5) ©ZBIL T, &8 DFEEMN S, RESIP 2375 BFDIF
CAEDW AT Y v EHNE UIBIETH o7z, JfTiige [1]
TIZ RESIP (B¢ 2 EMTH THRH LD o 72DIF AN A
T 36.55%72 2 7258, ARWIEOFERTIEANNLIZHWSN
% SMTP TOBFIEREKD 1.3%Ic ¥E->TED, K6
251 SMTP TO@EFEA TN 2B .

AW CEElE =87 v -5 RESIP TH 2 E5EH K
AMIEGINTVAIEBELSESNZEDRDD, H5D
Wi RESIP % — ¥ AR &5 RESIP & A b &R LTk
FL7HDRDNIE, RFEDSIEHS IR > TV,

5. 5

AHEP SIHO MR > w2 wE T 5.

HA®D RESIP A b X 48,956 fiil T, Jufrafss [1] T#l
WX =45 o RESIP A A D 0.79%% b T Wiz,
90.8%DMELHARA N TH B, HBERFER, ISP Bl RESIP
DA, BEEFETDENASILTFNA ZDEE, ISP
Ty T HEILTE Y, HGERFIER, ISP ETD%
HIZFZEDoNKL o7z,

RESIP R A b5 DARIEZBEFIZHADZE—27 2 v b
THHENTEY, T 1,683,550 1z E-7-. Mi 5
1%, RESIP ¥ —VEAZFAHLU 72 EETEID 36.55%7H3 A%
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HBERFEF D RESIP 7 KL A%, RESIP 7uN1 &8

xad PO: Proxies Online, GS: Geosurf, PR: ProxyRack, LU: Luminati, IS: IAPS Security

HOERFEL | RESIP 7 R L 2% PO | GS PR LU | IS
B 12,766 | 2,709 | 84 | 4442 | 5,027 | 4
iz 3,094 721 17 1,145 1,087 | 0
ZHN 2,940 715 15 1,163 942 0
PN 2,917 769 | 17 | 1,148 880 | 1
BE 2,544 605 | 14 | 1,082 754 | 0
T2 1,912 484 | 32 726 557 | 0
Fefi 1,722 460 21 693 493 | 0
R 1,266 426 9 436 320 | 0
i ] 1,083 251 7 484 308 | 0
JbiEiE 1,061 324 9 448 225 | 0
S 997 213 0 438 310 | O
= 638 115 1 300 208 | 0
= 589 168 2 257 138 | 0
gt B 584 118 1 299 139 | 0
B2 568 107 1 264 179 | 0
i 543 89 3 153 284 | 0
iR 473 125 1 186 134 | 0
BEIS 432 112 1 144 158 0
B 418 80 0 172 144 | 0
bE[RVE) 409 95 0 200 100 | O
sy 380 99 1 131 135 | 0
(E85 372 104 5 150 97 | 0
It 1Ly 316 89 0 129 97 | 0
mE 302 74 1 121 85 0
e 297 98 1 108 82 0
% 271 94 0 97 68| 0
i} 242 79 0 97 57| 0
bt 241 72 0 113 42| 0
ol 227 60 2 128 27| 0
Al 216 57 0 92 56 | 0
Al 210 61 0 65 73] 0
AL 201 54 0 81 62| 0
PN 186 48 1 7 52 | 0
FER WL 177 51 0 88 34| 0
H R 168 34 0 85 46 | 0
fEF 159 36 1 57 61 0
JE R B 157 41 1 72 381 0
Sl 154 53 0 67 27| 0
iz 148 31 1 68 38| 0
aHF 139 36 0 61 32| 0
BH 131 36 0 60 31 0
Rl 128 25 0 49 521 0
U= 126 38 0 54 28 | 0
s 125 37 0 46 33| 0
‘e i 124 33 0 51 36| 0
2N 94 38 0 37 4] 0
R 90 13 0 30 43 | 0
not found 6,619 | 1,741 | 52 | 2,108 | 2,507 | 8
bt 48,956 | 11,918 | 304 | 18,502 | 16,325 | 13
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