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Application of neural network to score fusion
in multi-factor authentication
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Abstract: Recently, information security has attracted more interest. Personal authentication, such as
knowledge authentication and biometric authentication have become more important than ever. In this
study, we focus on score fusion in multi-factor authentication, a type of personal authentication. There are
previous studies on score fusion in multi-factor authentication. However, Most of these studies are focused on
level of score fusion (e.g. decision level, score level, feature extraction level) and the weighting factor on score
fusion is fixed. These methods work well when there is a tendency of authentication score in each factor.
However, if there is no tendency, the score fusion should be performed using weighting value depending on
each user. In this study, we propose a user dependent weighting score fusion using neural network.
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Fig. 1 Binary classification neural network.

model = Sequential()

model.add(Dense(64, input_dim=5,
activation=’relu’))

model .add (Dropout(0.5))

model.add(Dense (64, activation=’relu’))

model.add(Dropout(0.5))

model.add(Dense(1, activation=’sigmoid’))
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model.compile(loss=’binary_crossentropy’,
optimizer=’rmsprop’,
metrics=[’accuracy’])

=
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Fig. 2 Binary classification model source code.
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Algorithm 1 Create Dummy Data

Require: Nyser < 100, Nyactor < 5, Naata < 2000
Ensure: dummyData[Nyser * Natal[Nfactor)
for user = 0 to Nyser do
for factor =0 to Nygctor do
referenceValue <— random[50, 90]
variance < random/[10, 20]
for data = 0 to Ngutq do
dummyData[user * Nyqtq + datal[factor]
< NormalDistribution(re ferenceV alue, variance)
end for
end for
end for
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Table 1 Average value of each evaluation index of score fusion

using neural network

Tz mEE @R RRE O BEEE
1000 0.797665 0.202335 0.673690  0.326310
2000  0.854948 0.145052 0.686031  0.313969
3000  0.846102 0.153898 0.696162  0.303838

accuracy
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user id
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O FIHR,

Fig. 3 Recall for each user of score fusion using neural network.

5. &R

ARETE, FAEZTREREZEZNFNDOAIT 7a—Ya
VEHROILBERE LD S,
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Za—Ixv b EHAWERAAT 72—V a vyOa—¥iE
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DN 0.8 EL > TWAOEERIIFEVWE S X 5.
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M4 ZWFNORATT7a—YarFEIORAERR (FRR) &
A% A% (FAR).
Fig. 4 False Rejection Rate and False Acceptance Rate by each

score fusion method.
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Table 2 Evaluation index of each score fusion method.

HER U LTy ot 3R
2P 0.664970  0.335030  0.678885  0.321115
[E%E  0.686010 0.313990 0.691505  0.308495
Ty 0.728840 0.271160 0.714710  0.285290
NN 0.854948  0.145052  0.686031  0.313969
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