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An Evaluation of Psychological Factors’ Influence
on Users’ Security Behavior

Ayane Sano'*  Yukiko Sawaya'* Akira Yamada"® Ayumu Kubota'""

Abstract: To protect a computer from various types of cyberattacks, the user needs to learn proper security behavior as well as
deploy technical solutions. To enhance users to take secure behaviors, it is important to understand users’ psychological factors
that lead security behaviors and inspire them properly. In this paper, we evaluate psychological factors' influence on users' security
behavior. We analyze the relationship between psychological factors, such as Big Five personality, perceptions, and experiences,
and security behaviors of updating installed software and Anti-virus. We conducted an online user survey and constructed a
structural equation model. As a result, we discovered that computer users' “Openness”, “hope of getting used to devices” and
“experiences” affect their security behaviors. On the other hand, smartphone users' “hope of getting used to devices” does not affect
them. We confirmed that Android users' “Agreeableness” / “experiences”, and iPhone users' “Conscientiousness” / “experiences”
affect them respectively.

Keywords: Security behavior, Big Five, Psychology, Structural equation modeling
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Figure 1 Hypothesis model.
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Figure2  Demography of participants.
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Structural model of Android user.
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