Computer Security Symposium 2019
21 - 24 October 2019

BE® 5 Web 75 U HHRIEREIR H D&
B/ BHEOEHOEICEDLKT—49%ZHWVWT

KATHERDS a2 A

BE : Web 75 1213 THEREE] 2IFENE 705024 VA M—LTEIENTE, Web 75
DHOMRERIERT 2 Z LAV BETH B, L L, ZTOMRMKEICOEREZR >/ 7007 A0EFEL,
Web 77 7 YRIHZ X Web ¥ — U ZI2(E | Web [R5 HHEF ITREZ ARG E2 726 LT05. Lzdio
T, TNSDOEEEF > 2 REREZRETESR LI TE I ET L. AWIETIE, EEE2Ro7k
TERRBERE © EEO R WIRRIEREO BT 3£ D H 5 L WO R E LT, TORNOKGEZRAZ. AL
TR ZDOMFEZTTREIZ S 5 L& X DR OB THRE, HRBREE L TRELAY AT LAZAWTEH
FIRRNTIZ K D IERINEE L, IR L =2 E) M2 BB OEE2RITEICEHBM U, ZOBMUAET 2% T
RLT 4 VANTEEIYE, BRER > ZIEBREORIEEEFZB U, MR T -2y MIHLT
TiEH 572, ZOMEBOKGEERAZFER, (1) TORHBOBEEIX 30.2%, HEEMEIX 222%TH D,
(2)Web X — 1z DOM EEDOBEINZEAT > B %, FEREORWVILIRERE & IS 5 Z & 5 MBE #5lic A
WTHDIZEHWRBI NI,

F—T7— K :Webt¥a)F 1, Web 75 Y FIihets, Bhml, Bz

A challenge of detecting malicious web browser extensions:
using a behavioral difference between benign and malicious extensions

Kazuniro OISHI® TeTsusi TAKADA!

Abstract: Web browser extensions are widely used in web browser users. On the other hand, it has been
used as a malware by attackers. We consider that a detection system is indispensable as a countermeasure.
We, then, tried to build a detection system of malicious web browser extensions using machine learning. In
this paper, we report on our approach for feature extraction and the result of the preliminary experiment.
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