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A Large-scale Investigation of Voice Assistant Apps
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Abstract: In Google Assistant, which is a typical example of Voice Assistant systems, functions are provided
by official or third-party Voice Assistant applications (VA apps). Unlike mobile app, a VA app is not installed
on a device and works as a cloud service. Therefore, behaviors of VA app are not transparent to users. As
the AI speakers are increasingly becoming popular, the lack of transparency could lead to the unintentional
privacy risks. In this research, we conduct a large-scale investigation of Japanese version third-party VA apps,
targeting Google Assistant. As a pre-survey, we conduct metadata survey of VA apps and take statistics.
We call VA apps by voice commands acquired from the statistics and investigate how they get information.
As a result, we found that 42% of VA apps perform user tracking and there are several VA apps that track
users in a way with the concerns of privacy risks. Finally, we demonstrate the characteristics of VA apps
with user tracking and discuss the ideal user tracking for VA apps.
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