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Development of IoT Security Education Program
for Graduate Schools and I'T Experts

Toshihiro Matsui'*, Rika Wakatsuki' and Takao Okubo'

Abstract: Institute of Information Security has developed an education course for IoT security targeting graduate students and
engineers of manufacturing industry. In contrast to traditional IT security for PCs and TCP/IP networks, our fifteen-unit [oT security
course is programmed to teach securities in embedded systems, composition of the root of trust in IoT devices, hardware security,
securities in car electronics and control systems, emerging [oT network security, functional safety, and security-by-design approach.
The course also provides four-unit hands-on classes for encrypted communication on secure devices, threat analysis and
vulnerability testing for devices and network in a smart home. The course was given twice in regular 15 unit course and 16 unit
intensive course for corporate engineers, and evaluated good by the attendees of all classes. In 2020, the course material is planned

to be distributed by IPA.

Keywords: 10T, 10T devices, embedded systems, LPWA, smart home, education material, hands-on practices

1. [FLE®HIC

2010 4=LIKE, A0HIZ ToT -Internet of Things 733 & % 4h
O, MBEAFEOTHUTS, SH%OIKERFRIHGS
nTwns. LaL, FAKFIZ 0T TIEIE THIZ L Tz
BERR Ry N — BRI N K5 Itk D T &b, &
X VT HEMERT A ZEL RIS TS, TPA 1T,
2016 24 TR KRFOGHAEH R ZEAR LT HER
AT, bT¥X= V7« OMEZHERL, DB RD
BAFEFESE) [11E WOt & LTABLA. ITEX=2VD 7 ¢
DA SN TALWS, oT X2V 7 1122
WTIE, ELIAMBZ LI ENnD, IPALL, 2215
HHROBRFEIES 2BATT 5 <<, 2017 FFEIT oT ¥ =2V
TADHET 0T T AORBEEREF 2V T 0 RFEFEK
¥ O(LLFAS) ICEZFEL. A7 ud =7 ML, #3440
THEN VX 2T L EBMERIEL, Z0O%IL, T X
=2 U T 4 BB OEMEZBIIE U OBERBES S 0 &
HEE CHEAT L CAM B RRE IR T 2B H D . 2019 B FE
TIZHEMDIZL AV EDBREKZ, 2 BIOESREL 117
Dt ANMFEFa—2 M L. 2O EWET 5.

2. BFEOBEIOJSLA

ZEDOEEETo>TND 0T X2 VT 4 FHHOHE
Tus T hkA Ly —Fy NCRA L. ENTIE, 2 4
DRODoTz. 120X, loT OEHDE, 10T hArY, ¥
AT AhAVIR—=FR b, IoT 23 a=br—vay, f X
—ARZEVT 4, FAN—EF2 YT 1, ISMS & OBFH
IZDWWT 6 FEE O, L, ToT Y AT ATOEFX=Y
TAMH,ERT DX T o HIF, AU A U AL,
SSL/TLS iZOWTDO¥-HDi#FHTH D, ToT (AlIiE L.

WAL TIE, 2017 £ AN GRS NGO TR Y, 2019 48
RO DFTETIE 18 AR O-7=. 7= 21E, CMU I3,
ENANE 0T EX 2 U7 1) & LT 2 MfOERE I
L TWaR, NEFENAL (Av—+tTx2) 77
r—3 a3 & LT 5. University System of Georgia 23,
o TAVHE AT A Coursera Z i U CTHHEEL TW»
% ”Cybersecurity and the Internet of Things” %, A~— k7
Uy R =7 77 /WZER LTW5. Blackhat @ 2 HAH
DN RF v a—RA L, 77 —A5L7 =7, NFC, Bluetooth,
YA rmarybe—J ZRMRITEDTWD. BN, ToT

1 Wl $=U 7 0 KEFEKRT  Institute of Information Security  *matsui@iisec.ac.jp

© 2019 Information Processing Society of Japan

— 605 —



FGA T A I N~N—FRa— R RENF-X AT —R~T7F v
N7 A —20EX2 ) T4 REHETET N, £lour—va
VR—=ADEX 2 VT 4, VA NF ¥ RN E 5D
XN B D, A F (Affity, Bangalore) Ti, MCU &% D
TNRARAAL BT x2— A% EY LI 72 Offensive loT
Exploitation” & W9 iEERHDH. TOMIZ, FIH S 2T &
R SCADA, 77U R, UTNVHALOS, T/XNvH, N—
RO =27 DIV NR—Rx V=7 Y o 7kl, E&EREHEN
TEX=2UT7 & LTHRbOATWNAZ LR 5T, oT
DEBERFEIL,IT DT v b7 4+ —25H5 PC & TCP/IP T
FEALRLENDEDIZH L, "—KRu=T7, Y7 U=
7 (08), *v NU—7 FlZDOMAEDOENLIELE
ZEThD. ERITIARTHY, TS ra—RTHIC
BFH, #EMOa—21F, 1 HY720 5 5~10 THT,
1~5 HEOmEN RIS,

HRE, 25ET, SOHIKRENTHSD. HTETITIK
BH0, 10T ¥ 2 VT 4 BT 2EPOERE L L7 [2].
A4 MAOBY BHEICTE > TEBHRNFICR>TVD.
FEETIE 0T DY 7 v X 7 &im UIARB N Dbk 523,
T X2 VT4 D7 —F77F %, HDHWE MCU =H
WZRLA Y AT Ao — R U = 7 OFFHIIL, BlEOARN
MHEETHY, 1 IFTHAR—=TE DRBITIL 20,

3. HHEEBEETIVVY
HYFaT AERFTHIZYTE-T, 0T T8 AR
ERM0T VAT A VT TV —EZDOEMFIZL TV v Tk
1To7=. LTICHERLE-ZZEREZE LD 5.
(1) IoT 2% a ) 71 OBRK
e HEhd, [E, HlERARLEMII > TEBRKEIN
HEIEIRIT LT D.
® DEFCON, Blackhat 72 & C% ToT BRI 2 TW 5
® TV RKAYITFNARATIHE, X2V T 4 ETEN
BloTWeW, T7bh, UAEROLZITEXx 2
T4 ETERME SR,
® YA RF v )/L/e EYELERKFICH Z TWD bl
TIEAR .
) HZBREEE
® —BDIT &L DEWIZHEHET 5. Linux THAULHERD
IT & DFEVIT/NE W,
@ N—RNULTIZWEZ A, INXN—RT =T
YA
o WELYHEE Y NTHXD. ToT OMEIHHERE
® T RKRA Y MET TSV IR, 10T T34 A
LT RN, $bb Foghg, ¥— bV =AT
DERGHE % TR
® FE N, METMERMRE, EH L~ XU A N ETER
o FHHANWRWIRILTT A ANH LSFHE%F

® x>y hU—7 ., LPWAIXLEROTEMNT e a2
IV T OIRHED T

® [T [MEXKEFREXaT e s3I0y

o f{E AfEHR, PL L, FRALZRE OEE L Ml

(3) IoT %2 1) 714 AM&

0 tXa VT A ORERBEMMTE T, VAT LADFE
ICHELVWTZ T =T

o UMb DAAN, EX a2 VT A REFTEBA

4. MRET HRHEE LATRMSE

IoT X, HbOICHOIAENTZ ITHETHY, 22—V
ELIZ D EHT 52 L3, FtEOFEHRY AT A
EHEEENMEL R 10T TAA ZADTRTEERET L L
W72, 2o X —T T4 XRDY—"DOY 7 hy=T
2, Y7 =7 ELTORERS DN, bOICHARIA
ENTT7 7 — LU =TI EESNT, b —fKE LTPL
ETHIFEND., LEB->T, IoT Okx=UT 4 %)
DL, 2—YPRLEHOFMEE TIXRL, IoT VAT LD
BREtE L WD T LT D AR, 10T 7731 AR [oT
—bERAEREF -HRT LIV =T 2 ERMELE L, oT 3
—bEROEREFEEZEZDL (K1).

1 BEOERETHD 1 2~ 90 43 X15 2= TEL OPL
Fa 0T OEMFICETCHZ LIIREECTH D, [FRTHL
X2 VT ¢ ORI EGEATHD Z LR e T
5. EHIFICHOVWTE, aryEa—%, Y7 u=xT,
FR—=FT 4 VTV AT AN, Tl T AZERE. Xy b
T — 72OV, OSI BT v, 71 k2, TCP/IP,
HTTP, Wi-Fi7Z2 ¥, ¥ =2 U7 1 lZ 20T, JLmgEn =
LANBISERE B &, Ny o, BN - WM - 2,
BFEOFRIE, MarE, ¥X=2 VT 4 VR OREERE TH
5.

]

loT
TFaUT+

B#krtY74
ERERIF1Y74
shRIgRt1Y74
.. FPRIHE

B=2& aso
153 R T LEBE

PO WP OE P BARs S AOE His = R |69

Figure-1 Expertise and scope of targeted students
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