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Abstract: An attacker can control the system with higher privileges than originally granted by exploiting
operating system vulnerabilities and altering process privileges during system call processing. To prevent
such attacks, we have proposed a method by monitoring the change of privileges by system call processing.
The previous method implements monitoring of the change in the process privileges by storing the privileges
in the kernel stack before the system call processing. However, if an attacker identifies the storage location
of privileges in the kernel stack and alters both the process privileges and the privileges in the kernel stack
during system call processing, the previous method is bypassed. In this paper, in order to deal with this
problem, we propose a method to protect the process privileges by using ARM TrustZone. The proposed
method can prevent tampering even if an attack code is executed in the OS kernel space of the non-secure
region by storing the information related to process privileges in the secure region provided by TrustZone.
In this paper, we describe the design and implementation of the proposed method, and report the evaluation
results of attack resistance and performance.
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T, Linux 7 — 3 VEBEICHBINIZ I Y RBETI N,
REFEEZAEWCLTEZENTES.

6.

6.1 FHEIEHE

REFHEOGHM L REFEOE AN L2 HHEANDHE

ZHAREIZ T 272002, DAFOF %2 Efi L 7-.

(Rl 1) MMM D bl
RERTHE L IBETIEICBWT, FEIMUET DHERE
WMEWS AT DBEAOMMEZ KL, BEFIEOH
Atz RT.

(FHME 2)  MREREHIE
REFHEOEANMORES L OB AKLOREIZE T
5V AT L)V ZJE L, FREZ R
52T, EFHEOE A L BMEREANDZE L FLN
T 5.

6.2 NEMMEOD LR

MEBRIER 2 I —F IV AR Y 2 I ET 2R THETIR
=NV ARy 7 NOWHERERIX 7 12 A DHERER 2 H
FRICIRE A 22T B AEEME D 5. —HT, IREFIETIE,
¥ a2 TR CHEREHRZAEL TWD. FELF o 7
DOSH—AVPSFLFaT7HBEOT FLADT Y Y
TIETERNZD, X aTHEHEBANEET 7 AT,
XTERW., Z07)H, HEEFELF 2 7HKIZEWT
OS I—2NVDlfiEttz BHT 6 L THEREDT FLAD
SRAEEIDURETH > TH, ¥ 7HEIKIZBIT SR
WOMMMNELZHEB LCRIATEZ L IINEETH 5.

U7edio T, BEFERIIMERFE LKL, FEIzHT
LMBEADEHWMEZ EDZ LB TE 5.

6.3 MRERIE
RETIEOZB A& BMEREANDHELIPSIZTE7-0D
12, IREFIFEAFOEEL L OCBEAZRDORIEIZEIT S
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R 2 VATFAI— VORI (BAL: ms)

CAF AT REFIE | REFIE sty K
BT SR
stat 0.566 2.094 1.527
fstat 0.143 1.500 1.357
write 0.004 1.150 1.147
read 0.004 1.140 1.136
getppid 0.003 1.141 1.138
open + close 0.399 1.845 1.446

AT L3 =)V O ZJE L, KERZ B 72, M
1%, X F 2 7T Linux 5.1.0 (64-bit), ¥ 2 7 FHK
T OP-TEE OS &9 % 64-bit ARM A8 G 5k FC%E
L7z, IRAELY 7 b= 7121 QEMU 3.0.93 2fHH L,
CPU 7—% 527 F ¥ i ARM Cortex-A57, I 72, A
EVIX1024MB 2fEELTW5S, 7z, WM OHIE
X, OSDOD~Y A 7aXRyFv—20 A1 — b TH5 LMbench
3.0 [10] @ lat_syscall % {#fH L 7=.

VAT LI VUK ORERKREER 21T, A
B, open + close DHEFEFIE, WEMEE 2 TEI-7-{EH%
VAT A=)V 1A ) OB L TRLT WA,
2k, YAFLI-N1REBHEZDIEMINDE A —N
~w KX, 1.136ms~1.527Tms TH DL bhb. ZDHbH,
stat & open + close %, I/O WHUZ L S0 ETMD Y 2T
L= HARTHUHRFHPRELS B> TWVWDB Z L MR
TZ 5.

REFER, FELF 2 THEEO Linux 71— 3 UIZEWT,
VAT LIV OFIHRE Ty 7 U, HERBEBROMAT -
Fry ZUHEEZEINTS. ZhsDUEk, YAFL0—
NOFEIZE 59, TRTOYVATLI—IITRUTE
NG, DD, YATFLIA— NV 1HDEYIZHEETS
F=NAy RIZEE—EILRDEBEZDLIENTES. L
Do T, R2OMRIIXYTHEEMETES. £z,
ERROZ NS, ET TV 5= ailBnWThEL B A4 —
Ny NIk, VAT LI —=)VFETRIBUCHIT 22 VR 5.

7. BHYIC

VAFLA—NIZE BTt AOMEROEFIZEH L7

HeBR AR SO 1k [4] 1, & AT A3 — VLT 7

0Ot ZADHERIER L FIEND =3IV AR Y ZHITEET
LHEREROM 2RI AT AIREEZRITER Y. 20D
MEAOKULE LT, ARM 70ty 30t Fxal) 5 1%
HET® % TrustZone ZFIFH LU TIRET AFIEZREL, &
i, EHAR, B L CFHiRERIZ D W TR AR 7z,

RETF L, TrustZone 2 & - TRt I N B L 274 AP
HITRBEO 72O D2 F 2 772 A€ HISIZHERIER % R 1T
T5. WEENIELF 2T HRATVEETEETS 0SS D
fMasstEx BT 52 LT, 71— 3VERHNOBHROERI A
MHEERIGETH>Th, X a7 AT HEHRIEIES

N7-MERERERSATEZEIIREETH 5.
FEHULBETEOFMGE LT, 1ZUHIZ, TR
BBEADMHEIZ DOWTIREF R Tk 2 i L 7.
& b, JEvFa 7HEED OS 25, & ¥ o 7HEED A
EVEIY VI TERWEZD, ¥ 7HEBOMERZ K
TATHZ LN & 2R LT

WIZ, IRETFIEOE A L BERENDREEZ T 5 /-
OIT, REFEOEAFOERE L EABZLDOBREIZE VT,
VAT LI )VONMKEERIEL, MU AR, R#E
FHEOBAZEB VAT ATV 1 EHZY DA =N~y
NiZ 1.136ms~1.527ms TH 7. Y AT L a— VL 1
B2 0 DA =N~y R, ImsiiTHD. £7 7V 7r—
TavTODLA =N~y KX, YATFALAI—=)VULE 1 [BY 7
DDF =N~ K% AT L3 — VIR CH U 7=
WZRBEHETEE, ZDOIehs, YATLA—LV%2%
KEFTHT7 TV Ir—yarTrithiE, A—n"~y Rk
KELBSRVWEHETES.

B ARWIFEO—EIE, JSPS BtE JP19H04109 D i)
KEZIIEEDTY.
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