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Anomaly detection for alert logs with word embeddings
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Abstract: The number of alerts raised by security protection systems has been constantly increasing, and
the burden of security operators has also been increasing accordingly. At the same time, machine learning
algorithms, which can detect potential threat [anomaly] among a large amount of alerts, have been paid at-
tention. However, it is pretty hard to analyze alert logs efficiently because they typically contain categorical
variables with enormous patterns such as IP addresses and port numbers. The paper proposes an algorithm
which can detect anomaly on such logs on the basis of the embedding approach in the natural language
processing field, word2vec. The proposed algorithm extracts low-dimensional, feasible features of objects for
anomaly detection from logs. In our experiments, the proposed approach outperformed a baseline approach
on the task of detecting attackers’ IP addresses from network IDS logs.
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Algorithm 1 IP2Vec for Anomaly Detection

Input: {w;, C(w;)}:

Output: A set of anomaly scores {S;}:
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for k =1,--- ,maxepoch do
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return {S;};
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