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On the Effectiveness of Password Assist Tools: A Replication Study
with the Participants from Different Language Spheres
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Abstract: This study aims at understanding the influence of linguistic/cultural differences on the effective-
ness of the password assistant tools. As a baseline of such tools, we make use of the tool developed by Ur
et al. [9], which assists users to create secure passwords with the data-driven password suggestions. Using
the internationalized version of the tool, we attempt to replicate their user study with the participants from
different linguistic/cultural spheres. We recruited participants from Japan and the United Kingdom and
asked the participants to create password using three types of assistant tools (a password meter, text feed-
backs, and suggested improvements) and evaluated the security and the usability of them. As a result, we
found that the effectiveness of each assist tools is different between Japanese and the UK participants. In
terms of usability, the most Japanese participants answered that the text feedback was useful, and the most
UK participants answered that the password meter was useful. In terms of security, the password meter was
effective for Japanese participants and the 3 assistant tools had the same impact on the UK participants. Our
findings imply that developers of password assistant tools need to consider the linguistic/cultural background
of the targeted users when they try to obtain the optimized outcomes.
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RNy Z I 3FEEE O 22— P OREZHWZNAETH -
7-AREMED B B Z &, EFHADSIMEIZE 5 THRAT—
RD74 =Ry 7221352 RBLOVRERTH > 727
DYGEAD I o722 e BNEZLNS. 4E2RDE, H
KDBINEH D > H NoFeedback 5eF: 8 & O None &0 T
TNRAT = NERZITRSTZZMEIEX A T4 L7 &
FELTWBEHEMEN. ZOZehbdh, 74— KNy
ZRHARZBEWTA—YEY F 1 2ETIE50REMELDH
brFEZo6N5. —H, FEEIZBWTIE 7+ — KNy 70
A=) FAANEETLZZLIINIVWEEZI SN,

IRRAT—RWER. RAT—-FN@EEA—-ZPT 1=K
Ny 2 HRB e, NAT— NERI L7728 HE L
7=2MEOFEIIEL (HAR 54%, HEE 31%), 7210
Koz BB UEEBMDT VA MHAMIZHEARTHA
BLOEEDOM A TEP -7z, KE [9] 2B VT H AR,
WNAT = RIEEPRIZN > T 2 RE T 53INE 1% < 7
< (51%), X SIZHRRINAEASAAT - RiEREZMHLT
NAT—=REERLZZMEIZOT P T TH 72, KE
DBMZFNAT — NBUEBERIRT 22T 1+ THER L
LT “BAoROERTETRVWEEZ 208K, “av
Ya—ZPERLUEZNSAT = RIMEATERN RENE
Moz INTWS [9).

44 FI754A VHBICL BT — RBERASE
Rockyou DM/ IAT — ¥, HAS X OHEEOJRFH/ A
7 — K% PCFG TH#E L, 3MED 10° OHEHI AT — K

R4 BRERFMEZTe0 YY) F 11T 2 EIEHER

H A He[®)

BBV (%) B3 (%) | Bbaw (%) 85 (%)

Basic 1747 L1 57 24 51 24
UM o7z 41 18 44 16

Uo7z 39 45 67 18

NoMeter 17477k 54 23 55 26
ot 37 23 55 11

LAz 49 40 62 19

NoFeedback 17145 L7% 77 6 62 12
HUhot 34 21 44 8

HLHo7 53 28 64 12

Nolmprovement | 1747 U7 55 23 40 33
UM o7z 45 14 47 11

Lo 7 41 45 53 24

None 174707 68 9 40 33
UM o7z 43 16 42 12

Uo7z 59 23 65 19

K5 BT VARV MEMiOA—FVEY T 1 BT L EEHEE

HA |

Bbzwv (%) H5 (%) | BEbiw (%) 85 (%)

A= Bro 7z 6 76 8 72
DI rotz 69 14 75 12

BB AT—RiZ 13 72 31 55

EATT IS 3 87 25 43

A3TRHELW 4 59 7 61

T4 =Ky AL 7o 5 82 18 61
AL o Tz 62 23 73 12

Rl BAAT = RiT 8 81 28 55

R %137 17 58 30 51

NAT— NUER | RLo7 20 54 44 31
BPDIZ ot 40 30 56 20

BB RAT—RiZ 20 52 53 30

EHERTS. IS5 E2AVWTHAS KUOEEDOSIMNE P4
U7 AT—RN%2 205w 795 4/8%— (Rockyou I
WA T — RS HAZMED/NA T —F, Rockyou IR
NAT — RS EESBMEDSAT — K, HARDIFR/ A
T— RKMSHASMED AT — K, EEORHE/SSAT —
RO HEESBNED AT —R) OFEEITS. FNEDH
HEBUZBTE 7Ty 7 XINSMEDER/SAT — KD
&%X 3, 4, 5, 61ZRT.

Rockyou DJRHENA T — N2 2 T -2 LizG&
(K3, 4), HRTIENAT — NEEA —XDAIRRIN
72\ NoMeter e, B L OEETIIMEH T ¥ A MR
None &MEDMERI X NPT o 72, BEOSMEIZEWT,
7 YA MO DT, VT IVRA LTHRAT =R
FREERT I TERERNAT - NEREZRT N TE
2. HAOSMFZFIZIE, NAT— REBEA—XD L > 58
R RT ERMTH 7. — 7, HAD None
FMFTERINZNANAT = REHR I NI W &by
5. BAOBME RN ZERFEEERET L+
WHEDE\WS AT — REERTE A HeENH 5.

BEDORMANZAT — F2MHHLTPCFG 2% I
Y&, HARTIE NoMeter e OBEBIIR I E N Z & A3
L7 (K5). ZHhidX 3 DFEREBELULTE Y, HAD
SMBIINAT — REEEA - X2 AT LI LT, — BN
TRISAT — FR—=ZADKE, NREEZK>HBED 51T
HUTELZERNRNAT = RERNTELZLYbNrD. £
72, 74 =KXy 7200 TiX, HAOSMF KL T
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Xa)T71 DR LITIEFSE LU ro/z. 2P T+
FHE T > — MIZBWT, HROSME X 82%03 7 « —
RNy 23N> 728 AIE LT W2, LALT7 14— Ry
DR END Basic b & 7 4 — KXy IR IR
\» NoFeedback & DT, SINZFEDERK/SAT — KD
MEIZEZZSOEYRoNGh o7, ZHhIZAADSINE D
T4 =N\ I7E2EMRATETONRNI E 2EKT 5.
—4, BEOSMEVNERLZSAT = NIZBWTIE,
10° B OKEADI ML ED T > A b Hiffi % W TAER X
NN AT—NIZBWTHRMKICEF 2 ) 71 M ET 5
Z NS o7z (¥ 4). Rockyou @ & 5 7 —fkHy
TRNAT — R & JUIZ R 2 L HNT T 2EHITH L TE
SHEHOT VA MEMITARTCHRNTH 572, 72720, 3
HaExRe UBBIIH L TRBESRNSEDT VA M
MEREBZNZ Db N 5 (K 6).

=)
5. &E:

5.1 ¥ ERE
ARECTHEALZ Ur & [9] D8R T — N Al i 1% 0%
FEEOI—PENRE L TESNTE D, —INRIREH#S
AT — REBEHEDOFEEZE L IZNAT = RIEEA—XOD
ARTAATHREHEINTVWS., Lo THRDSMHIZE -
THRAT— FBEA—RDRT AT IZHE TR > 720
REMEDH L. &T VA MEMARESHE - LT L2
bZXEBZ VS5 BOFETH L. 72, AR THEL
7-HARETEESZT TR, MOZFEPLENRE L-H
BOWLREEETHLLEZHNS.

5.2 HRMmE
APFBETIXBINZ LS A T — ROAERK & KIFEL, 2
HINBLOSA T — R &2 Uz, SI#HF W IEiRE %
WOTERHRETE S 2, WELZT —RIIHEEHKTD
AFHINDZ Z L, AEERNPARINIGETESINE
DT TANY—=IZBb B HERITTFNSNDE Z & 2 HETITH
LU, ZMANORE2E. 7, BLSAT — NAERIZ
LT, RUTHES—VCATHHALTWE/NAT — K% fH
HAUARWE S HEERELZ T2, WELEZTF—Z RSN
TR EDANT 72 ATELRETZEIFE L. A
INZIE, SR T — RIS X N RIEETIHRE L,
FENTEPS TS I N NA T — R 2 SINE L D1 7R EE
THWHTHZRT Z Lo,

5.3 H—ERREEADIRIE

HADSME X, XFR=ADT 14— KNy 7855
BTV T o PMELS D, RAT—RFiEEA—-X%
UGG e AT = REER L. KoTHR
DI—FIZH LU TIEXFR=ATIIR L NNAYT — NiRE
A—=RD &SRR IAENP B LT WD EEbhs, &

EoSE L, WAT—R@EX—X, 74—y 7D
I-YFEU TR UTETHTH Y, &7 A X
FIREEICZEMIZHE L, Lo TRAT - RilEXA—&
T4 =Ny 7OfHMELTWEEEbNhb.

6. &b

AR DOHNE, T—FDOZFES LODEND, X
AT — RERT A MEMOBMEIZED & S ITHEE K
FEIREPESNIITHILICHE. TDEHIZ, Ur 5 [9)
PERL U 7278 A7 — R AR 2 FVy, R722 SEEE - X
LB DS I & 28AERE1T - 72, Kz, STk [9] 1
KEIEEDSNE 2 HRIZLTWED, AFETIEAAS
FOEEOSINH 2 N FIZHTHE L LML 7=,

FEDHE, AADHINEE, NAT— Rl A — &)
HEGEDTHINLLLNAT—R2EEKTHI L, BLO
T4 — RNy ZRNRAT— NWERZEDLFER—ADT
VANDBBEBEITEOERBLAEANDH D, -V
V74 PMERT BRI LAZ. £/, HROSNED
T B2 RAT — NiE, XER—ADT VA NERIZHD
5T, REOBMENPERLTAHNAT—REDEEFa
VT 4 BENE N o 2. EHEDOSIE L, NAT— NEE
A=RRT 4 = RNy TP DL BHAD H B Z
EMS, INSTENFESIZE>TI—HFLY T4 BEL
ZEMWOIMPMNRB. FREEDOSIMNENERT H/8AT —
ROBEIZEL T, 07 v A MEiid FREON R H
LZ AL, LEOHIRERET S, HRAOD—
PIIFNAT — NREA — &, HEEO—PIZIZ AT —
REEA—RE 74— RNy JOMHANELTNWEZ D
RBXNG. SEPULIT L B AT = RAEKT ¥ A MM
MOFEDENAHMET LI LIZLD, Y- 2ADOFHE
XU TR T VA MR R T 5 Z L SRR A
5. R LT, -V T DETZHRNRIZHZ 2
kT, K0 REHNRAT - NERE -V —IZRTZ 2N
T&E5.

ZE X
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