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Dynamically Configuring Virtual Network to Observe Intrusion
Activity

Hoance XUAN PHAM!  YASUHIRO NAKAMURA?Z

Abstract: In recent years, cyberattacks targeting specific individuals and organizations have become more
sophisticated and diversified by combining various means. When attacking, malware spreads to the organiza-
tion’s network and then spreads the infection to the organization’s internal network called lateral movement,
but it is difficult to realize perfect defense measures, so the damage is minimized. To suppress it, it is
important to quickly detect malware intrusion and collect post-intrusion behavior. Although in the past,
infringing activities are observed by a system that simulates an in-house network, the configured network
environment is fixed, and not all lateral movement methods can be observed. Therefore, to dynamically
change the network configuration based on the observation result of the connection request from the attacker
of the external network, in this research, by using Docker, a host to be intruded is realized in the virtual
private network environment. Propose and evaluate a system to observe the post-invasion behavior of an
attacker who has intruded.
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Fig. 1 Overview of the proposed method
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