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Security Rating Method using Open Data
for Suppliers in Supply Chain

Takumi Mori® Masahiro Fujital Tadakazu Yamanaka®

Abstract: With the increase of supply chain attacks, all the suppliers in the supply chain must achieve the appropriate security
level to protect the attacks. The suppliers’ security levels have been evaluated subjectively by checking transaction histories and/or
a company's name. It leads that a low security level supplier is selected, and then it may be targeted for cyber attacks. In this paper,
we propose a supplier security rating method that quantifies the security level by using open data collected from multiple
information sources. The collected data are classified, weighted based on security rating items, and stored to a repository. The
security levels are evaluated objectively by referring to the repository and based on a request of buyers. The security risks of the
suppliers can be visualized and make common view of security between the buyers and suppliers. In addition, we evaluated the
information that suppliers should disclose and the method of disclosure using security management standards such as NIST SP
800-53 and SP 800-161, and verified the effectiveness of our method.
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