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Performance evaluation of robot operating system
in cryptographic communication

Abstract: The robot industry is expected to grow to an industry of 9.7 trillion yen in 2035, and growth of
new fields such as the service field is expected as well as industrial robots. The increase of robots can be
targeted by new cyber attacks, and it can be a serious problem especially for service robots that operate
near people. Middleware is often used to develop robots with various functions using various hardware. In

this paper, we focus on the next version of ROS2 released in December 2017 for “
which is widely used in middleware. ROS2 is said to support security, and communication encryp-

(ROS)" |

Robot Operating System

tion is supported. By testing the data length and characteristics of the supported OS for ROS2 encryption,
we clarified the points to consider when actually applying the security function of ROS2.
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4 Single scan from a planar laser range-finder
4 If you have another ranging device with different behavior (e.g. a sonar
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# will make fairly laser-specific assumptions about this data
% time of

std_msgs/Header header # timestamp in the header is the acquis
# the first ray in the scaa

in _id,|angles are measured around

WIS (counterclockwise, if Z is up)

# with zero angle being forward along the x axis

float32 angle_min
float32 angle_max
float32 angle_increment

# start angle of the scan [rad]
# end angle of the scan [rad]

# angular distance between measurements [rad]

# time between measurements (seconds] - if your scanner
# is moving, this will be used in interpolating position
# of 3d points

# time between scans

£l0at32 time_increment

float32 scan_time [seconds]

# minimum range value [m]
§ maxinun range VM
#|range data [m]

-

range min or > range max should be discarded)
# intensity data [device-specific units]. If your

# device does not provide intensities, please leave

# the array empty.

F— 2 YA XELE

float32 range_min
float32 range_max

float32[] ranges

float32[] intensities
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*2

https://github.com/ros2/examples
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