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A Tamper Resistant Implementation for Lightweight Ciphers and its
Evaluation

YUSUKE NOZAKI'! MASAYA YOSHIKAWA ™!

Lightweight ciphers, which can be utilized in a small device, have attracted attention. On the other hand, in the field of hardware
security, the threat of side-channel attacks, which steal a secret key by using power consumption or electromagnetic waves
generated in circuit operation, is reported. Therefore, the study of countermeasures against side-channel attacks for lightweight
ciphers is very important. This study proposes a new tamper resistant implementation based on RSM for a lightweight cipher
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PRESENT. Experiments using an FPGA evaluate the effectiveness of the proposed tamper resistant implementation.
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Figure 3  Outline of the proposed tamper resistant

implementation.
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Figure 4 Customized sBoxLayer.
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Table | Hamming distance between mask values.

offset 0 1 2 3 4 5 6 7
Mogser 8 8 3 7 9 a 6 5
Mofer1 8 3 7 9 a 6 5 f
M’ 0 b 4 e 3 c 3 a
offset 8 9 10 | 11 12 | 13 | 14 | 15
Mopes f 0 e e c 1 4 5
M oers1 0 e e c 1 4 5 8
M’ f e 0 2 d 5 1 d

F 2 VAJMEMOHD Ay NHEALT ISR %
Table 2 Probability of 1 for HD between mask values in

bitwise.

M’y M’o M M, M’;

PMy=1) | 05| 05 | 05 | 05

# 3 pLayer B8 L7=HA O~ A7 fE# HD

Table 3 Hamming distance between mask values using pLayer.

offset ol 12345 6]7
P (Mogser) f 13| 2|6|c]| o] 4]1
P (Mogere1) c 0 4 1 2 7 e 8

H, 2 2 2 3 3 3 2 2

offset 8 9 10 11 12 13 14 15
P (Mogser) 2 7 e 8 2 f a d
D (Mogser-1) 2 f a d f 6 4 ¢

H, 0 1 1 2 3 2 3 1
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PMuerr) | | 0] 9 5| d|c| 0] 9
H, 202|222 |21]2]2
offset 8 | 9 [ 10|11 12| 13| 14] 15
P Moger) d | c|0]09 f|a|f
PMogerrt) | b | £ a | £ 23| 6|09
H, 222 2]2|21]2]2

X 5 FZBRERBL

Figure 5 Experimental environment.
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Figure 6 Tamper resistance evaluation of PRESENT without

countermeasure.
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Figure 7 Tamper resistance evaluation of the proposed tamper Figure 8 Comparison of correlation coefficient.

resistant implementation with mask values A and B.
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Figure 9 Evaluation of the proposed tamper resistant

implementation with the proposed mask value.
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Table 5 Comparison of circuit area.

ATA4AH | VLUREK S

I 56F SR 126 153 100%
PR & Rk 232 157 139%
TI[12] — — 205%
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