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Implementation scheme of authentication shutter
utilizing existing firewall system

Abstract: As a countermeasure against frequent fraudulent accesses using leaked credentials, an authenti-
cation shutter concept and its implementation have already been studied. In this paper, an implementation
scheme for realizing the authentication shutter into an existing network firewall system is proposed. The
advantage of the proposed scheme is that the authentication shutter function can be installed without any
configuration changes of existing network service systems in operation.
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Fig. 1 Configuration of existing network service systems
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Fig. 2 Proposed configuration for implementing authentica-

tion shutter
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Fig. 3 Utilization procedure of service systems in proposed

configuration
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Fig. 4 Login page of shutter control server
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