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Investigation of Secure Device Pairing Method using Marker by

Camera and Accelerometer

Abstract: Recently, mobile device and IoT device equipped with wireless technology such as Wi-Fi or Blue-
tooth is increasing. Along with this, it is also increasing to communicate wirelessly between these devices.
For example, there is scene that a presenter distributes meeting material to participants’ device. However,
there is a possibility that impersonator outside the room obtain the materials. Hence, we proposed device
pairing method, which calculates similarity between displacement data of marker displayed on a device from
camera and acceleration data from the device. As a result of calculation of similarity, variation of similarity
was large, so it is not possible to perform stable pairing. In this paper, we investigated correlation among
distance from camera to device, size of device’s display using external camera. As a result, the similarity of
the small device such as a smartphone was high when the calculation method using the difference between
data is used. Also, the similarity of the large device such as a tablet was high when the calculation method
when the correlation between data is used.

Keywords: device pairiing, marker, camera, accelerometer
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72728, 1m KY) D @O (1.0m, 2.0m, 3.0m) OFH#ETIE%

9. BE=vavig, YvIVgE—Yay (0O) &ML

E—YaYv (o) BHVS.

Ml 3R TRER IR T 2 20 RD 7TH#TH D,
DR OFIETHERRETTS.

(1) #BE 1L 7 31 A (Nexus 5X, Nexus 7) 255, 774
Z L D% (1.0m, 2.0m, 3.0m) 9.

(2) BEREETNAADT TV r—va vaEE#HL, T«
ATVADHRATIZMD XD IZTFNA A% ATIZH
5.

(3) BERE X T NA ATE—Ya Yy (O, o) 25 5 M
<.

(4) FIE (1)~(3) % 5 [l 0 ET.

R 1IZEEHOFIHTERZT oL EDY— A —FDF
HREMEEZRT. MR LT, = —DFEMUEDDONT
l%, Nexus 5X & O Nexus 7 # W 72358 DELE LS <
otz ZOMEE LT, Nexus 7 DA Nexus 5X & 9
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K1 Y= —SIOVIGHE (FEIA AR 22)

device Nexus 5X Nexus 7
motion @) 0o O 0o

1.0 m 0.79(0.28) | 0.79(0.27) | 0.85(0.19) | 0.85(0.22)
2.0 m 0.79(0.25) | 0.80(0.23) | 0.87(0.20) | 0.91(0.17)
3.0 m 0.83(0.16) | 0.77(0.24) | 0.85(0.25) | 0.91(0.15)

xR 2 HEET—XOVGEMLE (Vv TNy F U )

device Nexus 5X Nexus 7

motion O 0 @) 0o

1.0 m 0.043(0.014)| 0.045(0.014) 0.053(0.014)| 0.051(0.015)
2.0 m 0.043(0.015)| 0.046(0.021)| 0.053(0.016)| 0.057(0.015)
3.0 m 0.049(0.014)| 0.043(0.015)| 0.051(0.015)| 0.062(0.020)

xR 3 HET—XOVEEEMNE (DP vvF 7))

device Nexus 5X Nexus 7

motion O 0 O 0o

1.0 m 0.031(0.012)| 0.031(0.011)[ 0.038(0.011)| 0.035(0.011)
2.0 m 0.034(0.012)| 0.035(0.016)| 0.038(0.008)| 0.040(0.012)
3.0 m 0.037(0.009)| 0.032(0.009)| 0.042(0.012)| 0.045(0.016)

R4 HET— ZOFPFLE (Jaccard F7E)

device Nexus 5X Nexus 7
motion O 0o @) 0o

1.0 m 0.24(0.12) 0.26(0.12) 0.19(0.08) 0.22(0.09)
2.0 m 0.26(0.14) 0.27(0.14) 0.20(0.07) 0.19(0.09)
3.0 m 0.24(0.11) 0.27(0.11) 0.19(0.09) 0.20(0.08)

R 5 HET— XOVHHELUE (FHERE)

device Nexus 5X Nexus 7
motion O oo @) 0o

1.0 m 0.39(0.36) 0.40(0.24) 0.38(0.27) 0.40(0.26)
2.0 m 0.45(0.32) 0.48(0.17) 0.50(0.22) 0.48(0.24)
3.0 m 0.42(0.27) 0.42(0.22) 0.51(0.28) 0.49(0.20)

R—=H—DRELEKRIN, BHBINPIT Do/ EZS
N, 7z, FEHICL2EUEOEIIR S NRh o T,
R2UVVYTINBIyF VTRV EORET —
RDNEPHEBEZRT. FMRELUT, ¥v—H—DKEZ
HNE W Nexus 5X & AWz & & DFELUE D 55 Nexus 7
ERHWEZEELDEWI Doz, TOMBELT,
Nexus 5X D HBNE L 2—=HFIZ e o THLA LR T o7
MOEThHhdLEZONDS. R3IZDP Yy F VI THE
T2 OEMEERH LR e RT. YTV ey T
v 7 L FARRIZ Nexus 5X % AW 72 /%8 Nexus 7 & 0 SELUE
DELRY, Yy TNig=y F U7 &0 HEUER 2 AR
Bl RoTWBZ e bhb. K 412 Jaccard 25 TH
ETF—20FMEEFE R LUMERERT. ZhdRKICN
SWVWTNA A TH 2 Nexus 5X & FIW 72 5 AHELLE 23 <
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BoTWdIeWbhrsd. R 5ICHERHMTHEE T — &
DHPEZRB U MR ERT. Yy IVByF T,
DP ¥ v F ¥ 2, Jaccard fR¥El & 133112 Nexus 7 & FH\W\ 72
& EDRELED S M Nexus 5X 2Nz EX D EL -
7z. T, Nexus 7 DA Nexus 5X & W HEMNKE ],
A—PFPRE—Ya VRV EONEE Y VY O
DRy, mOHEMESh NS EEZI NS, £
7z, Nexus 5X Z W72 & £ 2.0m, Nexus 7 Z W7z &
1 3.0m DL EFLENRELES R o7z, ZTORRNS,
TNA AL T AT OFEHENENEEFUEN EA S Z &
<, TNAADKE ST & o> CHEYILRBEHCFHET 5 2
WD ot AT, R4 20FLEREHAGIERIIEL
T, FLUZIZHARTERFEENRESRD, BELERT
VY IR TERVRER L 57z,

DAEDKER XD, TN AL H AT DI & 558 0UE
DFEFHBERBLSINTIER SNT, T80 ZADFEHIZ DN
T, Nexus SX REDAY— N7 4 V&2 HAWBIZIEY
TV F U IR DP ¥y F U7, Jaccard (RE7x
E, T RDEIZ XL BHEMER L S EE WIS BE D
EL B yh o7z, F72, Nexus 7T DL DR AT —
F7xvEDREVWET LY b EHWZGEIIMHBIREE
W7z 7 — X OB & 2B R A% O UESE
EREL B e h o7,

5 &hHYIC

AFTI, M2 RELZ, IEEX Y 2EBH L
T2EBNANTNA AL ATEHBER U2 —NE_T YV
TFTBFIEIZONT, M AR T EAN, T ZADFE
M, TNA AL HA SO, €—Yarz2B b3, H
DHEMER N HIFC LV ENE 2R T 2ERET o 72,

EROFRE LT, v—H—OHEBEIZOWTIX 0.8~
0.9IFEDMEEL D, TNA AL I AT DI X - TR
ERWET B dmh otz EET— X OELEIZ DWW
T, A= P 74 VREDINIRTNA RAZBENWTT—
A DL > TEHVWELERS S, XTLy haE0D
RKERTNAATIET — XEOMBIC & o TEWELEDL
Bons., SHOBEELITIZERS,

o [TEDE—Y 3 v TOHEER
SEOFERTIE, WRFIZS VT VigE—Y a3y (O)
CHEHERE—Ya Yy (00) D2DDE—Y a VERINWT
HE50, HEERZREL UL, UL, EBICa—UH
R7) VT %7 EFA-IDVZTOETLREIZE—
VavETIED, TNEFEULZERET I BLED
»H5.

o T — RODFFEE DL
SROEBRTIE, BT — R ENEET— X 25 -
B THET—RIZEBLENS DT — R DL
PUEZEEER LUz, UL, FELUE OERERF2ER K
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ELZELIZRT YV IDHUWKERE o7/, 22
T, 22— E—Y a voR#EEHREL, Tho
DHEUEEZRDD Z L THICHELISZELZRTY
VIMTEBREEZONS.
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