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Abstract: Attribute-based access control provides a flexible management of authentication in cloud services
such as sharing and collaboration using cloud applications. In this research, we focus on VDI sharing as a
cloud application, and develop its authentication mechanism based on users’ attributes using Cyphertext-
Policy Attribute-Based Encryption. Using this mechanism, the management of encryption keys is not com-
plicated even if the number of users and attributes increases. We implement a prototype system of the
authentication mechanism used in VNC as VDI sharing. We evaluate the overhead of the authentication
processing of the system and show that it has little effect on practical use. In addition, we show the effec-
tiveness of our developed authentication mechanism compared to authentication using the usual public key
cryptosystem.
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Fig. 1 Outline of ciphyertext-policy attribute-based encryp-

tion.
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Fig. 2 System configuration.
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Table 1 Specification of VMs.
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Table 3 Detail of authorization processing time.
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(2) VDIFARY L OEMEBIEMFORES{EEES DR
EDEE
VDIFHAY >0l i% A and B and C and D @ &
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VDIFIHR Y o @ @ 2 1]

(b) FIREE/MEFE T L2BE

5 K T OIEMHEEI IR OB SAL /A5 R
Fig. 5 Encryption/decryption time and the number of policies.

I IEEEE AND #E T 50 T L7234, AorBor
CorDD L) IZEME OR AT 50l F THR L6
DI FAL EEF 1A B M EZMWE T 5. Wk (1)
& FAIRRIC clock_gettime FA%L % FH VY, 1,000 [FEAT O3 %
Ko7z, CP-ABE O#E X 2,048bit &5 4. F72, VDI
FIHAARY) > OEM% (A and B) or (C and D) D L 9 |2
JEVE R AR T 50 fll F THER L7234, (A or B) and (C
or D) ® X ) IZEMAMRI T 50 8 F THRL LGA LM
FRCHIET 5. #HREZE 5 IRT.

(3) CP-ABE OMEERDBEIE

CP-ABE O 5L L 55 12 h 0 B IR~ DO AT A & DR
EdLDEMWRT L0, UTD2008% — HETL
7oL Z0OFY CPU HZEx&EH L7,

(7)) NAT—=F77A4 V% VDIFIHRY > olgitis
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AND #5450 1 C 100 [B]# R 5L

(1) VDIFIHARY oMK% AND #4 50 f# TH 5
fLL7SAT = F7 74 VEEET HIBIHES 2D
LT 100 [A1E I 5

I linux O top I¥ ¥ FEHW, (7) & (f) %%
THZ CP-ABE Dl 5L & 5 DD 71+ 2D CPU ff
AR L, #it L7z CPUMHRZ R LabE7b D%
B A CEl - 72 % 7 CPU ik & ¥ 5. CP-ABE
DL 2,048 bit &£ T 5.

WERERZ, (7) OBADOFY CPU iH=I1Z 71.84% T,
(1) OBEONYE CPU L 76.42% Tdh - 7-.
5.2.3 VDIFIBEEDMEERREICEAT 2ER

# 3 &1, CP-ABE OR5/LIZA 25 FEfIE RSA By 5
DKy 4.5 K5, HHIHh 7 HREHEIE RSA K55 D) 1.6 f5T
Ho7z. CP-ABE 13 RSA 5 X D IKERIA D5 A%, —
N, 24T MIlwTRS 100ms LN TH L. T DFR
FELE VDI RIS VDI 2 FIABGT 5 & S0 1 2T
fThndbDTHY, ZOKEMIE VDI FIHE O/EFERE [
RELWMRTHLDTHRL, 799 KT T r—3var
HIROBIEIC D EEEZ 5 2w, £3 0Ny v 2{bidX 4
® VDI FIHGEREY — 23/ 27 94T » MIBIT5H VNC /¥R
T—=R77A4ND)Ny 2 afbiZhnbEEHTHY, ZFofl
DHIIH 4 12BT 5 EH A v & — Y OIEERLE (1 ms/
X yt—), VDIFIHA) Y REE, VNC /XA T — FZ
W/ BRI AR TH D,

5(a) £V, ORFEHOEG UM X TOHA TR
IR A 5%, BEEILDIE) AZFDEE R E V. H
O ORFEEDHETIZH 15ms 5 16 ms O TITIZ—
FETHo7. M 5(b) b 5(a) & FAEDMEMAH S 7.
cpabe toolkit TIXFFHGHE % H\ T AND & OR TOiH
HAEFEELTwE. VDIFIHARY) > DEEA 9T AND
WEOWE, WEEHRE n @I58 L72ailEms X<
ZBIDENRDH L. TRTOSEIFRIH L TUIAFTH
N27-%, AND #EAIZIHI LT CP-ABE O RLELES ] A3
m¥sLEzons, VDIFIAARY > OEEHLSTRTOR
WEowme, nBogiiEho ) bEnr1>ThEoh
METEDEH RS, ORBEEDOYE, B Lo AND
A FRC n M ORSLUEELE L & 55, H50
BIX AT BB R o0 ST 1 RZTHESTT 50
T, BUHEHEZ THUHERIIIZT—ETHE. 2D
& B IEMEAE 2 T VDI FIHE ORI 2SK & {1
KTHZ EldRwv.

(3) dAEMPEIZBVT, (7), (1) &HITFY CPU
HHRIL 10%G & Emh o755, —#&MIC VDI B2 % 4 v
77— 2T VDI A A&V A KIE PCTHY +
IBENINSH B EESNDL Z LS, VDIFIHRETO 1
DFBFEICBNTZOFHRL o THEH LW EE
AHMNB. ENA VR CTLEREEIICH 5] O L) %

© 2019 Information Processing Society of Japan

Wi AR DO MIRE O D RE I N T WD,

5.3 FHMEDX EH

FERPEEE 58 T, CP-ABE 1& RSA 55 TldiE L
BEDFEB L VDI FIHERM THEROIENTE L Z L
5 VDI A OFRCAHMTH A Z L &R L. F72, VDI
FIH AR > o BHEZEA ML CTH VDI FIH & O
IERIFICH RS S 2 &7, CP-ABE TOEEMERDFE
AERHEHMATOEEDOT KX ORI ICEEEZ 52500
ThWILZERL, TNICEY, 3EBTRL R
DEM2ZGIZTIENTETWL, E512, 5.1 HOdH
HHIZMOWKRICE VSR LRBREY AT AT EH3 b
iR R N D

6. BBHYIC

ARIFFE TR AHER S RO —HET, Bik% FikicLE
THIENTEL CP-ABE IZEH LT, HEfEEE LT
VDI G ZxG e L, BIEICEbEFEEREZRETE
% FRAEARRE & BHSE L 7.

BUE, RELFEREREICB W TEED G D720 |2 VDI 3k
HrHwTwa2s, ESNS VDI ETEERLAZWT
TV =2 a VHRRRESNLWRENEZ 65NE, D7
O, VDI L CT7 7)) r—3 a3 VHEAOZENTE LA
WULETH L. 5%ITBMEN— ARG 2 W73 2T
LKA T P — VY ANEH LS AN OR s
2479

BEE AMEICHD, A3 AV MEWEWH
WK FIEHORAE PR R IS AL IR (TR L £ 5. ANF
FE D —HBIE H A AT 4R B BF 2B 78 2 B i< 18K11266,
16H02808 D% T THEf L £ L 7.
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2K

P OVE NI R TS SRS
BUE, FIRFRFBerEaR 2 7R
WA ERE. 7 7 NI S 208
FEIZHET.

hnFx HIfE

2017 4EIL BT L KA IE R A3
BIE, FRSFREGIEREEDTE R
WIRRARAEEE. 2 9 FREEBICET 20
72 | ZhEE

RIE F (ExH)

1982 4L B K FAR AR R,
KpLFAHF, (W) W B
FEHTHANT B, LR TR HE
BF, FERFERLIE Y > & —Bh#dz
ERET, BUE, RS RFBEIGHE
WFekk sz, Ht (EHRIE). a3~

Ea—%ty b=, “VF A7 7lEICHET 505
IZPES. mTiEHuEfE s, IEEE #2A.

EE B (ExA)

2001 fEIR B KT HEHE H (B
F) ZZE. 2006 FEIER AR LA
FgeRHE LIS T, BE, ILEKRY
A T4 THEMNIRE L >V 5 —fE#H
Bt (I%)., av¥a— 4y
KT =2, VTINEALLIVT AT A

TfE, AR ICE S AR IER. A ERORE S

2438, TEEE %

=H.
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HER B (ExH)

1981 SRIL B RKFE T EME —H (ER
) B3, 1986 HE IR b T4
JERHE LR RIS T, FRFEBT,
FIRZEEREL Y A7 L%t > % —B)
Pz EFEC, BUE, MRFHERA T 1
THEWRYL Y ¥ —Hd%. Tt

av¥a—%ty NT—=2 BT AHRICHESE. BEHR

344, IEEE Communications Society %4 8.

757



