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Abstract: Network administrators usually collect and store logs generated by servers, networks, and security
appliances to identify the source of problems by investigating the contents of log information when they find
network troubles and/or security incidents. The size of the system to store and search the log messages
tends to be larger when the size of the target managed network becomes larger. We proposed a fast log
storing and searching system “Hayabusa” which is optimized for time-dimensional search operation in our
past work. In this paper, we propose a simple distributed system which adds scalability to the existing
Hayabusa system. The evaluation results show that the distributed Hayabusa system consists of 10 servers
(with worker processes) is 36 times faster than a standalone Hayabusa system. The time required to perform
a full text search over 14.4 billions of recoeds data is just 6 seconds, which is fast enough for daily operations
of administrators managing a large scale network.
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$ parallel sqlite3 ::: target files ::: "select count(*) from xxx where
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1 Hayabusa D7 —F7 7 F %
Fig. 1 Architecture of Hayabusa.

*1 https://www.youtube.com/watch?v=swsS12c1VGE
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Fig. 2 Architecture of Distributed Hayabusa.

730



1BERIEF=EmEE Vol.60 No.3 728-737 (Mar. 2019)

3.2 XhL—v

3 Hayabusa O X M L—21E, A%~ K70 vtk [HE
K12 SQLite3 D FTS & 74 L7 MU BB ICHMZ~ v ¥
Y7L, MO ) e Le < Ty, RH#EPHO
BMENTELIRET .

SHICHMBENHEE A — VT 7 F B0, EOM
BRA MIEY) 7 2 A M RV TOMRBETRER £ )17
NTOWIERA MR —D T — ¥ #RFESE L, 2T
NTOMMHRA P& syslog T— 7 B L CTRETH 2
LERERT A, TMICED, EOMIIRA ML) &
IA NI PESTHRE URERIEL Z EPRIES NS, 72
syslog WHELENLZ LI2LY), T2 OREHIEHT
ALHLR 2 R A8l L7 — & asiHdc L7z & LT H oLk
A MZT =& A% 0 * A5 1 5.

3.3 X4 a1—7

43 Hayabusa &, MEZRILFED 2 7 ¥ 2. —1) > 712 RPC
(Remote Procedure Call) #Jwzu— R N5 7k
GNU Parallel 12 & % 70 AL THEL V2. 5L
To AR A MO FLIE AZE LT, Producer/Consumer
ETNVE W72 RPC LB ZI5F IR Y 01 2 10— RN
Ty TICEY, FARR MANEIEE ISR AT A S
N5, HARANCTZITR o MBI >~ 7 u Ul
® Hayabusa & [F%: 2 GNU Parallel D5 Fid & L CT%E
TaN, #iR% Worker #fHHTZ 74 7 » bNERT,

4. Ei#

4.1 W5)EHE
4.1.1 F—2OEH

syslog & 3N TOMH /) — NN EHFEF L 720 12K F5E
TlEA -7V =AYV 7 b7 7 TH%, UDP Samplica-
tor [6] ZFIH L7z. UDP Samplicator (&, {g L7z UDP
Ny NERREEILT FVAZREREETIC, IBE LR E
ARANEFET L, ZNICE VEREO R A ML, Hh
QHINEIEETLN ST =7 2 2E L7200 L9 I2 UDP
Ny NEZETHIENTEL, M21TRT LI, §
NTOF R A MIFHEINF U syslog /37 v N &2
T5.
4.1.2 7ILFT7OtREIC & B ERER

UDP Samplicator (& 1 71+ 2 T UDP D5 LB %
T79. 20, KRED syslog % ELEAMPER L
B 70 203 THIAEA 100% & 7 ) 23X v MRkl
BV ORL L BRAEGENHY), T PHESND
THEEDS S 5. Z 2 THRIEETIE socket DF T3~
[SO_REUSEPORT] ##IH L T UDP Samplicator ~/%>
FEYT, wAFTOLRE LTCEETLLIICY -2
I— FIZBEEZIT- 7. 22X Y KEIT syslog %5215
L7zl &IZ, 1CPUI 7 CEARAMAY 212Dk

© 2019 Information Processing Society of Japan

Consumer

Producer Consumer Result Collector

| Push ‘ l Pull I Push Pull

Consumer

3 Push/Pull /3% — >~
Fig. 3 Push/Pull pattern.

syslog 737 v b OH L R %, o CPU 27 %
FHALER et A ZkE)§ 5 2 & CFEHE L.

4.2 DEUIRR

MEBEWH) 7 22 MEFa—A2 731, Pro
ducer/Consumer & 7 )V TRE 2 5. Consumer (2D 72
HIFERA MEF 2 —A ¥ 7SN 7 A b A IS
T AHH, TDE EIZ Producer &R A N ZH—IZULFEY
JIAMPITEWES L HICH— FNNT U A%ATH.

Producer/Consumer E7NVIXZ DY T M7 = 7 THE
U[HETH 525, RWFZE T EEICETIHET, T
A7) LTI I747 e Worker 71+t A % S250]
RE7 ZeroMQ [12] & iV 7z, ZeroMQ & =8I EYES 5 45
WAy t—TYF 22—, LTHIHEN, [Request/Response ]
[Publish/Subscribe| [Push/Pull| 7 &E4H% A v -
YUNY =V ERBEGIIFEET LI LN TEL. KEETHE,
[Push/Pull] 7¥% — > % J\v» T Producer/Consumer € 7
Ve BT D,
4.2.1 ZeroMQ @ Push/Pull

B 3 T/RT & 91 ZeroMQ D Push/Pull 7¥% — 1L
TONEF TR TDONG.
1) Producer 7)) 7 ZA b % ¥ 2—A4 » 7 (Push)
2) Consumer 7% Producer 7*5 ) 7 T A b 2§43 (Pull)
3) Consumer 25EH: % Result Collector ~& 3% % (Push)
4) Result Collector THUS L7-4E5H (Pull) #4535

FARETH 7 T4 7~ M, Producer & Result Collector
D2 ODFEFNeROFEEL T L., TNZED )7 A bD
AT O Fa—4 27, FEROWFLERE 1 70 AT
192 TEL. WA/ FAT Y POV —Ra—F%k
ZNEIN

5 CRT LI TAT ¥ ML, WMBARA MAFKAT
LUEY) s T A e Fa—A V7L, £FANTEHET A
Worker 78LH % Pull LFEAT L72RRICHRE 2 747 ~ b
NEREEL, 24TV MPKROEN TS, 7IA4T
> ME TCP @ 5557 &K — b & > Worker 25 Dt &
by, M) 7 2 X s %% 2 —12 Push 5. WL
Fix, TCP @ 5558 &K — b TR E4T9 .

KIZ, Worker O — 22— F#[X 6 12779 . Worker 1
IIAT Y IANOERE TRy 2 L, 2 I4T Y MNrEE

731



1BERIEF=EmEE Vol.60 No.3 728-737 (Mar. 2019)

L7z A I T TOIA4AT Y "dF—7> L7 TCP 5557
HNLEY) 2 A ME Pull $57:010H6T L. 0%
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import sys

import zmq

context = zmq.Context ()

sender = context.socket (zmq.PUSH)
sender .bind ("tcp://*:5557")
receiver = context.socket (zmqg.PULL)

receiver .bind ("tcp://*:5558")

© 00 N D U e W N

[y
[==]

cmd = ’parallel target-data "SQLite3 Query
Strings"’

11

12 sender.send(cmd.encode (’utf-8’))

13 message = receiver.recv()

14 print(message.decode(’utf-8’))

4 7947 bY—=Aa—F
Fig. 4 Example of client code.

Client

( Request (push)  Producer (ZeroMQ client) Response (pull) )

command | [result command| |result command| | result
ull ush ull push pull push
Worker Host

Worker Host Worker Host

( Consumer (ZeroMQ Worker) ) ( Consumer (ZeroMQ Worker) ) ( Consumer (ZeroMQ Worker) )

w] e ] e ] e
GNU Parallel D] GNU Parallel D) ( GNU Parallel )

elect || select || select | | select elect [ | select | | select | | select elect || select || setect | | setect
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00.db. 01.db -.db 59.db ngh 01.db -~.db 59.db 00.db 01.db -.db 59.db

Hargetdirlyyyy/mm/ddh/ Rargetdiryyyy/mm/dd/hhy Hargetdilyyyy/mm/dd/hh/

SQLite3 DB files SQLite3 DB fles SQLite3 DB fles
FTS (Full Text Search) FTS (Ful Text Search) FTS (Full Text Search)

5 4 Hayabusa TH\:% ZeroMQ @ Push/Pull /8% —
Fig. 5 Push/Pull pattern using ZeroMQ on Distributed
Hayabusa.

1 import zmq

2 1import subprocess

3

4 context = zmq.Context ()

5 receiver = context.socket(zmq.PULL)

6 receiver.connect("tcp://client:56557")
7 sender = context.socket(zmq.PUSH)

8 sender.connect("tcp://client:5558")

9

10 while True:

11 recv = receiver.recv()

12 cmd = recv.decode (’utf-8’)

13 res = subprocess.check_output (cmd)
14 sender .send (res)

6 Worker ¥V —AId— F
Fig. 6 Example of Worker code.

© 2019 Information Processing Society of Japan

Av Y FEFTLIRICHKRE 2 747 >~ +® TCP 5558
FEAR—F~& Push §5.

5. &

AL TIE, A7 =77 MBEZ4T ) 72912 Amazon
Web Service [1] Tt 25 EC2 L oAES — %2 H
Wiz, A7 —nT7w MRERTR, KEY - % 1HE2S 10
BN LR RO FER 21T . WA FDIF
P, B ZVDOY I IANEITY) 72 TAT Y PARR L
1 EHETS. EBRAMDARY 73R 1 THA.

5.1 NEESR

2017 4@ ShowNet O syslog X541 X%, £T7—45 %
R L7 CARMIMIH 6 H7H2S 9HD 3 HIE) 12
Ao ThH 1535720 FE8 5 THFOZEETH-72. F
RIIZIZE B 7% 5 syslog ZEEDOMIMP AT NS 720,
10 JT1E D syslog & W TR TORr — V7 7 Mg
FOMFEE T - 72,

5.1.1 BRI MDIT—ILT I b

A =T NMERER RS 726, MLEEAR A b ASEEINL
T VLR B DY B B 2 4T o 72, LERR 2 b
F1E»S 10 GofETHEnL, 7747 Mi1HS
DF—=FIZX L THEYEL 100 [0 7 T A b2 F47§ 5.
100 [543 7 T A MROL a— K44 Xk, 144 5L
a—RNERs, MIFERZR 7 IIRT.

RA N 1 BRI LK 249 #7275, KA FD
BEE R TIHE VLIRS L, 10 BDOR A O
PRI 39 I B, KA M RIS -84 10
WHESZr— VT b LIzkERE o7, 22 TORMEE

® 1 FERBE

Table 1 Experiment environment.

EC2 4 ¥ A% ¥ A |c4.4xlarge

vCPU Intel Xeon CPU E5-2660 (2.9 GHz/16 core)
AE) 30GB
714 A7 (EBS) |SSD 8GB (OS) + SSD 50 GB (Data)

oS Ubuntu 16.04.4 LTS (Xenial Xerus)
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250

= N
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Fig. 7 Host scale-out performance test.
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Worker scale out
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Fig. 8 Worker scale-out performance test.
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import time

from pyspark.sql import SQLContext

sqlContext = SQLContext (sc)

UL = W N

lines = sc.textFile("s3://abe-work/ssd2/
benchmark-log/files/100k/100k-*.1log")

lines.cache ()

for i in range(5):
start = time.time ()
10 [lines.filter (lambda s: ’noc’ in s).
count () for i in range (100)]
11 elapsed_time = time.time() - start

12 print elapsed_time

9 PySpark V—AI—F
Fig. 9 PySpark code.

Hayabusa and Spark to pick up keyword 'noc'
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Fig. 10 Hayabusa and Spark time comparison.
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