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Proposal of detection for mining script using dynamics analysis
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Threat actor

Compromised website with
3 cryptomining script embedded

0]
3 Cryptocurrency k=
mining E

Steps
1. The threat actor compromises a website
2. Users connect to the compromised website and the cryptomining script executes
3. Users unknowingly start mining cryptocurrency on behalf of the threat actor
4. Upon successfully adding a new block to the blockchain, the threat actor receives a reward
in cryptocurrency coins
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Total coin miner malware
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3.2 Detecting malicious JavaScript
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