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An Attempt to Detect Malware such like WannaCry
by Bots of the Malicious Botnet Capturing Network

TAKASHI YAMANOUET™, TAKASHI NAGASOE

Abstract: An attempt to detect malware, such like WannaCry, by bots of the malicious botnet capturing network, is discussed.
WannaCry attempts to connect the compromised host to the TCP/445 port of hosts which are connected to networks of inside and
outside of an organization, in order to reproduce itself. The host with WannaCry can be detected by finding out the host which is
scanning TCP/445 ports of many hosts. However, if a malware, which is similar to WannaCry, does not scan outside of the LAN
with the compromised host, it is hard to find out the compromised host by monitoring the traffic at the network doorway of the
organization. We discuss the way to detect the host with the such malware using the beneficial botnet. We also made the pseudo
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WannaCry in order to evaluate the way.
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Figure 1  Outline of the beneficial botnet
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T wiki 2—JIcEXZENS.

objectPage http://www
device yamaRasPiDp9 1 or yamaRasPiDp9 2 start after no w
command: set readInterval=60000

command: set execInterval=0

command: clear sendBuffer;

command: program exl

program: s=0;

program: for i=0 to 10

program: s=s+i

program: ex ("service", "putSendBuffer "+s)

program: next i

command: end exl

command: run exl

command: ex("service", "sendResults.")

result:
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45

55

currentDevice="yamaRasPiDp9_1",Date=2018/5/15/ 12:54:17

3 Bot 235479 % Script D
Figure 3 Example of the Script which is interpreted by a Bot
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Figure 4  Structure of the Agent Bot

3(Z script & E U= wiki X— 2 DOF &R, result: D
1TEVRTOERSY D script Da~<wr KT vl T LATHY,
result: KLV EDOENRETHRRTH .
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Z L% program: 2 BARE DITIZE N TV S, Z D Script
3,1 25 10 FTOMEFHEL, ZORTRIELED T,

result: KV RZICHEZZATND.
o~ K& LT, “set pageName <page-name>" & “include
<url>” B Z LN TE D, “set pageName <page-name>”

Bbot DA X —T VU X TEIRS NIz L X, bot [XRIZFEA
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A%E0> TCP @ IXEEHR TE 0.
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JL—%2 2 NAT @ LANHIOD IP 7 R L 2 D TCP/445 &R — |k
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T5HZENATREIC AR D,
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U A K&, Arp-list OEE%E1T S .

Step 2. Analyzing Bot (28T, NEN DO ERRS LAN
? Agent Ry b bEGEoNT—F EES T T %
179.

Step 2.1 TCP/445 HAR— M7 v hEHEELTWVD

BRAPOEELRW IP 7 RLZADY X k({6

A MEERHRT 5.

Step 2.2 MY A bDENEND IP T RLAIZDOWN

T. UUF%ATH

Step 2.2.1 Arp-list DT EDIP T KL A ZEEIT
\ZEFD, Arp request 179 /37 v D, TS
P7 RLADY X N &VERT 5.

Step 2.2.2 FAFHDIP T RLAD U A MMIHWT,
FELTWARNWT RL2D U R N(#EkREY 2
MEERT 5.
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Tk % 1% beneficial botnet % i > TEERA 72 bot 10 =A% %
FAEL, BAFIEIZ L o TS WannaCry SREITE 2028
) MEREET 572, X5 T/Rd beneficial botnet % i - 72
bot fNHAR(Cf% WannaCry ZB0E L, BifESE7-. 2k,
Analyzing Bot IZOW I E AR FTH 5.

51 Agent Bots @ script &EITHR

6 |Z WannaCry # %9 %7280, agent bot @ script
oY, 20 sceript 1%, 1 U EBYIRSATHDELT
(source IP, destination IP)?D-~<X7 @ unicast &g D+ T, TCP
Zu @)L, destination Port 73 445 OIS HRAED H 2 L
L Arp-list ZUUET HZ L HRLTCWD. K7 1Z, Agent bot
BINE Lo 7 — & BNE X Z 7z object page D T, Agent
bot @ object page ®, #EfisEHY TCP/445 &R — b DlfE &
FLTWHESY, X812, Arp-list ©H1 T Scan #1T-> TV 5%
B4y %759, [X16 O script 1 object page @ include =~ > K
IR OFRAAENTND.

LUFIZ, )7 0, Befsedend TCP/A45 AR — h DiElE # 3
LTWD 1{Ta2RT.

cmd=get repeating, date="2019/01/20 21:15:01 +0900",
no=1081, if=1, smac="b8:27:eb:3a:6b:fa",

" o Agent Bot
Object Page

Agent Bot
Object Page

Agent Bot Agent Bot

' i ObjectP=ze  Object Pa Object Page '
: | A i
: : ' \ . . .
\ > i » [r \ _ i
\ | + P !
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o -
BUKIWIK BuEWE PuUKiwE
-

Vo0l.2019-10T-44 No.5

2019/3/7
dmac="bc:5c:4c:5d:1c:cd", prtcl=tcp,
sip="192.168.2.100", dip="192.168.2.1", sp=53468,

dp=445, shalpayload="no-payload", payloadLength=0,
payload=-SYN- .

Z ZC, cmd=get repeating 1X = OFTDIEAIEN get repeating
Ay FIZX o TRENZZ L 2737, date=... 1T
&tz BAF, no=1081 1% Agent Bot 78 Z D@ Z I 7=V
TNEE, =1 13203y &S L7 Agent Bot 28 H)
WTCWARA MDAV H—T 2—RAE 5, smac=".." 12
DIBEEDEIEITEMAC T R LR, dmac="... 1L Z DM@ D%
fE58 MAC 7 F L A, pricl=tcp 1X TCP 7’1 ks = )b, sip=""..."
WEEETIP T FLU A, dip=".."13ZEH P T KL A, sp=...
ILEFE LA — FE R, dp=445 1IfEeR — FE&EF DY 445,
shalpayload="...” % payload ® shal ~ v ¥ = f# ,
paloadLength=0 1% payload ® & &, payload=-SYN- |£ Z D3
7y NIRTCP D SYN Xy hCThDH I EERT.
PIFIZ, X8 @, Arp-list ® 14723,
cmd=get arp-list, date="2019/01/20 21:24:19 +0900",
nif=2, smac="b8:27:eb:3a:6b:fa", sip="192.168.2.100",
dmac="ffff:ff: ff: ff:ff", dip="192.168.2.247",
arp="oparation=1_(REQUEST),ptype=0x0800_(IPv4),ht
ype=1_(Ethernet_(10Mb)),smac=b8:27:eb:3a:6h:fa,sipa
=192.168.2.100,dmac=00:00:00:00:00:00,dipa=192.168.
2.247".

Beneficial
Bot-Net

Class Page

", NAT Router

+, http connection
50 Agent Bot

http connection

Pseudo WannaCry
P2P Harvester Bot

5 Bot MEnILAZ T4 WannaCry ZiLE L2 Rk v hU—2
Figure 5 Experimental network consists of the beneficial botnet and the Pseudo WannaCry
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Z Z T, cmd=get arp-list X2 DITOMEEN get arp-list =
~ v RICk > TSN Z & &7, date=... 1TERIE
NIz BA, if=2 X207 v P &S L7 Agent Bot A3)
WTWABRARNDA U —T = —AEH, smac=".." 112
DIBEDEET MAC 7 F L A, sip="192.168.2.100 "1 Li%(E
It P 7 RV R, dmac="f{f{f 0 12 OEDZE%
MACT RLARTa—RXxxY A NThDHI LEXRT.

command: set readlInterval=180000

command: set sendInterval=180000

command: set execlnterval=0

command: tcon clear all

command: set reportlLength=1000

command: c¢lear sendBuffer

command: program ex1

program: ex(“tcon”, “set repeating number=20.")
program: output10=ex(“tcon”, “get repeating unicast over 60000. ")
program: outputli=grep (output10, “prtcl=tcp”)
program: outputli=grep (outputll, “dp=445, ")
program: ex(“service”, “printin "+outputll)
program: ex(“service”, “putSendBuffer “+outputll
command: end ex1

command: clear sendBuffer

command: run ex]

command: tcon get arp-list

command: sendResults

6 Agentbot |2t 5$5~%1T7 9 Class page @ Script

Figure 6  Script of the Class page to direct all of agent bots

prtcl=tcp, sip="192.168.2.100", dip="192.168.2
prtcl=tcp, sip="192.168.2.100", dip="192.168.2
prtcl=tcp, sip="192.168.2.100", dip="192.168. 2.
prtcl=tep, sip="192.168.2.100", dip="192.168.2. sp=53310, dp=445, shalpa)
prtcl=tcp, sip="192.168.2.100", dip="192. 168.2 sp=53816, dp=445, shalpa)

17, sp=51836, dp=445, shalpay
17
17,
17
17,
prtcl=tcp, sip="192.168.2.100", dip="192.168.2.1", sp=54302, dp=445, shalpa)
17,
17,
17,
17,
17,

sp=52308, dp=445, shalpa)
“ sp=52802, dp=445, shalpay
prtcl=tcp, sip="192.168.2.100", dip="192.168.2.1", sp=b4794, dp=445, shalpa
prtcl=tcp, sip="192.168.2. 100", dip="192.168.2. 1", sp=55240, dp=445, shalpa
prtcl=tcp, sip="192.168.2.100", dip="192.168.2.
prtcl=tep, sip="192.168.2. 100", dip="192 168.2 sp=55748, dp=445, shalpa)
prtcl=tcp, sip="192.168.2.100", dip="192.168.2. sp=56204, dp=445, shalpa)

rtcl=tep, sip="192.168.2. 100", dip="192.168.2. 104", sp=40552, dp=445, shalpa)
prtcl=tcp, sip="192.168.2.100", dip="192.168.2. 104", sp=46924, dp=445, shal;

1

1
sp=55748, dp=445, shalpa)

1

1

7 Agent bot ™ Object page ¢ TCP/445 56D /347~ kD
—
Figure 7 Apart of the object page for an agent bot

sip="192. 168.2. 101", dmac="bc:5c:4c:5d:1cicd”, dip="192. 168.2. 1", arp="oparation=1_(REQUEST), pty
sip="192. 168.2. 101", dmac="bc:5c:4c:5d:lc:ed”, dip="192. 168.2. 1", arp="oparation=2_(REPLY), ptype

sip="192. 168. 2, 100°, dmac="ff:ff:ff:ff:ff:ff", dip="192.168.2. 187", arp="oparation=1_(REQUEST), p
sip="192.168.2. 100", dmac="ff:ff:ff:ff:ff:ff", dip="182. 168.2.189", arp="oparation=1_(REQUEST).p
sip="192.168.2. 100", dmac="ff:ff:ff:ff:ff:ff", dip="182.168.2.191", arp="oparation=1_(REQUEST).p
sip="192. 168. 2, 100", dmac="ff:ff:Fff:Ff:ff:ff", 92, 168, 2. 193", arp="oparation=1_(REQUEST}, p
sip="192. 168.2. 100", dmac="ff:ff: ff ff:ff:ff", ="192. 168. 2. 195", arp="oparation=1_(REQUEST),p
sip="192.168.2. 100", dmac="ff:ff: ff. ff.ff:ff", 7192 168. 2. 1967, arp="oparation=1_(REQUEST), p
sip="192. 168. 2. 100", dmac="ff:ff:ff:ff:ff:ff", dip="192.168.2.197", arp="oparation=1_(REQUEST),p
sip="192.168.2. 100", dmac="ff:ff:ff:ff:ff:ff", dip="182. 168.2.198", arp="oparation=1_(REQUEST).p
sip="192.168.2. 100", dmac="ff:ff:ff:ff:ff:ff", dip="182. 168.2.207", arp="oparation=1_(REQUEST).p
sip="192. 168.2, 100", dmac="ff:ff:ff:FF:ff:ff", dip="192. 168.2. 188", arp="oparation=1_(REQUEST),p
sip="192.168. 2. 1007, dmac="ff:ff: ff:ff:ff:ff", dip="192.168.2.212", arp="oparation=1_(REQUEST),p
sip="192.168. 2. 100", dmac="ff:ff: ff: ff:ff:ff", "192. 168. 2. 2147, arp="oparation=1_(REQUEST), p
sip="192. 168.2. 100", dmac="ff:ff ff:ff ff:ff", 92. 168.2. 218", arp="oparation=1_(REQUEST), p
sip="192. 168.2. 100", dmac="ff. ff: ff ff:ff:ff", 92.168.2. 220", arp="oparation=1_(REQUEST).p
sip="192. 168.2. 100", dmac="ff: ff:ff ff ff:ff", 92, 168.2.222", arp="oparation=1_(REQUEST),p
sip="192. 168.2. 100", dmac="ff:ff:ff:ff Ff ff", 92.168.2.225", arp="oparation=1_(REQUEST), p
sip="192. 168.2. 100, dmac="ff:ff:ff ff:ff:ff", 92.168.2.227°, arp="oparation=1_(REQUEST),p
sip="192. 168. 2. 100“, dmac="00:0c:29:20:95:05", 92.168.2.102°, arp="oparation=2_(REPLY), pty
sip="192.168.2. 100", dmac="00:0c:29:2¢:95:05", dip="182. 168.2.102", arp="oparation=2_(REPLY), pty

sip="192. 168.2 100" dmac="00:0c:29:2¢:95:05". dip="192 168.2 102" arp="opbaration=2 (REPLY) otv
8 Agentbot ™ Object page ®—#> arp-list ® —#f

Figure 8 A part of the object page for an agent bot
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dip="192.168.2.247"(% arp request IZX VY MAC T KL X%
R4 D ip 7 NV R, arp="operation=1 (REQUEST), ...”
X, 2oy RS arp request X7y FTHDB I EER
7

Z O arp-list (2%, LTIz, [F U sip=192.168.2.100
MOREZ 2R A MCKT 5 arp request /X7 v RS EE[E &
NTWHBENTEREN TN D,

5.2 Analyzing Bot @ script

Analyzing bot 1Z#72 % sub-LAN TEIfEL T\ % Agent
bot WED T NXTr Y hOT — X EHFEHIAAT, ZNLENLO
LAN T WannaCry (4 WannaCry) 23 &4x L TV % ATREME DN
WRA M ZFZET D,
9 |Z Analyzing bot ™, BAFEH O script O—#i &2 R4, Z
Z T,

’step 2.1 Make the candidate host list
' which is sending syn to hosts of tcp 445

page=ex("connector", "getPage "+urls(i))
outx="eval {v1 = "+vals1+"; v2=unique(v1)}"

hostLists=ex("ex1","getVector \"#\" v2")
hostListLen=tokenize(hostLists,"#",hostList)

i, T4 BaFIE] O Step.2.l @ [TCP/445 FHAR— Mo
Ty NEEFELTVWLIHRAMDOEBRELRW IP 7 KLAD
UZXRMEMMY A R)EERT .0 Z1To TS, BEELAR
WU Z M EERT S5, R @ unique B EFIH LT
%[10].

' step 2.2.1 Get arp request infromation list,

pageR2=grep(pageR,"cmd=arp-list")
pageR3=grep(pageR2,"sip="+hostList(j))
pageR4=grep(pageR3,"oparation=1_(REQUEST)")
parseCsv(pageR4, Table, RowLabel, ColumnLabel)

&, T4, MiEnFiE)] O Step2.2.1 @ [Step 2.2.1 Arp-list @
PTLDOIPT RLRZRIFILICED, Arp request 217 5 /3
o RO, HEEIPT RLADY 2 NE{EKT 5.0 %47
TWao.

' step 2.2.2 Get the number of arp request destination ip-s.

getColVector(Table,
RowLabel,ColumnLabel("dip"),dipVector)
valsl="c("+vec2csv(dipVector)+")"

outx="eval { vscan="c("+valsl+"); vix=unique(vscan)}"
suspLists=ex("ex1","getVector \"#"\" vIx")
suspListLen=tokenize(suspLists, "#", suspList)

X, T4 BETFiE] O (Step2.22 FHFHRDIP T FLAD
URARZOWNWT, BELTWHWARWVWT RLADY X b (B
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JU A NEERT S 21T>TW05H. ZZTHHEHBE LA
U2 b &IERT D728, R O unique %2 FAL TV 5

program: for i=0 to n-1

program: "step 2.1 Make the candidate host list
program: ' which is sending syn to hosts of tcp 445
program: page=ex("connector", "getPage "+urls(i))

program: pageR=getResultPart(page)

program: pageR2=grep(pageR, "prtcl=tcp"™)

program: pageR3=grep(pageR2, "dp=445")

program: repeatinglines=grep(pageR3, "cmd=get repeating");

program: parseCsv(repeatinglines, Table, RowlLabel, Columnlabel)
program: getColVector(Table, RowLabel,ColumnLabel("sip"),sipVector)
program: valsl="c("+vec2csv(sipVvector)+")"

program: outx="eval {vl = "+valsl+"; v2=unique(v1l)}"
program: hostLists=ex("ex1","getVector \"#\" v2")
program: hostListLen=tokenize(hostLists,"#",hostList)
program: )

program: "step 2.2 For each host.

program: for j=0 to hostlListlen-1

program: !

program: ' step 2.2.1 Get arp request infromation list,

program: '

program: pageR2=grep(pageR, "cmd=arp-list")

program: pageR3=grep(pageR2,"sip="+hostList(j))

program: pageR4=grep(pageR3,"oparation=1_(REQUEST)")

program: parseCsv(pageR4, Table, RowLabel, ColumnLabel)

program: '

program: ' step 2.2.2 Get the number of arp request destination ip-s
program: '

program: getColVector(Table, Rowlabel,ColumnLabel("dip™),dipVector)
program: valsl="c("+vec2csv(dipVector)+")"

program: outx="eval { vscan="c("+valsl+"); vlx=unique(vscan)}”
program: suspLists=ex("ex1","getVector \"#"\" vIix")

program: suspListlLen=tokenize(susplists, "#", susplist)

program: !

program: ' step 2.2.3 If the number exceeded the threshhold value,
program: ' output the host.

program:

program: if susplListLen>5 then {

program: output="In the LAN-"+i+", ™

program: output=output+"host_"+hostList(j)+"_may_have_WannaCry™
program: ex("service", "putSendBuffer "+output)

program: }

program: next j
program: next i

9  Analyzing Bot ® Script ®—
Figure9 A part of the Script of the Analyzing Bot

"step 2.2.3 If the number exceeded the threshhold value,

output the host.

if suspListLen>5 then {

output="In the LAN-"+i+", "
output=output+"host_"+hostList(j)+"_may_have_WannaCry"
ex("service","putSendBuffer "+output)

}

X, T4 BETFTHE) O [Step2.2.3 M) 2 FOH T, B
HYVANDOEFZEOBEP—EOHEBAT- D%, %
WannaCry 723EE) L TW A AIREMHEAE WA R M & LTH
T3] BITHoTWVWA, ZZT—EDKIT5 L LTWA,

B9DAZ YT MIELET Ny FHTEOIITHERITER
HTHELNTWARWA, X7 &K 8 ? Object ~X—DF —
A ffio -84, Step. 21 T, MY X & LT,
{192.168.2.100} 75 45 » 4 % . Step. 222 IZ B\ T,

(© 2019 Information Processing Society of Japan

Vo0l.2019-10T-44 No.5
2019/3/7

192.168.2.100 7> 5 E{5 S 415 arp request DAHFFEIP 7 KL
2D Y & K& LTL.., 192.168.2.197, 192.168.2. 189,
192.168.2.191, 192.168.2.195, 192.168.2.196, 192.168.2.197,
LAEBND. Step 223 ([CBWTC, lIFEDOIPT FL R
DIAROREINS LYREVWDT, 192.168.2.100 (X%
WannaCry 23/EE) L TW A ATREMENR R <, F/o, #DOFKR A K
DRSNS LAN X 0FEH 2D T,
In the LAN-0, host_192.168.2.100_may_have_WannaCry

23 Analyzing Bot @ Object Page (ZH 1 & 5.
6. 4 BEEMRE
6.1 AAFID

Autonomous Agents for Intrusion Detection (AAFID)[11]i%
Fk % D B botnet & [RAIERIZ/r . IDS @ agent DESTH 5.
IOV AT AT, agents & transceivers & monitors THERK
SINTW5B. AAIF @ agent & Fix @ agent bot 1%, &5 5
Lbavr FiokoChilfishn, BET—2 ZNETHH
Ay CHELL LT\ 5. Agent AAFID @ agent i client host (2
install SN CTWBDIZXF LT, Fx D agent bot IL LAN &
FON—F L NAT L—Z OFIICREIND. Fx DR
% botnet M4 FE3E 1 agent bot % client host D Z I
install 3- 2 £ Z %72\ . AAFID @ monitor & transceiver
X, A& S agent 7 ENHT —F DT, TNEMENT
I 5 ESy CHLL L T\ 5. AAFID @ monitor (% wiki ~—3
@ script THIE N2V DTk LT, Fix o agent bot X°
analyzing bot IZ wiki ~3— 3 script THIEI S 5. Agent [H]
DBEEFRIZ OV TIE, AAFID IZOWTIEER I TR
WOz LT, Fex @ botnet 1 wiki APl %> TW\ 5.

6.2 Stealthwatch T WannaCry |ZRRZ: L 7-vmAK

R 2

Cisco Stealthwatch 1%, £y PV =27 &N H 707 0
—zINET L Z & TN R v b U — 2 o@EERILE TR
fbL, BERENORELZBRMT L2 T ¢ WA
%. 3CHk[12] T Cisco Stealthwatch Z {5 Z & T, fﬁ?ﬂﬁi@i
RS> TWD WannaCry [ZE LmRE2 3507
EDRREA ENTWA, EBED WannaCry (TN O R 2
k@ TCP/445 R — b ~D #2375 7= %, Stealthwatch T
TOEBMERET DL ERARBTHD. LIrLns, 4
WannaCry @ & 5 72, LAN FIZPH U7z scan 2479~/ 7 =
TIZHOWTIE, £O LAN 2T 2% v b U — 7 HaR0
Stealthwatch IZHIE L7z 77 B —%NETE 5 LD TR
WIRY , ZOTEE AT 5 2 LITEE LW

Z AUz kE LT beneficial botnet ™34, Agent bot 23k
v b U — 7 BN D, NAT THife L7 LAN O, %D LAN
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L NAT OBICERE S CTWiLlE, 5 WannaCry O L 5 72~
N =T 2T 52 ENFETHD.

6.3 Man in the Middle Attack

F 4 @ agent bot (X—FED man in the middle attack[13] %
ToTWD ERIRT 52 &6 TE %, Agent bot 12X - T,
sub-LAN WD L < OlfE & HlfHFTRE Tod 5. Fex 1T Agent
bot 7% dark side ([ZATRNVWE I ICHEETHILENDS.

6.4 KASEYA and UNIFAS

Kaseya /XY 2 4EHLL A7 L[14]X° Furuno Systems
DI LAN 7 7 & AR A o MEE S AT A (UNIFAS)[15]
1% beneficial botnet & FItkIZ, EMIC=—Y = TR
T A Web =77 EAL, ZIIZEPNCRETREY
TV FRETL, #RE Web — MUZRETZ L
BiToC0Wh, ==Yz hFusJhE Web — 3%
NAT ZH 2 THEAEICHBETE S, LELRRL, Zhbo
VAT ATEXR 2V T oA R L L2 b O TR,
F, INHDOV AT MR L LTz Web ¥ — 202 L4
5.

5 BbHYIZ

BAAEREZ LT > TV 5 HEME botnet /A [ #d (beneficial
botnet)(Z & > T, WannaCry @ & 5 72~ /L7 = 7 OIEE) &
HTELARBENS D L &R LTz, Fx D beneficial
botnet 1% script &M 272D D wiki X—Y & ZED
script @ interpreter 2> HAERL S AL TV 5. G EBRZAT 5 %,
HEME: botnet DIE(E % £ 4254 WannaCry b ERK L7z,

AE botnet CAPHAEIX LAN Fli@E OB 2D Z &b T
DM, AEOM% WannaCry ORREINZ DOV T, fHBITE-
TUWRuY,

BIRF AT LAN-WAN [FE1E 25 9B (2B WV O TRARIC
5 BIXZOMBEELE LR RS0y, X2l
T A DL ZORFADMETH D, Zofh, FIF LT
T 2108, Ty ZTOHERERRIZOVWT HHET D
PVERD D,

EiL3a

AWFFED—HEBIE ISPS FHiff £ 16K00197 DBk % % 1) T
Fhi LE Liz. BYE botnet 38 X OV OBRZEERIZFIM L7z
PukiWiki, Java, Pcap4J, Eclipse, Eclipse Egit, M2Eclipse,
Apache, Apache http client, twitter4j, Raspberry Pi, Raspbian @
BAFEH, EBROEMEZ FEo> T NIoFAEBRICEH L E
7.
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