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Authentification Focused on User Behavior in Wireless LAN

YuicHl YAGIRIY'®  SHIGEKI Aoki*'?) TakA0o MIyAMOTO!

Abstract: Existing security technologies in wireless LAN are effective only when connecting with wireless
LAN. Thus, these technologies cannot detect unauthorized use of wireless device after connection. In this
research, we focus on wireless LAN usage logs and propose a method to authenticate wireless device contin-
uously. First, we acquire wireless LAN usage logs from a wireless LAN controller using SNMP. We extract
connected access point name, transmitted packet quantity and received packet quantity from the wireless
LAN usage logs. Next, we generate time-series variations of these extracted features as behavior pattern. We
constract stochastic model of the behavior pattern. Finally we compare a behavior pattern in a test period
with the stochastic model to authenticate wireless device. For experiment, we learned behavior patterns from
wireless LAN usage logs at Osaka Prefecture University and authenticated wireless devices.
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