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Research of the importance of GPS timing affecting critical infrastructure

YASUMOTO TSUNODA™'  TAKAO OKUBO?

Abstract: The Satellite systems including GPS became an essential critical infrastructure not only for the military affair but also
for the people's lives as a dual-use. GPS is not only used for getting position information but also delivers highly accurate time
data of nanosecond level, and critical infrastructures heavily depend on GPS time data.

Although NISC takes various security countermeasures about critical infrastructures, it focuses on conventional cyberattack

countermeasures. There is no recognition about the importance of GPS time data and no measures are taken against GPS time data
vulnerability. However, the vulnerability of GPS has been studied in the space field and satellite field, and its vulnerability has
been pointed out.
In this paper, in order to research the importance of the GPS time data given to critical infrastructures, I research the relation
between GPS and critical infrastructures, first. Next, we research the probability of cyberattacks, jamming and kinetic attacks
against the space systems. At the same time, we research Japan and U.S. security measures against the critical infrastructures and
the GPS time data, and we will draw necessary measures for our country.
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1. [FCBHIC

GPS 1L, KENREICEFAMWDOIZDIZHTEEBDTZH D
THDHN [1], H|WIE, GPS X, TaT7/La—2E LT [2],
FEHBTT TRERAEEIZE > TUREAR A K e tha A
V7T ERoTWA. TNETIE, GPS &5 X, MBS
WRABAGARE/R S AT L E VI BBNBILE » TRV, FEEE,
H—F e FERATECHIER DN D, B, KERE,
L7 ) xz—vay, JE - HIRER E CTRE 8 T
INTWab. LaL, GPSIE, MEEFRAIE CcE 5721
TR, T/BLLVOERKEORIESZEEL, HHE
A7 T EEUEL RS CHRA S TCWS. KETIX
BRI AT N, BHTY v R EOEEA 773, GPS
BRAE S ICREIKEL TWA Z & 23k L, Magatkicxt
TORREDRONL TS,

BEA 7T, EREGFEEXAD2EERIZA VT
ThHoOD, VA N—HOBHRFRIZLY, FA 13—
BOZBIH STV 5. KRS, RS E CHENRKAE L,
ERATRICHEA B2 52 pHEELAER LTS,
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FENE, FEEE 7 AV A N—t ¥ 2 U T ¢ BRESAEAS, [EE A
U7 T DEREF 2 YT 4 IRICR D 4 IRITENGIE (3]
(ULF, T8 4AWATEGE ] &) .) ZikEL, EHEA
TIXMKERSTND. TORR, VA NN—KBEOEE
PRI, TETWARWS, BEA 7 T HEFEOREES
LA N—HEOGE R L, AWM ORISR
TW5. 72120, B, <~y = 7 o py i
BEXIR & W o T2 R DY A N —IB A OISR DR S 1
TRY, BEEA V77125 %25 GPS FZIE 5O EEMEICX
T HRMITL, EXx a2V TR LESL N TV,
—75, GPS HFZE# 1 Tix, GPS Dfadsrtic B4 5 HF5E0
HEDHI, FOMEFHERERH S TWS [4]. GPS &1
FHVATLAOEX 2V T 413, WD THENTH LTS
TR, FR7 4 v 7HBESLV Y IV 7 OBBICH S
TERN, HENYHNICH ErOREHEs s Z &I
X B2Ee, ax MBOBANbEX2 T 1%, &
EEVICENTE . ZORE, BEOY A —HiFDE
LWESRIZ LY, FHY AT DIEROXF 3T v 7 Wk
RV I TR, VA N—KBEOEBIZH S, O
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BIBITELZ R L, DO Tn5.

BRIZBWTIE, ERAZLNOEEITEEET 51T,
BEA 7 T O AL OEEEOMER R ARAIRTHD.
LAL, BEA 7 T2 GPS FRZE B Io K& <IKFEL TV
2ICbEbLT, GPSIFAEFICkT X2 7 4 %R
1L, BURHEE LTI MA T RWOAR LT, EE
A7 FHEEFTES AEMITWYEATHD DT TIEARW
LA Z D, KX T, EEA 771525
GPS FiZlfg 5 D EEMEZHET 2.

KRS, BAAMICUITo®mY BT S.

W2ETIE, AELED DY - T, HAEL 2D GPS
FOEEA 7T OBRERE L, GPSHAIER & EEA
V7T ORRERETS.

B3 ETIE, GPS #EHDFH Y AT MMIxT 2B Fik
DR ERET S, 22T, EROXRT 4 v 7 KER
WX IV TIEMAFH T 72 & T o Te A N — B A5
E'T 5.

94T, WHAEICBITHEEA 7 7 KO GPS FAIE
T T X2 YT A R ERET D, BIEMIZE 4 Kk
TTERIE G ED X S RPN O TN D il D .

B5SETI, KETOEREA V77 KO GPS BZEE
X )T Ikt A EERERES Z D E T HE0 M
HERETD.

HOEIIRBWT, F1ENLESEETORERELD
Lo, BEA U7 T 3MEFT 5D GPS RELE BT xtd 2 xR
EWETL, &BIZ, MRerks.

2. GPS

2.1 GPS DFET

GPS I, 1978 4RI KENC X » TH B EIF s =ikt 2
THDH. 2018 4 10 HHAE, 31 {Ha> GPS ASHHER L % & [A]
LCEY, 6HOPERICENZI 4 Ll 02 DS Bl
INTWD [5]. GPSZEHIT, B D7 < &b 6 B,
L& E T 10 UL EOBEN D DE S EHIMNICRI T
% [6). GPS OiEHHIIL, K10 THY [7], £7=, GPS
1%, 1 B 2 [\ 12 BE4E, #iBk B EER 20,200km & JE (] L
TW5b. GPS 1513, L1(1575.42MHz), L2(1227.60MHz)/\
VRTREEFEINTWD. L 2, BEAHD /A 2—F
(coarse/acquisition code) & MEIXN D EHFRFHE LN TN D
[6]. L2 TIE, B b a7/ P(Y)a— F2MEA SN TERY,
BFEOCERICHHAISLTWS.
22 GPSHBEIRT LA

GPS it b2 27 A EHEEIL, KE=am T FINKZER
Schriever &Mz H 5. # BV 2T A%, ZoOMICH Y 7 %
v =T JI K72 & Vandenberg FEHIIZ & 2 I E IR, 1118
DavwrRaryre—LT7rTF kRN 16 HOERY A -

a https://www.gps.gov/systems/gps/space/
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M7 0, K72 2nd Space Operations Squadron(2SOPS) &
UUKZEZEE Reserve’s 19 Space Operation Squadron(19SOPS) 3
24 FHIEEHL L T % [8]. MRS, GPS ZHil#Hd 5 &
E0x, BEEMO XY T — 27 721F 72 <, Kwajalein,
Ascension Island, Diego Garcia, Cape Canaveral Florida 7
TFEH L THIER®REZEELTVWD [9].
23 GPSHERAINTLSNE
F 113, GPS M FI ST\ 5538 % GPS ORLIEFHE,
BRI L ORZFNC B L2 D THhHD. Rboahd
BV, GPSEEE, FrEDHEMOHOLR L FEROLRE
RERA 7 TIEHEICED > T 5.
# 1 GPS M STV

ik S VAT L —ER
WLZE - 25 | ZBEA~ORBEREA, MEKHE, $hEE
- BB | e
Wi J—F % - Yt e
i HENAETT, ZaidEin g, Ekite s
2| i AF N, KIATLa—s—
i WIZEHIR(UAVY), BIKEA (UAV)
i ta IRAEMTE . - RIGE
P HRRCEE, KENGEHRINEUAVY)
BEHiEE | MEERT—EX
M Eh B - ], 2L
. (& 2 - REUGEZ:, HiiE v 8D
& .
i AR R
g HERRIER, ~Y— R~ vy s
fir 3 EE R B A EEE) FT s 4 —
HA KA
FRES PR - HE BT
&@h - 7 | BRL AT LN, BTREEG], 44 LR
Bz LYy b A
Aol wmh - | EEERERE, 2~— k7Y v R
A

NKTREIL, BEA V7 T 0%

2.4 GPS EZIES
2.4.1 GPS BZIEBDRE

GPS i, By T AR E YT AL VS TEEDEWE T
Mgt [5]1% 2 fHLL E35# L, GPS Z{5HEIC IEfE 2 REZIE B
ZEELTWD. FERELE L, By vaoreY v Ak
EDJRFH3ET D DM R ZFIH U CIEME R & 84
5H0T, TOBEZTI0OPRELSbATHS [6].
F72, GPSIZIE, WAIRMIH O OFRIELRPIERH I
TEY, FHEAEY Y ARIEROBIE TR L2 100 fE
LEDbh TN,

GPS FEZ D FNZ 70 o T B REZIE, Kl K SCH (USNO:
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The United States Naval Observatory) 23 6 T\ 2 12 HE Ky
(UTC: Coordinated Universal Time) Tdh ¥V, Zil% GPS ~E
HHNZEE LTS [10]. T GPS 1E, WEIE =% UTC
L DOREFE 40 F  MRETEE LTV [11]
2.4.2 5% E#A

GPS Z{5Hki%, =18 L7= GPS KiZl{E 5 & GPS Z{ZHD
NI EFRT & i35 = 12 L 0 NEHFFH %2 UTC LRI L
7 IEfERBEANMEIET D Z L RN TE 5. GPS % {58413, GPS
BREZETDZEICLY, kst EERa X, &
FAaRA NS T &R BRI 2B ENTED

Ja—N"Vlhg@mlizarya—HEENRRrY NT—7
RHETOVEY 29 57DI121%, S LlzaryEa—40
FEH 2 HS 2 E 7 &3, EfMRRZ &2 BS99 5 GPS K
AMEFEFEALTWD.

T, EMRRAEGIL, ¥4 LAZ L TROLEDEY
PARFET D2ETBAEERT DO LE LS.

AV a—XORFLIREM, #A4LRAZ T ROBTEA
D= OIEZIEE 7 1 b=aL e LT NTP X PTP 285 5.
GPS (%, Zh b7 b a/LTHEAT D — NCiEZ % B
FLTWA.

25 EEA2T75& GPSBRIHES

FEOETIE, EEA 7T MUcBET2208% L
WY — e 22T 2 FENHAT 5 EERAEG LW
MERETEORETH Y, TOMIENMEL, (KT 3UIF]
FARFRE 2 IRIE IS - 7235800, DS E O ERATE 3t
DRFEINC L R DB LE KT TBENAREL DB D]
bEEFK L, NISCHHLERVIEREF =V T ¢ OBLEAN
5, 5 4 WATENFHENC BV C, MW, T4/, THiZE ),
ek, TgkE), D), THA), TBUF - ATEY—E A
(5 NSRRI A B de) |, TEER ), [KGE ), TR, (b5,
(71 MIEROTAH O 14 5% 28EL TS [3].

BB L7 1, TRESIWESEREEAS V7 75
THY, MuEHE T, Mige), T2k, 868, [k,
MEwEE ), MR, Ty, T7rvyy by, TERY,
[(HA] NEENTWDS., ZORNSEEAS 757 GPS
LEEIZEbo TWD I Enbnd.

ERlx > T —2, BHT Y v RiX, EHOEEOH
BRHALDAR T OFTED -, EMeDD &R E DR
FHIBRRD LN, KLBEORWFLAGEELZIETE 2
GPS FEAE I K& KT L T 5.

GPS NMEAENDBHEE LT, EMTHIZ LITZ,
RO S R <, B LD R DR RO —
DHLDOTHDHEVWHIBHELIH S [12].

251 BHT YUY F

BEOEN 7Y v RiL, FBIENAHFHAZEE (PMU; Phasor

Measurement Unit) & i L CIREEEAL 21T > T\ 5. PMU

b https://www.nisc.go.jp/active/infra/outline.html
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&, (AR, EE, Eifse OB IREICR T 5 EHIIF RIS
GPS b3 b D HERIFA AN L, ReRFIOFHAIE R &
LTU TN A LTHHIT 2¥ETHD [13]. PMU T, &
N7V y REOBHORA Y MZBWT, RS EE
FHHIE LR & iS5 2 b T, EAHOFRNEFHIL T
WA, Zhickv, 7Yy NOREREZFHMEL, £%E
ML Z ZRNCHEE R L, BICEEEN A LR HE
Bl LTWD [14]. TNEFEBTLH-0, BB SEe
LEZBVMEEL— bOT— X 2B L, 20T —F &y
Ea— 2l AT AMIEBFE LY, HIEEOA <L —%
e TERODHDT —HIIEBR LIV TDITNAEA L
FENTHERE S LB 220, T &K A D EFEE ORZIE 52
WD
TOLIBREENS, XA LAK T TF— 2 INEDMEE
DHEMT D& L BICEBED S A LARAF T NRERINT
W5. SCADA Ti¥, 1BMIZ1IETH-7ZH DD, PMU
T, 1M 30 205 120 BIOBEETT—Z 2 INEL T
W5 [15]. # 213, PMU & SCADA O Ttx b Lz b
DTHD.
# 2 PMU & SCADA Db

HH PMU SCADA
%;;g% 30~120 [,/ L%
B %iiii;;? BIECEROK X
S AR | R C R Rt

P =
2.5.2 &t

B b L—F ¢ BB T, B RO
DB OEE| DTSR N D720, @ik L—F 1
TBREEXZD N —T 4 V7V AT A0NHEYNCHEA SN
TWDZ & ZHEEEE LT IER 520 [12].

BN L —T 4 VT REORKEICKET 2720121,
UTC & ORIEFRZEN 50 7/ #~100 7/ B THDZ &N
WIE L 725 [12]. L2~ T, GPS HRLIE R & 20~100 F-
J B OREE TRZIFRBIAN &5 PTP LAl AG ORI F 1 A
AR T NEEIND LI -TND.

3. FHYATAICHT HHE
31 YA N\—KE

FHYAT DIKT VA =BT, BRI
T, BRIV AT LT 2 FRIOERNENRLETH Y,
By 27 DB L TW R T HIER 57e0.

YA N—EBE, BmEBERNERES DN, LERY—
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JIZTHY, POBBENZHETH Y TR H 5.
LML, 7 RV Ea—va ik, REETHD. BWEEHIN,
KA NR—BEOEW 2L S A, REXIIHEET D Z

ERAREE DL THD.
HZ, WBL, "W ThY,
EPREETH D RN H 5.
301 A N—HEDEH
2014 4FIZT A U B HEFERSST (NOAA, National Oceanic
and Atmospheric Administration) 23HER &b D Ny D
—WZ ko ThyX T EINEFERARSL. ZOHA /“_IJZ
BIZE 5T, NOAA 1L, —M, ¥4 hORMENRATHE
HEeEd ;W%Tﬁjﬂ%@ﬁﬂa DEMMTERIRD, $EW%§%
BCE LW a5 27 [16][17].
32 O3y
X I, EBEENZ

MOBRNRAMRET D Z

EHICEET2E 5 LR

BECRFU O N 2R -1 Gk ETo28ickD,

ZEBCEHOGEELE Y Yy IV EEORBE TERLE
WD, TERORFERETCERIELHBETHD.
Py I UL BV AT ADBHERE Y AT AMIERET
HEFCHTEIT TV 2Py I T ERMOF T Y
VI I T RED. Fin, FAEORELLTATS—T
+ > 7' (Spoofing), I — =1 7 (Meaconing)3d 5.

RS — 74/71 AR LI 416 B 2 R O ZE RIS
RETLZ L , ERICBERE 5 X CRELEE D b
@T&é.it,i~::y7m,Eﬁ@%E%%%ﬁﬁ
L, —ERFMEBEIET, MmAICEETL2Z &Icky,
MERILESELHOTHD.

321 O¥ ST DEM

TN I TDBE, ERMNSDEEHT
LR O BB E R, XU v 2R
ETCOWHBEDSY, RIDBMETHD. O, fEmtk
TrTtERERTS.

T LU RSO ) 7e S ERT O WIS A5
ThHDHN, BELRBEINTILERN. £, TyF VoY
k°77&§?VUV7?V¢Vﬁ@#T%5’&,W%
IXEIBIERIN & S HlF0 B RWMEICZ Ly, Ll
WYy —VEKRE, A F— zy%if,ﬁﬁmﬁﬁ@i
i CHEANAEETH S [4].

O, WRENAWE WS FERH L. KWEEZEIET D
EEBOFEEZTEYZERETHY, FZEHITH L
THEANRBEZLTLL 525D T,

LL, WEOT N Ea—va iR THS. K
R, IERT A OEITARETH D03,  BHEEOHIE A3 K
b Thb. £, L—F—HE FICRENHBR LS
A, TNREHOBRBEEDEEICL Db 02300 H B
TERRWD, FEELHBEOHRINNETH 2.

322 O ST DEH

JeaifieiE, @BEEHEI0184E8 H, 10 A, 2011 4E3 H
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2012 4 H, 2016 ) [18], HEENZH L TV ¥ I /&R
JELTWD., ZOHTYH 2012 4F 4 HOFEHN KL TH
D, JEEARED GPS Y v 2 /I kY, sENL, I ERU
THEBRZEHE OMUZEE HI P WT L, SIS oMk EERE
DA E R 7z [19].
33 FRTAVIOHE

HRTV AT DEWEICKET 258, HENDRE X
NIV ANVEEOEHEE THEL THETS.

XRT 4 v KEBE, IV ANV EENEEE THYET D
720, EERERNEREIND. Eiz, ITAVENEE
L LTHEMT A720I12iE, YA /LoB%, BE#M
OBEEPVLETH Y, MA T, FEEEMHITICE < ORER
VHETHY, ZEOBEAROERPLIEL D,

—JF7, ®FXT 4 v IKRIE, T hYEa—3 a9 UNARE

Tho. IVANVOHE, KEFEDEF OGN H 2 B
MOERZHBLTEBY, ITAAREEL L —F—

YA BREWGE L TCEBL TWAT-DTHSL. £, HhE
ERBINHETEDLZEDD, WRHRETHERT D Z LN
AHETH 5.
331 ¥R T4 v I REDEY

HFENE, 200741 A 11 B, WWIEOWREFHE & —
FHEIZRWNT, SR 850~860km DEFL LI~ SHE
Z, BEfke sy b EMR U TR L A TR ER
(ASAT %) %#4F-7- [20]. 2D & =, 10cm L LDOF T
UM 2317 B Lz ShTnb.,
34 HEBFZEOLER

BRFEEHWTLEE 3DLEY.

# 3 WEFEOkEL

VA A—BE | Dxio s | FxT o0
® B w 5 5
IR | - IR %iﬁW%*
Ax . Px . < 2
@ | - &H : 2 < B 2l .
CH R | - B AR i e
© LT = A
LRI R
Cos bm— | kG AN | K.
ATHE A S VBN
g | TECEE T | AR | R R
i o T3,
SRR | KEHED | - W RO
e 7 PR il 7 R MBS

BEADEFx 1 71 R K

41 FHIRTLDEXLY T ow%
411 T4 LRI K BRI

O7 MU Ea—va QBN IRECQHED A /T K

SRR T > T TN IE O JH P AR OAE 75 D i &
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T ERITESTORELITIORMRTHD.
412 BEIEIC& H5I%K

%< ORI, FHreislbd s LIRS,

WEE, A—7 v T77vATHDLED, KX, AN
—WEBPLA TS —T 4 VT REINGEEESET S  EE
Tho.

GPS Ti%, ABEE S R LV FOANVBL Z T
AnDD. FEA Y E—VOF A VA MR LTT VH
NWELEERL, BiE#RETHHETHD 4] 12720,
ZOFEX, AT—T7 4 U ITREILRDN, EROGEE
PEETDHI—a=r R LT, SRR, F2, #
FHEDORL ST BN L 72 D
4.1.3 FEERICx T B Xtk
(HfgmET 77

FREMET T > &M LT, GPS BNEBIAFAET 5 H5H
PHERDRT HEE LT EZET IR THD [4]. MEA
I, ZEEBPYIMICRE DL, MESA L L
LT aBEkCE, FIALICKWERSHD.

Qs > 2T A DERAAY

1 FEREEOMBARDEIL, TR br—LT R
T AR EDOPMEM AL T 5L ThD.

Tz, Ux I RERE U CHEBRE DS EET R RE AL E )
LB TERWE Y ICH LRofET 7 & B sk
2V, WMETHZLTHD.

Gy R Y AT A DR

BR T AT NX, 6, WE, AN—RT T VEDF
22 O LW BRBEC B XN 2 BRI 2 D2, 47 B
EMZ S OREE LT 7w, e, #EE RN
[RiZT 270, BEOMESCH LR EZMAAAT TTENED
DHRAY NV =T 2WEST L2 NN ETHD [21].
42 GPSITT B EFa VT otk

GPS IE, HFRA{LoRAEA 72 <, FETES KBURHEBIIC L -
TARcENTWD 2D, HiF S 2 1T, GPS Z{E#K
O'GPS B ZERTE S.

GPSIZHKT DX =2 U7 4 %KL, RIEHOFHI AT A
WZRTT DREDOM, KOHLDOBRH 5.

421 oy —nEA

GPS DS DA EEHRAREE o — %0 L, GPSE= &
228k, FEARERF v I THHETHD
[4]. #fiZ245 87Tl APNT(Alternative Position, Navigation, and
Timing), ¥H¥457 8 CTiX, eLORAN (e Long-Range Navigation)
BHERSNTWD.

422 ZEHRY FT—

BHOZEHCTZERT Yy NU— 7 ZBEL, Xy b
—ZIZBML TS GPS ZAFHEF LS AT @A L,
FEREBRNTDHIETHD [4]. KEHIE, GPS HE &

¢ https://www.gps.gov/technical/icwg/
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M CALBICIRET v T R RETHZ LIIAFRTHD,
FEE OHLE D GPS ZEHICx L CTHE L54A, thots
TEFEEELDHZ &I D.
43 BERDEESA V7SI T DX ) T4 1%
4.3.1 55 3 IRATENFHENC k9 2 FEAM

& A WATEE R EICHT- T, & 3 RITEEE O
EITleo TRy, SEEES 7 I 0HICBITDLIHA KT
AVEROEEEA V7 T REEZITBIT DNHEDOITE)
ML, ThEnaEMRRE LA ED LN TERY, EE
A7 THEEFZEOITHHELE LTREL2OHDH LR
HELTWS.

T, HEA VT TOEREX 2 T 0 HWIL, Ak 12
LR, 1TEhFHE & UCRE - AR S, 5 SOMiREE (%
RIEMER O R ONEE, HEIEAE R ok, REExHR
RO L, VAT~V AL b, B OmL) 12k
SLABRNERICERL TV EFEMLTND.

4.3.2 55 4 ATENFHE O F

94 WATEVRHENE, [V A N—tF 2V T ¢ AL 0¥k
ARBEICANY , &3 RATEHHBE LY (YA 3—tFx 2 U7
S HERS ) ZREE X CORESTEY, Ao 5 >0 kak it
BEA AR E U CHEEF LTV A, Z O R 2 R -
UETDLHOLE LT3 SOEANAREH T Z2ED, 0D
IO —Z, [HEA 7 THEEFEFICTK T 5588/
OHERE ] R, MMOEZA 7 T80 D OIRIFE N &
<, oo, HENERBOEE A 77— ARETH
STHZEDOHBENNPRELBRIBENDOODLEHA T
SErE LT, B, BWEE, EMERF Vi, Zhn
DFYEFIE, RIS EEREREX 2 U T ¢ xR E B EW
IR L, #ELTHDLERERDH Y, FICHL - #EL T
WS MLERZHDHELTND.

—J5, B, EWEE, &lo%iE, GPSKIGE BN E
BB E BRI THD.

WIZ, %4 RATE GBI, BEEA VT T RIS
HRERDEREL AT AL KO [HEA T T —E R
DOEE| MRENTWD. ZOHRT, KESHY AT A
RS A DAE T RMERY ZT ME, GPS BAE 52
HBDYVATATHD.

44 BRODEESA V75 L GPS BAESORARK

HEA U7 T T BB, ai bR s h TR Y,
2005 FITHERE X 2 U 7 4 BURSESRIE LTz [HEA v
77 OEME X2V T o XRITHRDITENFE [22]) 121,
BEICETEA > 7 ISk 25BN T I LTS, Lo,
RIS DDoS B, <~/ v =T KYE, V754 F =
— VR ERERDOY A N—HERNBREINTEY,ZNHD
RIHIL, HEA T TEEELEATICHRELTEY,
FRBESNTWD., L, F4RTHFESE, &
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A 7T & GPS WG B OIKERIRSS GPS D MiF5 k%
WL TVD LW Z L EFHLENT, RXIETHB.
—77, GPS OFMZFEIE, B 225H GPS O Mfagaik & ek
L, HEMFARHIIE, IS GPS ZEHEER TE, 1o
GPS B R H AR TN CE 2 Z & 2 ML T\D [4].
LMo T, HEEA V7 T H¥E L GPS OHEMF N IEH I
xR, BEHEA 7 712t 2% GPS RG5O EE M|
ONWTHHOFEI AR D, XRAERD 2L 57280,

5. KEDERYHBH

51 REDEES VI3 T2MY#MH»

KEOEEA 7 FRE~OXFINIL, 1993 F2 A==
—a— 7 HRFAG v X — IR EGE 1995 4 4 ADA
TR EIRBEF E VB E: &0 D 2 DDOHBRER KX
HEL TS [23]. 2ok E, KEX, EHEA T ITINT
BOBBICMENTNE Z L 2R L, 9.11 LT o
AL L CE T ZAREEFRESE, EHEA 7T
KT BT B RE OV A S—IEBESF RO D A ZFTU,
RERICEEA 7 T 16 B2 ®EE LT,

52 REDEESAVIIITEZS GPS DEE

F L2 2R 1%, EEA 7 T GPS BE BTk 1
LTCWDIEERHALTEY, Py IvrEZnbli#ET S
RREFESTND. JIORETIE, KEOEZEAS 77 16
STED L, TRAX—, BRIEERAE, B - ARMEE,
Gt — e R, BRI - BEREL - KEBEFEMIEE, (b
PR, MM, EE ARG, XA, HWEIN, W8E,
ROV —v X, BUNMRE, A - POEED 14 5358 T
GPS FFZIfE 5B b T d & LTWnD [24].

53 XEIZk 3 GPS DRERUVHE
5.3.1 GPS DS HRE

KEZ, BL<H 6 GPS DfegstE a5k L Tk v, EiR
B, GPS OfagsEE 9 » RIS THRAELZEZ A,
FERBET Y THT, O 782 B (FIARE 9 » A
D 12%) BFEAEL, T AU DKEDK 4.5% 28 E 5
R TWD EFEF LT [15]. HIELERERIT, ORI
BVWELERL, mxLX—k s Z—L LB TUS. GPS
Interference, Detection and Mitigation Program | % 2. %5 _LiJ7=.

GPS B O, KEDEF L 2R, E 22 2R,
BREREWREICEE 525120, GPSDNRNy 7T v FD
EREREM L [25].

5.3.2 GPS M55 D Z

[+ % 2R Science and Technology Directorate Ti,
GPS ZEHICHTHY Yy I v T, 2T —7 4 V7R B, E
file 22 W4 A FAE 3 2 AU B, GPS O il 2 78k 3 5 Hil,
PNT EHZR ORI Z IR L T D [26].

Y

[

d https://www.dhs.gov/science-and-technology/gps-program
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5.4 XEIZ& % GPS HEFHMEHR K

E L& efmEE L, —RICER I T\ GPS E 5,
KHEATES LI TELT, TRV Yy I 7Tk LT
Mg ThdZ e, il-AEED L2, XA RNTT
7T 4 A RIEOSKER [28]% Web 1 b RICAB LT
WaHd. BiEE, 22— R IERARRLAGEEE2ZET 5700
NRANT T I T 4 AP S, $BEE, BLerEg
28 GPS B D A —F—, AL —%&, WigeE, #&EERN
MEFEF KL, GPSEHEOEX =2V T 4 KOG AMEE
YeET SRS RE I TS,

X IIT, KEZ, GPSELEBOERIEMEE R ND
Wik L, HEA V7 IREZOHRR LT, KL BREICH
L TR % BARMICAB L TV 5.

6. Him, FHE
6.1 GPSHZIEBSNDH—EXEL
6.1.1 ERFZIEH

GPS ZfEHEDY, RZIE B &2 5T 52456, &K 1 8o GPS
BZEERNETH 5.

—7, GPS ZfafkiL, Wb b ok, 2L &R
10 2L ED GPS HEBEZETHZ LN RETH S I
[6], EHEZETERVWEEE, MOBIEREREICL > TH
SETDHZENAREETHS.

612 Y —EXEBLED-HDKHE

GPS B A XL GPS MAIE 52 %159 2% B/ T 5
BN HTIIE, GPS FEZAEF OEME 21Z 13 &, &
FA LT TOY—ERAZELT LI ENARTHD.

£ 2T, GPS XX GPS ZEREITxtd 2 WA N —H g,
Cy IV REXRT 4 v VRO RN EBRTD.
(WY A N—BBROEE

6 #> GPS IC[FIRZ B ET 570121, £7, GPS %
aryha—LLTWAHIH ET AT MZBALZTIERS
20, GPS Dy b — Lk, KZEE N 24 BRI AH] T3
L TWATD, VAT ADEF2) T A I1IBRETHY,
VAT LAORANIR#ETH D, —F, GPS ZIEHIT, TS
ThHDIZD, YA N—BBENARETHD.

QT ¥ I TDOEE

TV s Px LT ORA, KihofamikEo
EIE T, 68D GPS X L CRIKHCY ¥ X v 7 & 5 L7
G benizw, Rfchs. BEEA V7T OZEHK
WRITBE TV P I TN, AERETHD.

Q)X AT 4 v I HEDEE

GPS BIEZ X7 1 v 7 WBET D46, bl b6
B> GPS #FIFFIC BB Lg it huiE, EEAS 770 —
EAEEIET D2 EHRZW. L, 60D GPS IZ
RKLTHLRLE L 6HDI VAN EFEL CHESTSHZ &
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X, B mE RO EHOm» it CTHETH L. F

7o, 1HEOREOMIEICE ) AR—2F 7 Vi3t LTHIE
HENREN S TODERDD, 6 YD AR—Z2F 7Y (Z[FH
BHASICREZ T ARV EEZOND. FIZ, ¥3F
TAvIHEL, TR Ea—TalRNARETHHEED,
KENPLDOKBEEFE L2TNE RS2 2B XD

L XRT 4 VBB AEEA T TOY—E R &R
IR E XD,

6.1.3 5T

BHEA T T O —EAREILT L2011, EEA v
TINETDH GPS ZEHE YA N—HEBE Ty I T
WLV HEBETHZEREETHD.

WEzBE, EVAT ARUM EL 2T MTBWT
X, Pl AERIREIEOM BB ONTND Z L EEHRL
TWo. BEAS 770 -2 &E 1L ¥ 2548, GPS
IS T2 ZET - 2T AR THY, A
bt Wnens Z &ichs.

62 BEEAVISITHT B GPSHERESOCyI oI
%
6.2.1 BB A 27 TxEHE OB

TANR—FF 2 VT ¢ BIEATA, & 4 RITHIEE %K
EL, BEAS 770X a )T 4 5RITEESA V7T F
¥EENALOFTICB W TEL DD, BF L~V THxt
KafEoTW5.

Fio, # 3 KATHHEOFMICIBWT, [TEIRE%,
RESNTHHEE 16 F4RTEBY, RN EEITHER
L, EHRZFEGIC L @) 722 B LM Thiiz b o L3
fliLTwa [3].

L L7ant, EEA 7 2T DRI, kot
AN—KEEIAE LRI L TRY, HEAS T T
28 GPS BrZIE STk LT\ % = & 2385 L, GPS BrAI{E
FICHT Oy I EEREE L THRATARIIRO N
TURL,

T, W ARITERIERKTIE, BEEAT LAORES
NE|EEZITEEAS V7TV —EADEELFIRL TV
D, AR CIETEE DOIAWER L OBRIE - 51k, PRI
DIFNDIEIE - 151255, BB, B o=EIE
7Y, ERAEBCERREELRETZENEEINLTY
%, LiedoT, FRcam, BT, —EREZHERT
DI, EORKBREDOXROALTIERTTHY,
GPS FAE B % EFWIZZET AT DORRNRMNETH 5.
622GPS DT v I UIREK

HEA L7708 FX2 )T 4 ARWOMMATIEL, GPS D
T I UKL, FREICIER O TOD RN, FHU X
T L DOPELAR GPS WFE DHLA TiX, GPS 5 5 DO
DS, SR BEERNICHRF I TN D.

72, KETIE, BEAS L T75ORESETETHELT
LRREE N, BEA 7 JI1CH9 5 GPS HIERESOEE
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M A L, GPS DOagstkic >\ T DifZEE21T->THE Y,
BRI 2R RC_A NS T 77 ¢ 2% Web LIZABHL, A
SHKEERELTND.
623 5 DOXIE
UbozZ &nt, HEA 7T OMKERTTT 5 NISC
DEEA 7T TNV—TIZFH AT L, FIZ, GPS D
JEss xSRI R o dH HE 2w, BEFD GPS Mfas
PEXIRNEE A > 7 TG ATRE T 2 a3 5 BN
5. £, BEtLizxtK%E, BTSN 7 T70EHREF
2 U7 ¢ SERICARAITENGE ) 1TV iAA, BUFE LTE
BA 7 TREFILSARL, AL TWLEDRD
5.

7. R

ERAFICARAI R /RBE A 7 F & GPS HZl{E 5D
REPE LR, ZOEEEEZRRT D ENTELE
B LT BT S 72 011E,GPS BAIME B DL ER R
BENARAXRTHS. LM L,GPS ZE LRy AT A,
HED LWL OEMIC2>TRBY, TRENDIKEET
FEa—val, BARREOBEDA X7 OB
RINOERETDHE, FAN—BHBEIV v IV TICL DK
WOERMERTE N NI L. £72, GPS FEAIE =T
KT DWBEEE %D &, GPS HIRICH T 2 BT, BHENT
1E72<, GPS ZEHITHT 2V AN—KBE T I
NEBATRERBURIETH D AV L7,

7o, HEA V7 T3 GPS KA B & MEIC%ET 57
DONRERHET S &, HEROERR KBS RE ®E g o
PERTUY A NR—BR 5 L TUE, SRR BN TV AR,
NONFEFTEF =2V T R EPRICHARD Z 213 T
Ehemolz. LR oT, SBOFEBED L HE%E &
LCiE, A 7T & GPS EMENERLEFEXY, &
F o U7 4R RIZ, GPS RZIE ST 2R bV AL
TW ZEBKETHD.
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