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A Study on Malware Detection with Self Defense Function
by Image Features
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Abstract: In recent years, the generation of subspecies has been accelerated, and the creation of the pattern file can not keep up with the
present condition. In order to solve the problem related to such subspecies detection, many studies for detecting and classifying subspecies by
machine learning are underway. Among them, it has been confirmed that subspecies can be detected and classified with high accuracy in
studies that characterize static analysis information such as machine language instruction sequences as features of malware. However, this
method is not suitable for detecting and classifying malware subspecies having a self-defense function that affects machine language
instruction sequences such as change of compiler type / optimization level, junk code insertion, packing etc. It is thought that it will decrease.
In this paper, we dealt with binary data of malware as an image, and examined image feature quantity effective for detection of malware
having the above self - defense function, without relying solely on machine language instruction sequence.
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Table 1 File size and image width

T ANYPARX 8% O iE [pixel]
<10kB 32
10kB — 30kB 64
30kB — 60kB 128
60kB — 100kB 256
100kB — 200kB 384
200kB — 500kB 512
500kB — 1000kB 768
> 1000kB 1024

K1 <Ay =T HEG{EOF
Figure 1 Example of Malware Imaging
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Figure 2 Calculation of LBP value
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Figure 3 Mask pattern when N=2
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Figure 4 Images of 5 Bashlite with defferent optimization
levels
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Figure 5 Comparison of similarity -1
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Figure 6 Junk code inserted in each malware
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Figure 7 Images of 4 Lolyda.AA3 with junk code inserted
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Table 4 Comparison of detection rate and false detection rate

Lolyda.AA3 Lolyda.AT
B | AR | R | R
2-gram 97.6% 0.0% 88.7% 1.1%
3-gram 97.6% 0.0% 65.4% 0.2%
bytecode 65.9% 0.0% 52.2% 3.7%
Gist 98.4% 0.0% 99.4% 0.0%
LBP 98.4% 0.1% 75.5% 2.6%
HLAC 90.2% 0.1% 97.5% 0.3%
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