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Abstract: In Named Data Networking (NDN), which is a content-oriented network, Content Poisoning At-
tack (CPA) affect normal users and networks. Countermeasures against CPA have been proposed, but it
is impossible to prevent the fake content spreading because the router repeats forwarding data requests to
the server which has the poisoned content. In this paper, we propose a countermeasure against CPA by the
router by deleting cache on itself Content Store and changing the forwarding routing, called CFCM. The
purposes of CFCM are detection and suppression of CPA. Each router calculates distrust value of cached
data and deletes and limits spreading the data. We evaluate suppression performance of CFCM through
computer simulation.
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Fig. 1 The structure of NDN router and processing of packets.
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Fig. 2 Overview of CFCM.
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Table 3 CFCM parameters.
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Fig. 4 Disrust value of contents.
PFEL. X512, BMA 2—H0HEE2EH S/ 2

TOAME FE DOFFAMfE % 5 Uil % e L 7.
FEERZOWTIEROIHTH L KT 5.
CPA D% L CFCM DRz 3Hili§ % 72012, LT O
AHMEEE 5% 5.
o I T VYRS
JE CFCM . — ¥ 25HUAS L 72 AT 72 ) O IE L
VT UYBLORER T YT VY ORSK
o IFLWVI VT VY ORISR
JECFCM =% HGF L7-e&a vy 7 v VBT AIE
LWaryrryodagEyIal—ya YEEMHTO

Il

Z DT i

4.2 NMEEOHH

SHDYI 2= a T A=—FE Ay PT—2 bR
O BNWTI T Y ONMEEP EDREDE L % % H
RHERRT B 7O PR FER 21T o 7. FRHEBRTIZTRT
DL—H% CFCM —& L7z, [ 4 3ZF0FEERIZBW
TOAY TV YOMEEEXRL TS, ELvwaryrry
DAEEZOTHL—FH, NEBRI VT VY OAFEIX
BLZFOTHETELTWAZ E 2R LA, 3
SARPMRB VBT PERZITo72L 25, MEER
045 BIETIH L2, SO ENSRMEEIE P RT VITK
FThHZEDmholz.

F72, BMA 21— HFPHFAETIHEORELRI YT Y
DAMEEEHENTSH. H 5 1 BMA =925 50%D & &
DREZIAYT VY ORNMEEEELTWAH, NMEEITIE
LwarysFry, RiEZary 5oy & LI12 BMA 22—
50 THAHZ ENL, EELPIELWI YT Y THEN
ZHWTAIEIFELL, ELvwaryrry, AlERIa Y
TV EBIZ025 FETIHRL TS I E 2R L7, IE

445



BERAIEF =R EE Vol.60 No.2 440-448 (Feb. 2019)

—mFELWWarTrY

M 0.6
Wos e RERIAVT VY
]./v 04

03

0.1

o 20 40 60 80 100 120 140 160 180 200

R [s]

B 5 BMA Z—F050%DLEDAYT >y DGR
Fig. 5 Disrust value of contents when BMA users are 50%.
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Fig. 6 Number of retrieved Data without CFCM.
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Fig. 8 Number of retrieved Data when BMA users are 50%.

2 OEASEAS, #9510 BRIIdm e i L7z 2 &S
M C&%. CFCM CTIEIARIEHRES—E5s 25 F Tk
FrXoVaFBEBRLENIEDNS, RAOK 10 BIZIE
CFCM B L MBREDOT LI v 7 v VIEKE 2o 7.
PEnZ &L, 128 T13 CPA ORELIIHIT 5 2 &
PHHETH Y, UBEOHOARELI Y F YD F vy v
ENBTEEH TS I L AR T X7,

4.4 Bad-Mouthing Attack DHNFIIMEEEDFH

DFN hEu Y FI2B17 5 BMA O¥ZIZOWTHERT
4. X 8 ix CFCM —HHNIZBIT %5 BMA - OHE &
MRE0%DE x0T Y BB ORERMES 2R L Tw
5. ZOM&ED, BMA ORENFKEL %D BMA 2—¥
DEE0%DEHETS, M7 EAEEDOIELVWI YT ¥
VISR E o TnAE T L RER L. EBIC BMA 1—
FOEEE 10%, 30%, 60%&Z b s ATHIELW
a7 vV ORABIEIREE TH o7z, BMA Z—H Ll
HL—HFOTF—=FFRETFTIVHEL > TWAE20H, BMA
I—FOEEN 0N TIARELRT YTy EHRITLI L
WL o7z, 2O L X VIREFEIZ BMA O
HHITELZ L RMRL.

F72, 2BREOHIERAT) ZE OFABER IO L7250
12, NEa Y7 v VHEDARET- 246 & BMA HlE%
MASED, EEEHETOELway 7 vy ORUER
2B 9IRLA. K9 XY, AEa YT Y IVHIEDARD

446



BERAIEF =R EE Vol.60 No.2 440-448 (Feb. 2019)

—e-TRIEQY TV VHE
-=-REQ VTV HE + BMALIE

0.2

ELWIYTFYYyn

0 01 02 03 04 05 06 07 08 09 1
KEI1-H0gE
9 ELwarysryossEla otk

Fig. 9 Rate of retrieved normal Data.

BaTld, BMA 2 —H0EEZ 0% 5 LELVwa Y
T VPSRRI 0% T L7245, AlEar 7 v & BMA ®
2EBEBEDHEIIBWTIEL W YT v VBSRIZIZE ALY
AL L e o7z, NIET YTV HED AT EFT L2 A
EHERL, BMAHIEZNMAZBAEDIE)BFELVI YT
VY ORASRMH L7z Z b 2R L7

5. b VI(C

KL T, NDN I2BF 5 CPA O 5ET:TdH 5
CFCM % #FE L 7-.

CFCM Tld& 1 —¥ g LA IE Ry 7 YD
W ES 5. Interest T fFE L2V =513 7 7 7%
FEPL, 3T VI L TEBLAEAEEZ S L ITARIE
LarrryYERHETL. AL T VIECS AL
L, TOI T ERBITLL)ICAELRIT YT YA
DREBIEROBIEZ LRSS, /2, CFCM Tld—+
WG HEZ T ETIELVWI YTy ERINLEL D &
% BMA 23FEAT S N5 W REMEAE S5 25, 2 RFED
HEET) ZETL=T DL DEBME IS LTV,

YIial—varyEMHWT, DFN FEBOY ETCFCM
DARIE T 27 ¥ JHIERE & 5FA L 7-.
WRED, RIERT VT v I ~ORBEIEROBIE % 25 H
TAHIET, TNLUBELARERI Y7 vy Ot 8T
ETVWDHLI L BB L. T, 2BBOHEERITHIZ L
I2& Y, BMA 2473522 ML AT H 5
BEOIELWI YT Y ORUGELMfIFT LI LR TES
&R L7z,

DXy, $#ETHEIT CPA WBEZIHIT 2 2 & 25 gE
ThY, EHUErSHDL LR LT

B;ME ARWITEIE ISPS BHITEE 16H02811 OWIEL & =213 72
LDTY.

vialb—vav

SE X

[1]  Jacobson, V., Smetters, D.K., Thornton, J.D., Plass,
M.F., Briggs, N.H. and Braynard, R.L.: Networking
Named Content, Proc. 5th International Conference on
Emerging Networking FExperiments and Technologies,

© 2019 Information Processing Society of Japan

2]

3]

[16]

[17]

CoNEXT *09, pp.1-12 (2009).

Zhang, L., Afanasyev, A., Burke, J., Jacobson, V.,
Claffy, K., Crowley, P., Papadopoulos, C., Wang,
L. and Zhang, B.: Named Data Networking, ACM
SIGCOMM Computer Communication Review (CCR),
Vol.44, No.3, pp.66-73 (2014).

Kim, D., Nam, S., Bi, J. and Yeom, I.: Efficient con-
tent verification in named data networking, Proc. 2nd
International Conference on Information-Centric Net-
working, pp.109-116 (2015).

Gasti, P., Tsudik, G., Uzun, E. and Zhang, L.: DoS
and DDoS in Named Data Networking, Proc. 2013 22nd
International Conference on Computer Communica-
tion and Networks (ICCCN), pp.1-7 (online), DOI:
10.1109/ICCCN.2013.6614127 (2013).

Ghali, C., Tsudik, G. and Uzun, E.: Needle in a
haystack: Mitigating content poisoning in named-data
networking, Proc. NDSS Workshop on Security of
Emerging Networking Technologies (SENT), pp.1-10
(2014).

Saxena, D., Raychoudhury, V., Suri, N., Becker, C. and
Cao, J.: Named Data Networking: A survey, Computer
Science Review, Vol.19, pp.15-55 (2016).

Xie, M., Widjaja, I. and Wang, H.: Enhancing cache
robustness for content-centric networking, Proc. IEEE
INFOCOM 2012, pp.2426-2434 (2012).

Karami, A. and Guerrero-Zapata, M.: An ANFIS-based
cache replacement method for mitigating cache pollu-
tion attacks in Named Data Networking, Computer Net-
works, Vol.80, pp.51-65 (2015).

WA, iSRS, HBF %% T Named Data Networking
2B B ER 70— O A L7z DoS WE DM
BT, B2 0 VF A7 4 7HEE L SHLEY — 2
¥a v T4, pp.85-91 (2017).

MEIEA, FARSR SR, HBF %% © Named Data Networking
2B B ER 7 0 — DR % F\ 72 DoS B T,
THHOLE S 45305, Vol.59, No.2, pp.564-573 (2018).
Wu, D., Xu, Z., Chen, B. and Zhang, Y.: What If
Routers Are Malicious? Mitigating Content Poisoning
Attack in NDN, Proc. 15th IEEE International Confer-
ence on Trust, Security and Privacy in Computing and
Communications (IEEE TRUSTCOM-16), pp.481-488
(2016).

Sun, Y., Han, Z. and Liu, K.R.: Defense of trust manage-
ment vulnerabilities in distributed networks, IEEE Com-
munications Magazine, Vol.46, No.2, pp.112-119 (2008).
NAMED DATA NETWORKING (2018), available from
(http://named-data.net/doc/NDN-packet-spec/
current/interest.html).

Umeda, S., Takeda, S. and Shigeno, H.: Trust evaluation
method adapted to node behavior for secure routing in
mobile ad hoc networks, Proc. 2015 8th International
Conference on Mobile Computing and Ubiquitous Net-
working (ICMU), pp.143-148 (2015).

Ohata, Y., Kamimoto, T., Shinohara, R. and Shigeno,
H.: Cooperation Incentive System Balancing Virtual
Credit in Mobile Ad hoc Networks, Proc. 13th EAI In-
ternational Conference on Mobile and Ubiquitous Sys-
tems: Computing, Networking and Services (MobiQui-
tous 2016), pp.218-226 (2016).

Henderson, T.R., Roy, S., Floyd, S. and Riley, G.F.: Ns-
3 Project Goals, Proc. 2006 Workshop on Ns-2: The IP
Network Simulator (WNS2 "06) (2006).

Afanasyev, A., Moiseenko, I. and Zhang, L.: ndnSIM:
NDN simulator for NS-3, Technical Report, NDN (2012).

447



[BHRNIBFERIGE Vol.60 No.2 440-448 (Feb. 2019)

/B ERZER

2017 FHEMERFE A v b T — 7 [EHHRF
HEEE. BIfE, BERESRELRFRF PR
AR R I LR A b

ER R

2016 4F B JE SR B K S8 T2 B AR 2,
2018 4F [ KRB B L - 52 R R
WA T,

EH T (E2A)

1990 4 B8 JE Fe 2 K7 3 T 0Tl T
SRPASE. 1997 ERIRA R
FIIFERHE RS T, B, FRY
PRz, L (T5). T
MR Gk EZE B, 7 DPS i
e 1A, Secretary of IEEE ComSoc
APB S #JEME. BUE, TEHLHERBR, [ ITS ks
F4, Co-Chair of IEEE ComSoc APB ISC. # v b7 —
7 -7 ban, ITS EOMEICHiEH. FEH [2rxs 2
Ay¥Ea—T1r7] CGk—2ath), MERFEEES 2 i (36
SR . BTEHGERE S, IEEE, ACM %£28.

© 2019 Information Processing Society of Japan 448



