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Abstract.

When a wireless terminal connects to a router or wireless range extender, the terminal obtains two keys necessary for encryption
or decryption. One is PTK (Pairwise Transient Key) used for unicast communication, and the other is GTK (Group Temporal
Key) used for broadcast and multicast communication. Some home routers and wireless range extenders can update the GTK at
regular time intervals and set up to enhance communication safety by not sharing one GTK for a long period. However, due to
the implementation specification of GTK update of the wireless range extender, GTK inconsistency occurs between the terminals
on the wireless LAN network. As a result, broadcast or multicast communication between the terminal having the old GTK and
the terminal having the new GTK becomes impossible, and there arises a problem that interconnection is impossible. In this
paper, we investigate the characteristics related to updating GTK of wireless range extenders that hamper the interconnectivity of
the devices and clarify the problem. In addition, we propose a method to improve interconnectivity in the implementation on the
device side against the problem of wireless range extender. Furthermore, evaluation and consideration of the proposed method
are described.
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Figure 1 Example of wireless network.
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Figure 2 Association and Key exchange.
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Figure 3 Example of unicast and broadcast
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Figure 4 Mechanism of wireless relay.
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Figure 5 Analysis of connectivity problem.
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Figure 6 Influence of connectivity problem.
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Table I Home router with wireless range extender function.
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Figure 7 Investigation configuration.
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H DIRG9 5 & il GTK BHDHAE

TAHDITRET BV E LT, MRAPHEEED GTK EH

DL L TH LY GTK ZAFTELHEEERL

7.

521 GTK EF&LEmmaons vy

RSP D GTK BEr o R AEZ AT 0P v 713,

o URRMNHDOBEAETS GIK NE L o THRNMY
I INEHICERT D

® GTK Ny < 7go7z Ll L7256, MR o FHEkt
ZATWET LW GTK & B4 %

ERIZXkY, 2y NU—I NOMOSERNSEIET UG
EAT S BICH kgD GTK AFEFHEShi=E LTh, ]
TEEWCHED Z & ZFIMEAIEE TH D.

i B
4way handshake

s

palls

GTK:ATHESE
GTK:ATHESAE
e

GTK:ATIESTIAE

OFERMICGTK THFS

fbEnz ) Ury M s=e
SitHAHEEA

GTK:AT/ES T
ATIES
CTKATIRSM |1 acigemic
GTK:ATIES
G BST , lemkaceman

T GTK:BTRELL |5 eTk:ATESTERL
=GTK: Al &\ & B
GUIM=EiEs
4way handshake
-+

GTK:BTIES1L

GTK: BT i
GTK:BEIERAE it

GTK:BTES0lEE

M9 REFEORY v
Figure 9 Logic of the proposed method.

ZIT, HOOHATS GTK BNV E ) AR T 5
TR L LT, EHMIC GTK THB{LENTZ 7 v M &%
B35 &5 etz BET TR (]9 o@). ik
B GTK HHB™ T &, THMCZE LESLTE
TWe Ty ERESZTE2LRD. T LIZEVESY
DEATD GTK BN o TWH EHEL (K 9 0@),



IPSJ SIG Technical Report

R A o 7o AU, FEEREL THT LV GTK ZEfS9
niEkvy (K 9n®).

522 RRBICBITHEER

SARNEMHINC GTK TR b S iz 37 v M & Z(ET
DA EERT L7201, HlZIEFRy MU —7 NICHEE
T AR S EWAIZ ARP 2 D7 B — F¥ ¢ & hX
Ty hEREELTLLXIEERWMRETHDS. LiL, BF
FEERE LB REOE Y eV ITHEHENTH LD
AR TRAHT AL B NETH S.

HISRICER Y NU—2 A 27 2 —ALUKE UF L IES)
N2 DL EFET DA, —HO UF L5 UF 56 (1
Z X, BHELAN M UF 7> 5 M4 LAN ] I/F 5650, #6547 2.4GHz
8l UF 76 MR SGHz ] UF 56872 &) 12, EHIIIZ ARP 72
EOT7u—R¥y A My MEEETDHZ EICL VIR
R CRETHZENARTHD. ZOFEIIHBHNES
WCEIERRETH LD, WThor—FH0O UF LA TE
ROIRER LS. Ein, FRCAMFEER EAy 7 RN
WRIZ 2 Db UF - ThWVWI ENREL, 20k )ik
RCEHERAETHD. ZZT,UF & 1 DLW (F
I 1 OLDENITERNY) WRATHLERITE L FIEL
LT, "—2Fy hT—=NICKLTHEETETHA D L
—X] ZFALTZe—RF¥x¥ XA OOV LT F v R
Ny NEZETE L FEERF LR

(1) UPnP 2FIAT5FiE

MR D /L— Z 1Z1Z1FIE T UPnP(Universal Plug and Play)
@ 1GD(InternetGatewayDeviceBsREN L S N Tk v, T3
A AF|H AT i@ A (ssdp:alive) A v & — U BN EHBIZ~ L F
Fr A MTRERINDTZO ZNEEHETIVUTI V. 72721,
N—FIL L > TEERHIRBIEISEIETH Y, 60 RO Tk
FET2b0bbE s nULEOBBAES bbb HL729,
GTK Nt po7c 2 & &l 5 £ TITRD 02 % &
WO RIBERR S 5.

(2) DHCP #F|IA9 5Fi&

= Z T HEHEHINTWD DHCP —"ZFHHL T,
DHCP D7 — F&¥ v A FCTREREEND A vE—T 2 EH
MINCZIET A HELHS. DHCP O3 v MIRRAE R
EEELZENICH LTV — BB ERT V— 7 A L7
5720, EBEMBERENPEBRIZROLZZERTEDLH LN
IFERH Y, EBHRMEREWZ®, DHCP VW5 Z & &
T 5.

523 BEFE
EHEETADHCP O 7 — RE ¥ A b3 h & LT
X, T2 Request A v E—VZMMHTDH. ZHUTIRAKD KA
WIP T RLAZIG LR, £OIPT RLAD Y —RE
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E#ERTHAvE—VTHY, A vE—YHNO broadcast
flag| % [True(broadcast)] (ZFRE L CkETHZ LT, v
—APBEDIEETHD ACK A vt —V% 7 m—R¥Ey %
FEBSHDZENTES. ZOZEIZEY, GTK TH 5
fbENT Ty N ERPNCZAZT HHMHANEANTE 5.
FloEMBRE LCHE, £ SR T#Y L—X D GTK &
BFRRIL 1 S HALCRERRETH Y, GTK B &+ 25
AAIVTHENEBEEEDLETI MR E T 5.

chiki

=4
« dway handshake
GTK:X GTK:

. 4way handshake

5N

GTK:A GTK:A
T2 Request(70—FFvAl) T2 Request(JO—FFrAk)
12 Request(J0—TF+vAl) «
PTKCIEEE PTKTIES{L
ACK(JO-FFvAl) ACK(JO-FFvAl) GTK:AT
GTK:XTIES (L GTK:ATEES L "| &S
@
T2 Request(J0— EFvA M) <12 Request(J0— FHvl)
PTKTEES1L PTKTHES L
ACK(IO-FFvAlR) ACK(JO-F+rAH) GTK:AT
GTK:XTHSE GTK:ATESL Esal
G
T2 Request(FO—F4vrAR) T2 Request(JO—FEvAk)
= PTKTEES1L
PTKTES "1k Gl GTK:AT
ACK(JO-F4rRt) ACK(JO-F4vAt) HEREE
GTK:XTHEE{E GTK:BTIESE | SACKE EFH
. - Ping Request(1-+vZAl)
Ping Request(1~-FvAH) « PTKCHEET ~
T PTKeESIL PTKE @
Ping Response(1-FvZl) Ping Response(1-FvAl) | ss=njae J
PTKTHES L - PTKTHESL
IACKREREE
DOPingiGER{ETIHE
=SGTK:AlRZHWEHIER
4way handshake ; qgg‘%

M 10 $BRFEOY—7 A
Figure 10 Sequence of the proposed method.

ZIT, =P ERSTIRELE RV Ry FU—F RIT
FELRLS oAb, 7r—R¥x X M7y bR
ZETERL LD, ZOBRELEOV T LD, V—HZIT
RTHEFHROBE LTy X MEEZIT->TH
BV, =% % X Vv k& LT Ping Request ZH\ %
ZEETDH INGEEEXT, BEERRTHIZOLIT
DUAREEARMCHRET D Z L2 IRET S,

1. SRV —XIZEMHA 4 ) DHCP T2
Request(7 72— R¥ ¥ X MZEET 5.
7272 L Z OKF, DHCP A v & — N ® lbroadcast flag |
% [ True(broadcast) | {IZ5% & L TEFET 2 (B 100D).

2. T2RequestiZxt9 25 ACK(Z ~— K% ¥ X MEZ(ET
XRVWIGE, SARD BV —Z I Ping Request(—- =% ¥
2AMEEETD (B 10 00Q).

3.  T2RequestiZxf9 25 ACK(ZT 1 — K¥ ¥ R M)EZET
=9, 2O Ping BB (L =F v A MEZEFETE 54
GTK W< Zpofc LHIWr L, MRV e 21T
W, BILWGTK 2595 (B 10 0@).
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6. =B

EBRBREE L L C, 4.1 HilcRT 2 Hiks A OB (K 7)
L RROBREEZ V. SR A 1T 523 HORETIES
FEE UG — V& A A h—L LTz, PfERIER 212
R UTCHREN AT 2 ik 7 B = 7 G E 6.1%) % A
Lz, ZOERREICBNT, TrROFIEICTREFED
Rz Lz, FRFICGRENRET 2% 7 50
T VARG A L.

N—4 - kRS - KR & R E) U IR

SR A TEMEY — VO ELT A BE

MR B EZERA T L, XH%ERST5

WA B O GTK BNEH INTND Z & s

WA A IZBWT GTK &L, HEktic iy
BLWGTK # BT 5 2 & 2R

6. MK BDDLIMK A ZHRALTEDNE D DR

ZORER, #£ 218 Lz GTK B IS ARIZEE L7
WHIHEEE 7 B = 7 & 6.1%)I2B VT, WK B 2 bR
AZFATEL L, DEVREEMRTEDZ ERNDOM
ofc. Flo, FIEIOX 2ZEMIEHT LTIV L
KO T — T VAR E & 6 18T, & 6 LV,
kDT — 7 VA NHIRIZ T~ 7 A —H D EIEHERC L
DR DZENbholz. SRIO 4.1 HiOHRETIINV—X
DT FRFH 30 7038 L O R O BIBRER 30 43 THHZE L7z
7o, BT — 7 N OF IR 30 53 AN O Pk LB
WHHE TV, BRENIEAE Lo T Pk O B BT —
TAOEHIARIE 130 5Ll E) HD 0T THEHIRZ L
EEZBND. FOLO RPHHEICISW TS L— X DR
BrokRIC L - TPk GTK HHfiEE AL+ 5
RN H DD, RFEICLVFEIIMRTE D, 1A
HRTIHFENLOIN 129 THol=2®, 5.1 HORE
FEICBIT V=2 HOGEEHRREEZ 11 5FLFICT 2
FHELEDTHDZ ERbo o7,

S A

£ 6 FHEOT — T VAR AE O R

Table 6  Result of the table valid term.
A R R B =T AHE
#1245y 15 2.1%
#2043 3R 2.4%
#2245y 2/ 1.0%
#2545 1A 0.6%

7. FLOLSRORRA

AT, kgD GTK EHNC BT % =R % T
H L, MHABRMEEZET D Rk GTK HEsi: %M
LT L7z, EPikgo GTK EFHoEMREICL Y,
AL LAN v NU—7 LTl GTK 2R &, Bl
VW GTK Z#FF oMk & DT/ a— K¥F v A how L F %
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¥ A MEEARERIC A 0 AN TE VRIS L,
J—Z AU DFRTE & S A D FHE T B Bt 2 ek vlhE &
TEREOREEITo 7. TORER, S EHA L7 Pk
HERFFTOL—% 57605 6, REFIEEARNL S0 A
DN—FTTa—FFxx A MBI LT Xy X NEFEOD
FHBHREN TE TV, BEFEGEATLLICLYA
57 BICB L CH A SERE 2 MR T D Z L N TE .

N—FDORET 2 —FIZERETHD D,
ECHONET Lite XGRS IIAREFEL FET L L TH
LRI D ERMEREORA Z KRR Z N TE S,
ZDT, R L CHELZANE%E 2019 F 1 Hicma—x
v har =T AIZHRE L, 20194F 4 AORREHIEL
THREEDH 217, Lo o®BENE W FICER
TEHLOBVMATH FPETHS.
SEOERFEIZBOTIEL, DHCP 7 1m— R v X k
AvbE—VaRMAL, EHRFREE LT 1 SHRCHEEZ1T
ST, O T v b3 E Tl R R 2 B 26 E
RBOFEZITV, B IUEHARORTEZED L TFETH
5.
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