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Proposal of an IoT Risk Assessment Framework 
and its assistant tool SS-Rat  

HIROSHI HAYASHI†1  YUJI TAKAHASHI†1 TOMOKO KANEKO†2 
TAKURO HAYAKAWA†1    RYOICHI SASAKI†1 

��������: Cybersecurity for IoT device is identified as an important topic. Both of Cybersecurity and Safety should be discussed 
at once for IoT device by their characteristics. The methodology of Security-by-design can work well for IoT device development 
as well, but it is still on the half way to develop the analysis method and assistant tools suitable for IoT device. We would like to 
propose the Risk Analysis method with the consideration of these characteristics of IoT Device and its systems. We considered to 
use Risk-Base-Approach with Semi-Quantitative description to enable comparison between several ways of countermeasure and 
quick and effective analysis. To consider both of Security and Safety, we considered to use STAMP/STPA with some extension. 
The tree share analysis is also used to calculate likelihood of hazard and threat. We developed assistant tool named SS-Rat to make 
analysts’ effort lighter to realize Security-By-Design process. We could find several positive results to confirm the effect of our 
proposed method and assistant tools by trial using Insulin-Pump. 
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STAMP/STPA Systems-Theoretic Accident Model and 
Processes/ System-Theoretic Process Analysis  [1]
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TARA Threat Analysis and 
Risk Assessment [3]
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EN  Environmental Effect  
FA  Failure of machine  
BG:  Bug of program  
HE  Human error  
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b Common Vulnerability Scoring System: https://www.first.org/cvss/ 
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