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Sim s Vol.60 No.1 250-259 (Jan. 2019)

FB’EH%@AE‘ZJ DS & 72

ISMS & ITSMSIZHBFB3Y 227X A2 XAV MDA

A LY R

%fTH 20185F4R9H, #k§%H 20185 10A2H

BEE AL TlE, Bt xa2) 74422 M A7 4 (ISMS © Information Security Management
System) & ITH—E AR A Y ¥ A7 L4 (ITSMS : IT Service Management System) OFH L Vg1
A7 THAAY NFEERRET D, — I, ##EATISMS & ITSMS @ X 9 %% 1SO (International
Organization for Standardization) ¥ Y X ¥ bV AT A& @EH T 2546, EEEIIMAT L. EX O
BHDISO XAV ALY MY AT L%, JEMICTOEEIEL720121E, EHOAMLIHRETH S LFH
b, WREFDPUL, ISMSDV A7 TEARA Y NCHE L [N A7 LREOMMR] & [HELITH -
ZADOMR] ERARTAZEICEY, ISMS & ITSMS D) A7 7R A XA Y M EHFEAET 4. WRER 12,000
%@Iikimﬁﬁ%%V&—szfﬁﬁﬁ&%ﬁmLt.‘% PREJ7E1E, ISMS & ITSMS D%k
%ﬁ WAL, ZLT, MYAYRAY MY AT AICHT 23580 Ux&Tkzx k7 7 a—F DR

&0, BEFEZ) A THAA L - OFTERH 2 k& B L TR 24%H1 L 72, ETEE
HBDONBRFHEED) V= AHREN L LA T, ISMS & ITSMS DY A2 T H A X ¥ MIET 5 EH
FEOM L, BHOBRIMLICHE T2 EZbN 5.

F—T7—FKISMS, ITSMS, VAZT7HAX YN, HEXATI AV NI AT L, VAT N v 7 AW,
R DA

Using Composition of Relations

NORIAKI MATSUMURAY®)  TAKAHIRO HASEGAWA?!

Received: April 9, 2018, Accepted: October 2, 2018

Abstract: Generally, when an organization operates multiple ISO (International Organization for Standard-
ization) management systems such as an information security management system (ISMS) as specified in
ISO/IEC 27001 and an IT service management system (ITSMS) as specified in ISO/IEC 20000-1, workloads
relating to management systems operation will increase. Here, we describe a novel risk assessment method
that composes the relation from risks to assets and the relation from assets to I'T services. By utilizing this
composition method, we can reduce the workloads relating to the risk assessments for both management
systems. We applied the method to the information system department at a national university with approx-
imately 12,000 members. The result shows that it satisfies the requirements specified in both management
systems and can reduces approximately 24% of time required for the risk assessment.

Keywords: ISMS, ITSMS, risk assessment, integrated management system, risk matrix technique, compo-
sition of relations
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E2f s, T—HFOFEH LS ELLTwa, IT
BT 2 BREBEKE CBIL L) 5 %25, Mkt s o
)74 R IT ¥ — A Z MG T 208055, [FEEE
HAL%RE (ISO : International Organization for Standard-
ization) 13, SO/ZOOHHAFIRMEL TV A, Bt
V754 <A XY MY AT L (ISMS : Information Secu-
rity Management System) &, #iki2BIF L EHRELF 1)
TARERT L7200V ATH S, ITH—EATHI R
¥ M A7 24 (ITSMS : IT Service Management System)

BITH— VA2 MEMICEHT 2200 NMATHS.
THHREF2) 74U A7 2R/ARICHIZ A E2HE T
% ISMS & IT H—EADFE R =W e EOm LICH
fitd % ITSMS (&, IT ¥ —E AHEE 2 EOMIkIc L b
THHERIEIC BT 5 [P0 ] & [BD] DM TH o LR 5.

— e RN B AR &R & (JIPDEC) 12
XAZ, 2018 4£ 03 A 01 HBME, HAREMWIZHIT S ISMS
FRAFBUS AL L 5,488 Mk CTH 5 [1]). F 7z, ITSMS i
BUSALRRIE 210 Ml#kTH 5 [2]. ISMS & ITSMS &, ‘&7
AT 5 2 & DS WS, SLAETIE, FREFIHLRL

DR A FEF O CTETHBY, MivrI AV MY
AT L% RS T A SRMEL TE T d, 72k 2
&, FEEFMETH 5 AT IC X 2RBFED 2 TV 5.
SCEARH B K B PR 29 REE O P RBEAR T A OFERIZ X
5 EAROKFRITI 80K TH Y, ENKRFIL 86K TH
5Bynmmcmm£ﬂﬁﬁ%ﬁ$/xTAm’;n
1, ISMS Z 2GS L TWAEV RFIZ 4 KRH Y,

I 5 281F ITTSMS b &b CTHRARGE L T 5.

ISMS & ITSMS @ & ) ZHEEDISO v AV X P A
7 o e e U LI 3 5354, o ISO v AT A Y b
VAT LGNS LEH T A A S L T, EAHICH
DALEERIMKT S, 22T, YAV AV PV AT LR
DG L S nwk, SEICEHTNEIA L, EBR)
BHRENTL, ABRTRLZED) V=AW N5 %0
T, OISO v AV A v by AT L& BHEM5HERE
ERLOICIE, EEHIE, ISOYAI AV NV AT LE
HOBIDETH DL EEZTWVD,

ISMS & ITSMS (22T, ISO/IEC 27013:2015 1E#HE%
fii—+F 21 7 1 $hfi—ISO/IEC 27001 3 £ UF ISO/IEC
20000-1 DAFEFEEENET L2045V A 5| BEITSNTH
v, ISO/IEC 27013:2015 ® 4.4 T, {E#HLF o) 71 <
AVRAYNEF—EZAT AT AL M, IFEICED LS
Ot 2B L EENC) MO BIERHL b, 2L THE
Wy LTYVAZTRARA Y N, B F ) 7 1 &8,
- A L O ASERE R EEHIT TS

ZFZT, AT, ISMS & ITSMS ®3EH & H1ko
72012, HEVAZTRARX Y MHE (BT, #EHE)
PRET D, REHHEE, ISMSDYAZTHARAY M
ITSMS D) A2 7HXAAY MEHKEL, MYAT AV MY
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ATFLD) AT THARX Y MCHETAIEBNRZIEL,
EH BT 5.

K LOWERUE, LToEBY)THAH. 28T ISO ¥
AIAY DNV AT LB LMERAIT A MBI A
JTRARAY MIOWTHBIL, 3= CTHEMIZEIC DWW T
MR, ABTREFEOFEMICOVTEN, 5 ETIRE
HhEFEELLZTO N A TV AT LDV THIT S,
6 T T, REHEERRELRK 12,000 4 D E L KF O
Sty — (UTF, vry—) ZBWTHEMLEEER
L, 895, REICTETKRLTE LD, 4HRDOEE
kX%,

2. METEXIALIMNBLVPYURIT R A
> b
2.1 HAETZXIALD

ISMS & 2013 4 12 K & < & Ik & v, ISO/IEC

27001:2013 6] 23 %47 S N7z, TOLIEDREF IR D
EBNTHA.
o JARMICIE, TSO/IEC 27001:2005 % #k7K5 5.

e ISO/IEC FM¥EM HREHHE 1 50K O & it ISO i 2
541 [7) OMEE SL (LT, WE® SL) @A L, K
& SL @ Appendix2 [ Lfitkik, L@oFHeE 22
THERAN, BRI E 2 AER] ITHERD &L
IEL7z. MEESL @A L2flo ISO v+ X » b
VAT L EDBEEWEEIRT 5.

o JUHMZR ) A7 <A Y A Y MIET LEBRBETH S
ISO 31000:2009 [8] = #H T 5.

o WESE, SBSY, ryvFaa—T4 07
P — B RHFE L EO5 BRI ISMS F2RERIEE O 25 126
JIBTE B &)1, ERFHZBEIET 5.

Iﬂwmcwmtmmu,WF%SL%ﬁmLttb,w

BESL##HHA LMo ISO AV ALY MY AT LED

MEXAVAY MY AT LADOERELERIZOVWTEE L

NCTwb., —J, ITSMS OZERFIHE EFK T 5 ISO/IEC

20000-1:2011 [9] &, K@ SL ##H L Cww, Lol

AL, F—EARAT AL PV AT LERSEE (0.2) T

ISO/IEC 27001 I23:D {FHEF 2 T4 AT AL b

ATLEMETHIEDNTEDLLEHRLTVE., 62

Ak X 912, ISO/IEC 27013:2015 st ¥ 2 1)

7 4 HiAfr—ISO/IEC 27001 3 & U8 ISO/IEC 20000-1 O

BEEFEICHETEHA TV ANRITENTEY, ISO/IEC

27001:2013 & ISO/IEC 20000-1:2011 DA~ 4T A >~ b

VAT LADFEELERIINETDHD.

2.2 YRITEAAL b

ISO/IEC 27001:2013 (&, E£ 7% M0 EF % ISO/IEC
27000:2014 [10] IZ3k&TEB Y, ISO/IEC 27000:2014 T
VAT THARXY b [)AZEEE, VAZGHBLIOY A
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£ 1 HEOWEK: VA2 T7TEAAL b

Table 1 Comparison of the term: Risk assessment.

ISO/IEC | Comments on usage of the term

ISO/IEC 27000 20000-1 | in both standards

2.7.1 Not
overall process (2.61) | defined
of risk identification
(2.75), risk analysis
(2.70) and risk
evaluation (2.74)

References in ISO/IEC 20000-1
are to the risk assessment related
to services. For example:

Clause 4.5.3: (Implement and
operate the SMS(Do)) includes
“...d) identification, assessment
and management of risks to the
services:”

Clause 5.2 (Plan new or changed
services) includes f)
identification, assessment and
management of risks;

Clause 6.6.1: “d) ensure that
information security risk
assessments are conducted at
planned intervals;”

[ISO Guide 73:2009]

ZEHiio Ta b ALK] LEFLTWA. TR, VAT
AT AL MY A MR w5 1SO Guide73:2009 [11]
12D WTWw A, ISO/IEC 27001:2013 O 6.1.2 1%, 15k
X2V TFA VAT HAAY POERFHEEZ/RLTW
% . ISO/IEC 27001:2013 ® 6.1.2¢) 1) Ti&, [ISMS Dl
HEPRAIC BT B IEMOBEE M, etk & O HEo &
RIHEHI VA & ET L] SLEERLTWS., 2L
T, SN2 A2k LT, ISO/IEC 27001:2013 O
6.1.2d) & 6.1.2¢) TY A7 53T ) A 75l & ZRK L T
VW5, ISO/IEC 27001:2013 @ 6.1.2 1%, il L~ % ISO
31000:2009 (2 &b 72728, ISO/IEC 27001:2005 D&,
B, Wil r EICX A5V A2 THEAXA Y Tt
ADFIRTIE R o T 5,

ISO/IEC 20000-1:2011 (&, YV A7 7Tt A x> F %W
ﬁ’*ibfw#w B § %Atk & LT, ISO/IEC
27013:2015 Dft)E BEREHITF TS
e 4.5.3 SMS (Service Management System) 03E A J OF

#H (Do)

d) F—ERIHT 2 A7 OFE, THARXAY FRD

Egiil
o 52 ¥ — ¥ AT — ¥ AZEHEOFHH
£) VA7 OfFE, THARA Y MROEH
o 6.6.115HtF )T 1 HANEH
) BFEREF2VTAVRIZTERARAY M2, HOHML
OEDIMRTERT 5 L ZHEEICTS.
#F 1 12 ISO/IEC 27013:2015 O [iJ& & B 12 B 1) 5,
ISO/IEC 27000:2014 & ISO/IEC 20000-1:2011 ® ) A 7
TRARX Y P OREGR([12] ZRT.

3. BAEME

IT%ET WBITAHISOTAI A Y MY AT LOREIZH
L 72 TSR & LT, ISMS & ITSMS OfEé 1[§ M=l
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7D R 2 BRI H L OFEEE [13], ISMS & FH¥Efk G~
YA MY AT L (BCMS @ Business Continuity Man-
agement Systems) DA TFHEORE 14 2 EVH L. L
LD, ZHFETIZISMS & ITSMS D&Y A2 T
T AR Y P HFFEIZOWTORIEIHE SN TV RV,
RO A7 722X MEEBERIZOWTIE, X,
FERMEZIIERNOSL L OFEDIRE, EHSL T
b, T2&Z2IE, SEERTEIRSA % K 5 ALE (Annual Loss
Expectancy) % [15], VA7~ MY v 7 A (16], [17], F
E3-7 ﬁﬁ&ua&gﬁ@ﬁ%na.mmm&nyv
AT RA Y MIHT B EEBE TH S ISO 31000:2009 DX
FEHHE TEC/ISO 31010:2009 [19] OFHEE 121, 31 FHO
VAT THEARX Y b&&#ﬂ%éhfw

JIPDEC %, ISMS (2 TéUZ?T%ZXzFﬁ&&
LT, Bk LMEHB ) 27 TR A XY N D) H1) A
7 by 7 AW R ISMS 2 —F— X H A
F-JIS Q 27001:2014 (ISO/IEC 27001:2013) xfie (LLF,
ISMS Z—H—= XA 4 F) THBEL T3 [20], [21], [22].
2T, VAZER [1BEREOTERICHEES 58 (DT,
BEL LTHRR), BB, EiEE] L LTws, REHE
X, SOISMS 2 —H—XH 4 FOFHEEZIEC [BROE
B OE % HWVTISMS & ITSMS i85 A7 T+
ARAY NERET .

1#EB LU 2T T/R L7 ISO/IEC 27013:2015 (&, FEH
ZHELT 572912, ISO/IEC 27001 & ISO/TEC 20000-1 O
M~ARTAY NV AT AW LT, VAZTHARX Y M %
GUIRBOVAIZ ATV AL N7 T —FE2FATH

IR TH L B L TV 23], AETRLZL)
IZ, ISMS & ITSMS O#G ) A7 7T A X ¥ b L0
FEFINFTICHEBE SN TW AW, 22T, AL Tl
BM81~$~fﬁ4F@Uz77%zxybﬁ&%%’
ISMS & ITSMS Ofj~ &Y A ¥ b ¥ AT L % RS
fw%ﬁ%%ﬂ%&bt,mmvx77%zx/bﬁ@%
RET 5.

4. BEEYVRITHERIAL NAE

ARETIE, REFEICOWTELLLEHWT S, I—EHE
X, [FROE] O % ISMS & ITSMS Ofia) A 2
TEAAY MIDHT 5.

4.1 @R

SCHIR [24] (21&, [ISMS Zf D, TTSMS |2 BE#E 3 2 Mk
RIEE E ITSMS DA > 75 & LThEN, ZF0 kAl
B — E AL E R 70X A F MR L 2955 ITSMS
EREEL TV Z LD, BRI £db. REFETIE
IT&—txiBMsmﬁmﬁlw_%ééﬁ_iof@
AMER L, ISMS O & pEAlifiE o %g 2548 12 ITSMS O % i
ESEE D% 2 7 &40 AT 726 ISMS & ITSMS D&
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i D FoE FEHE LR —TH B L v ) Hife & B <.

4.2 BEROERK

BAICBIT 5 [BRoOAR] X, 52 6N72BR»0H
EhRMAREBKTAIMETHY, RO LI IHHINS.
A B, Cx%E5EL, R A5 B~NOHER, S% B
2o C~NORET L. T74bb, RIFAx B OHGE
&, SEBxCOHTEETHL., ZDEE, RESH
HRoSIZE->TEENDL AL CNOEBRIRD L9
WCEDHNS :

HBHbeBITHLTaRb 2 bSc%bid a(RoS)e
Shbb,

RoS ={(a,c) |®%bec BHPHFHELT
(a,b) € R %D (b,c) € S}

COBBE RoSIERESDEK (composition) & XiFi
% [25].

4.3 #=

ST, ERFFELEREHFEOMESIIOWTHP
T5. BEx a (1 =0,....,n—1), ITH—E A% g
G =0,....m—=1), VAZ % rjp (i =0,...,n—1;
k=0,...,0—1) &5, 22T, nlZBEDH, m 31T
- A0, (3 i FHOBEICHERT L) A7 0¥*%
Y. WEHHAD0, MR HEHEIC, EEOES A,
ITH—ERADES S ZRAEEHL TWEIEIZTAH. &
2T, BHA SEENRER,

A = {ag, a1,a2,a3,a4,as, ag, 7,08, g },

S = {s0,51,52}

95,

TERFEETIE, ISMS IZE#E (a;) X—ADY AT T HA
A N (RAMy) % %f$ %, ITSMS I IT % —E A
() R=ADV) A7 THAAY MiEh (RAM) Z%EHT
%. RAMg 3&F# (a;) &, RAM; B ITH—E R (s5) I
HHTLVAZ TEARX Y NFETH L7720, FHEM %
EME R, F20E, FNENROKREE ST T, BEAEM
WZREDS WL Ea—F 50ED D 5.

REHZNL, T3, 1) ERFELFELCEE () N—
ADN AT T AAY MEE (RAMy) %2479 . REH L
TlX, RAMy & LC, ISMS Z—H—X# 4 FO) A7~
M) 7 ABICEDSV AT TRAAY M EFTH. DL
E, VAZEEICLD, VAY (rip) LEE (a;) ORMR
MEZRSND. KIZ, 2) ITH—E X (s;) R=ZDVJ A
7R AAY M (RAM,) 3f7bH$, AL SZ#BIRL
(LINK, V> 7) TEH£TH., 20L&, [BROER]
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Proposed method

A S A N

Y T i G
= N
(a ] o Lo F—N
/
(a5 ] [ a5 ]
. Cadh VN
S S
2 Cadf
(%)
N N
RAM, RAM; RAM,
ISMS I TSMS ISMS

1 PERGELARE OB SN
Fig. 1 Concept comparison diagram of conventional method

and proposed method.

‘Boh, JAZ (rip) BHITH—ER (s;) ~OREED
FEOHOLND., VAT TEARX Y NFEICIE RAMy DA%
Hnaz0, (ERAED L) REGRDO LV 2 -2 0B L
L7\,

X 1 ICERGELREFEOMSHBHERT. B
FECBT S ay & ap BITH—Y R (s;) LBRDESR
ENTWRWEE (a;) THY, ITSMS LIFEETHL &
b, ISMS FIZmMHTERWERE (a;) THDHILERT.
ay 13 51 EOBBROAEREINTEBY, [BIHEay DATI
DDITH—VE R s ZERLTVE] F7213 [ITH—F
A sy \ZEHE ag DATIRIEEINTVE | 2L HET. syl
b L DEE (a;) LEARPTERSINTVD 20, fH7]
BiE (a;) ODHEOHELZIFRTWVITH—ER (s;) T
bbb, BEROEE (a;) ZEHT L2003 A MIFEEY
HARETHD. ag & ag BEHDOITF—E X (s;) L4
BRPER SN T D, HRIEE (a;) OEED, HHOIT
F—UE R (s;) ITEBERITTO, FICEELETLHE
# (a;) ThH5b.

4.4 V) RIEE
RETETIE, 9, 1) RAMy 2EEd 5. &G (a;)
HEEL, B MestE 2 L35, 2L TY AT (riy)
RIFET A, BEOESAICHEBRLTEESNLY A2
(rig) OEEERETEE,

R = {70k, "1,k T2,k 73> T4,k 5,k 76,5 77,k » T8 k> 70,k }

b, F72, ZOEELD, RE ADOBRL PERS
b, Bk L L,
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L’/—A_\L/—S_\

A

J

L

Ti,0-1

PO x| on iy | o]
v = |le

-/ N
B2 JAZ (rg), BE (a), ITH—ER (s;) OFLRK

Fig. 2 Arrow diagram of risks (r; ), assets (a;), and IT ser-

vices (sj).

L' = {(rok, a0), (1,6, a1), (T2.k, a2), (13,5, a3), (Ta,k, a4),

(T5,k,a5), (T6,ks a6)s (7,5, 07), (T8k, ag), (To,ks a9) }

ThHh.
KIZ, 2) AL SOMIBRL #E#T 5. BFRLIZM 1
Iy,

L = {(ao, s0), (a0, 52), (a1, 80), (az, s1), (a3, s2),

((15, 82)’ (aﬁv 32)5 (CLS? 82)7 (a97 50)7 (ag, 82)}

L5
COLE, MRL ELOARL o LPEOSNS.

L' o L= {(ro.k;50); 0.k 52), (11> 50), (72,85 51),
(T3,k; 82)7 (r5,k7 82)7 (Tﬁ,k’v 52)7 (TS,ka 52)7

(19,5 50), (To,k, 52) }

ZCT, BRL L LOERIZEY, BE (a;) DURAY
(rig) &, BE (a;) PEBTLZITH—ER (s;) DY A
yEEDLND.

LIZBFAITH—E R (s, 81, 52) DYRAZ (r;4)
D¥ELS%, FNFN Ry, Ri, Ry £ T5HL, Ry, R, Ry
T ROEGEETHY,

Ry = {rok, "1,k 7ok}
Ry ={ro}

Ro = {10,1es 3,5 75,5 76,k T8,k 79,k }

Lkb.
VAT (rip) HEE (a;) ~OBER, EE (a) 25
ITH =Y A (s;) ~ORROBEHEE 2 1R

4.5 YR IBH
REFLETIE, RAMy 2 %L, FrE SNz A7 (rig)
DT XARX Y FEITWV, YAZ LNV ERETS, 22T
&, BE (a;) YET A0, 2t THEoZLEh
DYAZLNVEEIETD, ) A7 ETHIEIC R 572
BEAME, BROKEE, BEHEOEAVEHWT, A
LRV ERNTHET 5.
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J
\
J

4

70,0 = l\
1,0 /v: ag |\\

So
wo | G | /
Medium Ty 1 /

N
, 5
Low T'g‘o Ag
/ / —/

3 VA7 (Ti,k), B (a;), ITH—E R <S]‘> D) A 7 )
Fig. 3 An example of risk evaluation for risks (r; ), assets

(as), and IT services (s;).

RL= AV x TL x VL (1)

2T, RLIZYAZ LNV, AV IIEFEME, TLIXERE
ST 2B NV (BEOKES), VLIFEENET S
BT AIEEEL v (IBEEOEEV) THY, AV
BUTOEFICEVET L.

) A7 K5 = %Y (C: Confidentiality) 7 5
AV = BEVEICBI T 2 & filiE

VA7 Ry =524t (1 Integrity) %5

AV = VBT 5 B EANE

A7 X5 = (A Availability) 7% 5
AV = TS B R E

E9 5.

4.6 ) XU

REFETIE, T, 1) RAM, 263 5. ) A7 547
T, X EFHCTHEELZ)AZ (rig) ODVAZ LN
CHFNHEL L2 A BRI ER T 5. 22T, )
A7 SRIEHEZ) R0 LAV THRIIT 5720, ) R 7 EH
A FHECTH B, ) AT HIED 720, LIz A Y
(rik) OBFEIENAIT 2T . K2, 2) ITHF—ER (s))
DY AL FMEE/RT S, ST, ITH—EA (s;) DY
A 7 G R DFFAfIE 12D <.

() FESNIEE (a) DIVAY (rip) DIL, Wb
A7 BEEHI 2 & (a) OV AL T 5.
(ii) ITH—ER (s;) LFMRL CTERSINIZEE (a;) D
JAZFHEO D B, bV A7 D EVEH % 1T ¥ —

YA (s;) DV AYEHliE T 5.

B 312 AZFHEBI 2 7R Y. ag LBRAER S NIz rg
E) A7 LANVHEB L) A7 FHEOMER [ (Low) |
L35 LoT, apld & Low)] %%, ap EBRDS
EFRENTZ 10 13 A7 LAVEER XU A7 i 0f
FME (Low)| &L, 13 [H (High)| &35, ko
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4 by ZHEEOM. RISKMS : ISMS - ITSMS # 4 8 & 2
T A
Fig. 4 An example of “Top” screen. RISKMS: The integrated
management system for ISMS and ITSMS.

T, a1 drip, 11,0 DY AZEHED D B 1) A7 D EFil
L I\ (High) ]l &%%. [AEORIEZITV, ay & [H
(Medium) J, ag 1 [1& (Low)] &% 5. so i, ag, a1, ag
TH—EADBRMEEIN TV L, BRPSERSINZEE (a;)
DY AZFMED I B, b A7 DBFEVEHEZ IT ¥ — ¢
A (s;) DVAZFHEE T H720, soid [# (High)] &
A, RS, spid [ (Medium) ] & 7% 5.

5. JOM&2A TER

REETIE, RETEEEHT S ISMS - ITSMS FaHEH
AT LOTa by A7 (LIF, RISKMS) (22 CHM
3 4. RISKMS OFE%213, Ty FHPEERLZEFRET
V6] 2SR T — s R— 22 VA,

51 YT LBE

BT —  N—2EH L AT L% #if L, RISKMS %5
L7, B4 ZRISKMS @ kv 7HE OB Z/RT. by
THE X, ISMS & ITSMS 1232 A2 (rip) Y~
VIR EFRT A, [ITH—EYA—&] TIE, ITH—L R
(s;) %, ITH—EY R (s;) LB ERESNIZEE (a;)
B, ITH—E R (s;) OUAZFMiREZRFERT L. [V
A7 ] 12E, ) A7 R THREIL L 72, EEAME, #
W WEEstE R L D) 2V IEREFRT A,

RISKMS (&, »v 7HH% &5 T, FI2 6 W TSRS
BRI 6 T OFEREREE 2 R Y.

o I v 7MW [Top]

ISMS & ITSMS ICBIT 25U A7 (1) O~V EHR

TFEINT 5.

o — Y REIM [Service Management]

ITH—¥Y R (s;) OFE#HREATL, &#E (a;) L IT

F—ER (s;) OBERETEET 5.

(AL S DM L OER

o L) AVEMMIE [Asset & Risk Management]

B (a;) HHEATIL, BE (a;) ICBRT DEHE -

Meggk = AL L AT S 5.

© 2019 Information Processing Society of Japan

| Form i
' '
1 1
! To Service Asset & Risk !
H P Management Management \
' '
1 1
H List of List of List of H
i | Services & Assets Assets Risks i
' '
i i
' '
' '

Data Base

5 5. RISKMS : ISMS - ITSMS #AEH Y AT A
Fig. 5 Schematic diagram. RISKMS: The integrated manage-
ment system for ISMS and ITSMS.
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Table 2 Risk acceptance criteria.

Risk Evaluation C I A
High >24 >24 >16
Medium >=12 >=12 >=8
Low <12 <12 <8

(R & ADOBMR L DEF

o VM — VARG —EM [List of Services & Assets]
BfR L CEFLEINZITH— VYR (s;) L&EE (a;) D
)Y EFRT 5.

o EHE—EEMTA [List of Assets]
Y LB (a) ZEEHERE LTHERRT 5.

o JAZ—HMH [List of Risks]
FTRTD) AT (rp) &—HERT 5.

RISKMS @ %% 121X, Microsoft Access & il L 7.
7 % —24 (Form) CHEZ7H A L, 7Y (Query) T
SQL (Structured Query Language) = F479 4. F 7=, M
FORIZEHE L T~ 271 (Macro) Zfifl L T\»%. RISKMS
DY AT AR 5 2R,

5.2 1) X 7 HHEREST

ISO/IEC 27001:2013 &, V) A7 7t A X ¥ F OFELElZ
H2, ) AT ZREMEDOHET %KD TWAH, RISKMS T
X, £ —®ISMS - ITSMS ffA~ =2 7 VIZHED X
VA7 SHEEERZE L. VA SHFEREELR 2 TR
9. 22T, CIIEEYE (C: Confidentiality), I (3524
(I : Integrity), A {EuHYE (A Availability) #32 L TH
D, ENOBEIZFNEFND) A7 LANLVTHE., %B
HRRRORIENE L WFZE - 2B Ok % 8 L TSR
TREIEBHIEA, FICTAEEERL, BE, Ealkk
DOFHE X D & ] FYEO FEHEITH 30%1E DsR b IENE & L 72,

5.3 X U4EE
WRETETIE, £, 1) RAM 2 E/iT 5. G (a;)
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Fig. 6 An example of “Asset & Risk Management” screen.
RISKMS: The integrated management system for ISMS
and I'TSMS.

HEE L, B - EssE 2 L35, 2L TURZ (rig)
EHRETAH. ZOEEID, READERL PEFRSN
. RIZ, 2) AL SOBRL #%8%T 5. BRL & L
DERIZEY, BE (a;) DIVRZ (riy) &, &E (a;)
BERTLITH—ER (s;) DVAZLLA.

RISKMS TiZ, F3, RISKMS &) A 7 & HHE [ O
[EET—5% A7 +— 24| TEE (a;) THREATIL,
W, seat, WHEO 3 ERICET 5 EEME % Y
5. (WA F=5 AN 7 +—24] TREE (a;) ZBRT
LB Wi BEIL LA T4, ZoE¥ELY, RE
ADOBR L g s b, K612 RISKMS &Y A7
oz Ry, M6 TE, [BETF—F AN 7+—24]
Ty —DISMS - ITSMS A~ =2 7 IVIZHED X, 4F
E LB (a) OWFME, T, WTHED 3 ZHEICH
T 5 BREEANME % FE L, EHEESEERELR EoERY A
NDLTwD, [VAZTF=F AT +— 4] ICIHFEL
D) A7 (riy) EATILTWAS. ST THRHELAT
L7cUAZ (ry) &, Ny THEO [) A2 ER] ICER
2. VA2 (r;p) 1 RISKMS J A 7 — B 12 BT
bR TE 5. FwE LB (a;) 13, RISKMS &iE—
W IS EEHfRE L CERRT 5.

JIZ, RISKMS #—E AEHHE T A & S OBR L %
EFTH. X 712 RISKMS H— ¥ 2 HM [ OF] % /7§,
[P—EAF—=F AN T+ —4] IZIEH—E24%EDIT
Y=Y R (s;) ODWEHREANT S, [BMREET—5 AT
74 —24] TiE, RAM, CHEL7&#E (a;) O—EDH
ITH—¥Y 2R (s;) IZBIRT DHEHE (a;) ZFRTSD. Z
T, ITH =YX (s;) ICBRT 2EHE (a;) ZHET S
LT, AL SOMRLAEHRTH. M7 TIE, [BFfR
BET =S AN T+ —L4] TITH—ER (s;) ICBKRT
LHEBOEE (a;) ZEFRLTCND. R L TERIN:
ITH—ER (s;) L&HE (a;) DV > 27 1FHIE, RISKMS
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Fig. 7 An example of “Service Management” screen.
RISKMS: The integrated management system
for ISMS and ITSMS.
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(a) Link data extraction about a;. (b) Link data extraction about s;.

8 U rIIEHIMEOMEN. (a) BE (a;) WCHT Y ¥ 2 EH#R
fitk, (b) IT H—¥ A (s;) IZBT 2D ¥ 7 EHdhh
Fig. 8 Conceptual diagram of link data extraction. (a) Link

data extraction about an asset (a;), (b) Link data ex-

traction about an IT service (s;).

-V ABE-EHEHCTHE L, BREMIETEA. 22
T, RISKMS # — ¥ A &pE— &M,

(a) : Bi#E (a;) DRI LITH—E R (s))
(b) :ITH—E R (s;) IZBIRT HEE (a;)

D2 DY ¥y EHREETE A, B8 I12Y) ¥ 7 1EH
i OB 2 7R

5.4 UZXTHHR

TFITLETIE, RAMy 2 FEMi L, FFESNizY A7 (ri)
DT EARXY FEITW, UAZ LNV ERETS, 22T
X, B (a;) AT HHEENME, otk THEoZELEN
DYAZLNVEFHET D, VA7 TR - 72,
BREMME, BHROKE S, BHEOEEEHNT, A
7LV ENR (1) THEET .

RISKMS Ti&, RISKMS &) 2 7 HHMH T AT S
N7BBME, st WO 3 BHFEICHET 2 EREME &
HIE (a;) \CBIRT BB - MEsstEz 22, 729 T (1)
REREL YA LNLVEHETS.

5.5 )X 75
WEFETIE, 9, 1) RAMy 2FEl+ 5. JUA745
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HrizBw<, X)) ZHNTHELZYAY (1) DY A
7 LAV EHFNCREY. L7z A RIEWEL LT 5. Y
AZRIBDTZOIZ, GH LI ALY (ry ) OBEFNEN AT
AT . RIZ, 2) ITH—E R (s;) DY A7 3% F
T5.

RISKMS Ti&, VA7 HHIZBWTH (1) 2 FvTHE
L2V ARZ (rig) DVAZ LN, JAZLN)VEY RS
ZREEDEHHE R D) A 75 ti% by THEo [1)
A7) ICERT A, 22T, YAZLANWR) A%
BEELBZ TWEY A7 [H (High)l 22V TRk
FRT A, F72, VAZERIZY R LAV ORENETEIR
5. ITH—ER (s;) DU AT, F2E O
PSS EFHMEME L, RISKMS v FHiE O [1T H—
CA—E] IZFRT 5.

6. FEREER

¥ —1F, ISMS % 2003 412, ITSMS % 2012 4FI272
FERUR L, DRk L GER L Twa. I-EHEIZONT
\&, 2014 4E S L7z, AFETIE, ISO/IEC 27001:2013
B LU ISO/IEC 20000-1:2011 O R FIEFS L VE OB 2
5, MEFEORLNEZRT. T2, £y —1IBIT L
ki EREF OB O LY # T 52 L1
£oT, REFEDVRERIDOL-DIZHMTH S L %R
T. &5, MEFEOBAY, &E (a;) N—ADY A
77 R A A MHE (RAMg) 2B 50 A7 2ot
b %535 L EIRRD.

6.1 EXZEERXE

IREITHEE, ISMS & ITSMS DAY A7 THARX Y
FELTRD), 2) 2FEfiT 5.

1) & (a) N—ADY) A7 THAXr NFE (RAM)
ELT, ISMS 2= —=XF A FOYRAZ< M) v
AFEHEDL) AT TRARAY N2 ETH., D&
& VAZOEA R EBEDES ADBR L WERK
5.

2) BHEDESALITH—CADELSS *BKRL TE
FTLH ZOLE, BMRL L LOGHKL o LSS
ns.

ISMS DV AZ TEHARXY FIZOWTIE, 228 TRL
72%£ 912, ISO/IEC 27001:2013 ® 6.1.2 D ERFIHA 7R L
Tw 5. ISO/IEC 27001:2013 @ 6.1.2¢) 2*5 6.1.2¢) T,
ISMS D@ FAFEPAPN I BT 2 TR OMEHM:, Ttk Rk o]
AMEDERIHED VA7 gL, FEdniz) A7 120
LT, VAZGHED) AV A2 L2 ZRL TV A,
BEFFIE, 1) TISMS 2—H—=XFH 4 FDY A7~ b
Vo 7 AFEICEDSCYV R TR AA Y FEFERTH. I 2
T, VAZE EHRMEOTERICEET 2 8%, B, s
Ml L LTwa, 207w, ISO/IEC 27001:2013 ¢ 6.1.2
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DYSRFHZ /2L T 5.

ITSMS O ZRFIH 2 %% $ 5 ISO/IEC 20000-1:2011
&, 228 CRL7ZZEDIE, VAZTEAA Y M EPAMEIZE
FL T, BT A58 E LT, ISO/IEC 27013:2015
DifEEBIX, 1 D3HHEZHIT D, 22T, &
FHENE 1 DO 3HEZMZL TV 0NEET 5.
ISO/IEC 20000-1:2011
e 4.5.3 SMS DEAKVEM (Do)

d) ¥y —ERK T2 A7 OfE, THAA Y MR
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o 5.2 WY — AL — C AL HOF M
f) VA2 OFE, THARA Y b ROEFR
ISO/IEC 20000-1:2011 ® 4.5.3d) & 5.2f) I22W T, 7
EHED) A7HFEIZBWT, BFRL & LOEKRIZLD,
GiE (a;) DVA7 (rip) %, BE (q;) PEBRTZIT
P—ER (s5) DVAZELTHEL, VAZTHARXY

M EET A LD ERFIHE WY
ISO/IEC 20000-1:2011
o 6.6.1 1Mt F a7 1 HARIE

A EREF2)TFTAVRAITEAAY N, HOHML

DEDT-BECE”T 5 L AMEEICT 5.
ISO/IEC 20000-1:2011 @ 6.6.1d) 122\ T, MkkDER]
RIS &, REFEEZEMT L 2 & TERFIHZ
727,

DB XY, 3-EHHEIE, ISO/IEC 27001:2013 B L O
ISO/IEC 20000-1:2011 O FRFHE TR T % & HI i <
&%.

6.2 &HAHL

& —12BIF A ISMS & ITSMS O F kil % H v

T, WERAELIREFEOERR 2 A, =REHED

BEEHLNIT 5.

& =285 ISMS & ITSMS @Ik

o IN—¥ T L7267 DEE (a;) AL, 32D1T
Y—ER (55) ZHEHAL T2,

e 1 ODEME (a;) F/EFITH—ER (s;) DAY
TEAX Y N OFEREMIZIZIESEL L, MERMDY
il 60 4 (1 B:fG) H SNz, ZofEld, PMBOK
(Project Management Body of Knowledge) @ 3 ik
Y (N—=%5%) 27 EHWTEZELL., 2oL X,
TR ERE D DARE S NTAED /AL, BBUE 10 47,
RN 50 43, EBUE 150 57 CTH 5.

o BHEDEL ALITH—EADES S DM L (LINK,
)Y r) OEFRICET LRI, EHERGEO 3 M
FED CREBUE 1 5, BTReE 3 4, AEBUE S ) 75
B (a;) DVAZTHARX L POFFERRO 5% (3
) kL7,

o IR L (LINK, V> 7) BT LEED) ¥ 7K
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X158 TH 5.

EHEREE T, 1ERFELREFEO) A T A
A b OHULEST OFTERE R 2R L 7oA R A RITRT.
ek ik =
"R =
PERTTEETIE, RAMg & RAM, DA FHTER AT 99 [
EHESNS METETIX, RAMy LB L OEHED
BRITER RS 749 BEE & HE SN, IREHFEICXY,
A7 TRARAXY N ORLEGOFTRERERIE, fekiike
HBELC 241 Bef (9 24%) BT &, AlfkT& T3
CHIWTTE 5.

IREFEZ, VA TEARX Y P ORLERG O
%Wﬁféé_thmzf,ﬂk%&%ﬁ%@@%%%w
T&5%. ¥7bb, RAMy & RAM, FEfifERo a1 L
Ca—0DOFRTH 5. HERFHETIE, RAMy & RAM;
FERiAE R IR R T IBD 2 VW L ORI EETH -
7o BN PIE & 1E, 72k 212, RAMy TEWY A2
(rig) DPEIET B LAl S N72EE (a;) TRAEES NS IT
H—E R (s;) THHIZHPPDET, RAM, 1281352
DITH—Y A (s;) DV AVFHEPERNGETH L. A
ITRAAY ML, ISOTATAY RV AT AILBWT,
IO EWERFIHD 1 D Th A 720, HAMEIZL D
FECTIOMOFIEX RIS NHEERITL V. REFET
X, RAMg DA x V5720, HERTED L) RESHEL
Ca—%208e LV, mENZTEIIAY ALK 2
<, WEZERZTREE LTWS, &512, Bhtoxhs
ESCEERICO NS, CELEROBNISO v AV X~
MY AT HIZBWT, #EFEIE, RAM, IZBT 530F
RAM IZB T4 XEXSRET L L TRETE, RAMy O
LEALEFEHEZAT) 21 TLw.

DL, ANERTFHELZED) Y —AHERS N5 MMk

(67 +32) x 1 =99
(67 x 1)+ (158 x 1 x 0.05) = 74.9

BWTC, REFEIEIMEOERROI-DIZHETH 5
LW T E A, REFEORRIEZ, £ ¥ —12B1F 5 ISMS

EITSMS OME B 28 X, FRFICA Y v 7 O0H
BAHOEFIC b F G- L7,

6.3 X UFHiNhE

Ux7¥mu VA THEAXY METHRICKELS Y A Y
MIED7201Z, G L2 AT (r) OBERIEMAS T %
ﬁi.%$%_ I, VAZ LAV &) Ay B D
SV AZFMTA. 22T, VAZLNLAERLEY X7
(rig) DHEELIZGE, ThoD) b, EDV AT (1)
BRI T A0, SHICRETLILEND S.
REHER, BRL ELOERIZEY, BE (a) O
VAT (rig) &, BiE (a;) PEBRTHITH—EX (s5)
DYVAy LD, VAZLVNVHEFELEY AT (rip) W7
L6, BRTHITH—Y R (s;) Eic, &5
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BRIV TE 5. BE (o) PRKRTLITH—E
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7. TEDHESHEDODELE
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MR T =y N—AEH AT 2L, REHEEHE
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I DEIRE EIHDT.

ISO AT AL N AT L OFMEIZHEARMIZ 5 FI121
ELEa—8hb. 41, ISO/IEC 27001 B £ U ISO/IEC
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