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A Cyber Physical Attack Detection Method
Using Dynamic Whitelist by Simulator
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Abstract: 1t is assumed that the “Connected Manufacturing”, which enables flexible manufacturing by
collaborative cooperation between factories through a network, will be the main stream of the future man-
ufacturing system. However, since factories exchange with each other through a network, the risk of cyber
attack increases. In this work, we focus on tampering with manufacturing commands and propose an attack
detection method using the order of manufacturing commands is guaranteed for each destination when event
driven manufacturing method is applied. Based on the proposed method, we examine a system that com-
pares the actual production commands obtained from the same production plan with the simulation result
of simulator, and verified the feasibility.
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Fig. 1 The future mass customization factory structure.

*1 Manufacturing Execution Systems
*2 Automated Guided Vehicle
*3 Relational Database Management System
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Fig. 2 The attack detection system.
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Algorithm 1

Input: C,,C, c {{m,in,p}lme M,i € L,n€ N,p € P}
Output: true when arrival order matchs, otherwise false.
1: Sg[m], Sy[m] = {0}, me M

2:
3: // stepl: assign arrival order for each controller
4:foreachc, € C, do

5: push(Sy[m], c,)

6: end for

7:

8: // step2: compare commands

9:foreachc, € C, do

10:  push(Sq[m], cq)

11: I = length(S,[m])

13:  if I > length(S,[m]) then

14: return false

15:  endif

16: ¢, = S,[m]ll]

17:  if ¢, # ¢, then

18: return false
19: endif
20: end for

21: return true
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Fig. 3 The algorithm for attack detection.
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Fig. 4 An example for ordered commands.
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Fig. 5 An example for attack detection.
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Table 1 An example of predicted manufacturing commands.

address pid command parameter order
Fo01 P0O01  start
F001 P001 end

F002 P001 start
F001 P002 start

F001 P002 end

Meat croquette, ... 1
Meat croquette, ...
Shrimp croquette, ...

Shrimp croquette, ...

=W =N

Shrimp croquette, ...

F2 HEOYY FAESBRASNERE T~ Y O

Table 2 An example of rewrited manufacturing commands.

address  pid command parameter order
Fo001 P0O01  start
F001 P001 end

F002 P001  start
F001 P002  start

F001 P002 end

Shrimp croquette, . .. 1
Meat croquette, ... 2
Shrimp croquette, ... 1
Shrimp croquette, ... 3

4

Shrimp croquette
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Table 3 An example of pushed manufacturing commands.

address pid command parameter order
F001 P0O01  start
F001 P001  end
F002 P001  start
F001 P002  start
F001 P002 end

F001 P001  start

Meat croquette, ...
Meat croquette, ...
Shrimp croquette, ...
Shrimp croquette, ...

Shrimp croquette, ...

[ov &~ W = o

Shrimp croquette, . ..
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Table 4 An example of deleted manufacturing commands.

address pid command parameter order
F001 P001 end Meat croquette, ... 1
F002 P001  start Shrimp croquette, ... 1
F001 P002 start Shrimp croquette, ... 2
F001 P002 end Shrimp croquette, ... 3
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