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Survey about API Usage Tendencies

between PUAs and Proper Applications of Android Devices

Abstract: In these years, the use of smartphone spreads rapidly and various applications are available. Es-
pecially in Android, it can use not only official application store but also third-party application stores with
ease. There are applications called PUA and that is becoming serious problem. They seem to be convenience
but access and steal privacy information unrelated with users’ intense. Thus, we proposed a method to detect
those type of applications by statistical method. It focus on frequency of API calls which show the activity
of applications. In this paper, for the purpose of improving detection method, we analyzed the difference of
API usage between proper applications and PUAs in third-party application stores. We found that proper
applications use APIs to show UI well and PUAs use APIs for surveying condition of network and terminal.
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Fig. 1 Overview of API Call Analysis Method.
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Table 1 Length of Collected API Call Logs.
TV | B R g
EHHT 7Y 68 931 | 20,477 | 10,273
PUA 31 | 3,144 | 20,071 | 10,614
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Table 2 The Comparison of Frequently Called API Classes.

(a) IEHT TV DL LIEOH T 7 7 AOHE
Frequency of API Classes Proper Apps Call Frequently

77 A% EHT TV (%) | PUA (%) =4
animation 1.95 0.88 | 2.2
hardware 0.64 0.32 | 2.0
app.usage 0.25 0.16 | 1.5
graphics.drawable 5.18 3.80 | 1.3
database 3.25 244 | 1.3

(b) PUA 2% K IFOHT 2 5 ADKIE
Frequency of API Classes PUAs Call Frequently

5524 EMT 7Y (%) | PUA (%) | K
webkit 0.17 0.38 | 2.3
telephony 0.11 0.25 | 2.3
content.pm 2.61 4.80 | 1.8
net 1.73 3.13 | 1.8
view.inputmethod 0.19 027 | 14
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API 7 5 A2 DWTIER T 7V IC BT P HSEE & D LhAs
RKEWEALS 7T A%K2D) ITRT. £29h56005 &
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7=. o, EBRT TV OATIEOH S /- API A% 109 7,
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# 3 BT 7V PUA @ 5 £520 EOSHE TIFOH S API
Table 3 APIs Called Fregently by Proper Apps 5 Times or

More.
API # Bag e
graphics.Camera Ul 33.7
graphics.Point Ul 5.2
graphics.drawable.InsetDrawable Ul 6.1
hardware.SensorEvent ElkEN 5.3
location.Location A 8.6
media.MediaScannerConnection #E | 10.3
net.SSLCertificateSocketFactory OS 89.3
os.PersistableBundle oS 6.0
text.SpannableString Ul 16.5
text.method.TextKeyListener Ul 5.5
text.style.CharacterStyle Ul 18.0
text.style.ClickableSpan Ul 7.7
text.style.ForegroudColorSpan Ul 8.0
text.style.URLSpan Ul 7.7
util.Range i 17.9
util.Size Ul 98.5
util.SizeF Ul 12.9
view.animation.RotateAnimation Ul 9.2
widget.ActionMenuView Ul 8.7
widget.ArrayAdapter Ul 13.0
widget.HorizontalScrollView Ul 9.5
widget.ListView Ul 5.9
widget.Spinner Ul 15.7
widget.Toolbar.LayoutParams Ul 11.3

MDD otz0, 1 D07 TV r—a UL ED
API ZIFH T WA EFIAFER I N0 L2720, INEL -
TV = arvDRVIZED R ELEDBEIFOCHS 1
72 APl THBEEZ-1-OTH5. R, EHTTVOD
I HBERE Y PUA BT BIEHBEE D 5 5L E X725 API
13 24 7, PUA OIFHSEEASER T 7V 1281 0P s
D5ELAEE 75 APL X 24 7o 72,
WEHABHE D 5 5 DA E¥ 725 API & Z DA FK 3 2K 412
AT, B, HAPLIZDOWT, WAP®RY N7 —27DHNER
FEIZBIH B API (BiZ), OS1zBH 5 API (0S), UILiZ
M3 API (UD, ZOM) 4 FEEDHARIZHOE L. &
B ULRE7 TV r—yarvok#Hizlb s APL A, IF
W7 7V T MibhTWizDid 18 F, PUA T L flib
NTWAPL X 7R, EHRT 7Y TIREE2EE
L7z API DIFEOCHENT WA I ERHON IR -7, £
7z, PUA KO EHT 7V I IFTH I N5 APT OHI
&, XFORRERIZEDS API VY V77 F X MZHE
H3 APl 2EATWSRHTH, UlOKEE2¥EZ 5 APIH
ZHINTVWEEEZS.

72, 2w b7 =27 RUROERS & O AR ROIUS
IZHAWS APL 2%, PUA IZLERTIEH T 7'V CHEIZREY
HEINTH API 23, IEFHT 7V ICHART PUA THE
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# 4: PUADNEMT 7V @ 5 A5EL EOSHE TIFUHI S API
Table 4 APIs Called Fregently by PUAs 5 Times or More.

APL £ Bhe =4
accounts.AccountManager oS 7.5
app.ActivityManager.MemoryInfo A 5.2
app.ActivityManager. .. A 5.2
content.ContentProviderClient ELREN 25.9
database.MatricCursor F N 6.1
graphics.RadialGradient Ul 2729.0
graphics.Shader Ul 6.2
media.SoundPool 1ty 8.7
net.wifi.Wifilnfo A 6.0
net.wifi.WifiManager AT 29.2
os.CountDownTimer (ON] 7.2
os.ParcelFileDescription... OS 9.4
os.Vibrator oS 8.8
telephony.CellLocation k= 21.4
telephony.CellSignalStrength A 32.0
telephony.ServiceState A 10.1
telephony.gsm.GsmCellLocation ELEE 21.4
text.StaticLayout Ul 51.8
text.StaticLayout.Builder Ul 5.7
text.method.DialerKeyListner Ul 9.3
view.inputmethod.InputMethodInfo k= 7.1
view.inputmethod.InputMethodSubtype FAZL 17.3
widget.Gallery.LayoutParams Ul 8.1
widget.GridLayout.Spec Ul 10.9

WKIFOH I N7z APLIZ9ffiE 20, PUA IZBHZIZIHERED
REOFEEEH 21T > TWVWB I EDHS MR 7.
¥/, SSL@EEIZBWT, SSL ODiFHESL L O
FADNDOKAE X SSL D N> NY = A4 7 %D
net.SSLCertificateSocketFactory %, PUA IZ[hRT
ERT 7Y THEIIFOHEI NG Z A S PR o 7.

5.3 &HBEMEH API L4I 50 DL

EHT TV B WTHABEED LS G 572 AP E
Az 50 fE &, PUA IZBWTHHBHED D> 72 API EAL
50 IR L2E 25, 42D API M LETH 7. &
ol 8D API K 5 IZRT.

ERT 7Y cHEIFbhTWa APLIZ X Ul X & mH
i IZB b 5 API 23, PUA CTIR7T 7YV —Yay
EHRIFEED APT % SQL B#ED API G ENT W 5.
PUA RIEMRT 7V ET 7V OERERICE D 5 API 23
NNV EDWHS TR o 7.

5.4 HERBFEEER

5.2fi 5.3/ TR U, EHT 7Y & PUAIZXZIEH
@A H B APTIZ DO WTHROE LU ZHEREE 6
WRUZ. TOREE, ER7 7Y Tk ULEE#ED API 29,
PUA TIIfEAR LAN ORER 1 VA b= I NT 7Y
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5 IEHT 7V B X PUA MRS BAL 50 FETHIE

% API
Table 5 Different APIs Frequently Called 50 APIs between

Proper Apps and PUAs

(a) IEHT 7Y D LA 50 APT IZOAEL API
APIs included in Frequently Called 50 APIs of
Proper Apps

API # i
animation.KeyFrame Ul
graphics.Canvas Ul
graphics.ColorFilter Ul
graphics.Point Ul
graphics.PointF Ul
graphics.PorterDuffColorFilter Ul
widget.LinearLayout.LayoutParams Ul
widget.TextView Ul

(b) PUA @ A7 50 APT IZDAETL API
APIs included in Frequently Called 50 APIs of

PUAs
API #, Hae
content.pm.PackageInfo EEkEN

database.sqlite.SQLiteStatement FH&E

gesture.GesturePoint Ul
graphics.RadialGradient Ul
graphics.Shader Ul
net.Uri.Builder oS
os.UserHandle oS
text.SpannableStringBuilder Ul

r—3 3 v ¥ Android W OFRE %175 API 3% < I
UCHEnTWwiz, Zhik, ABROGENZE®TS PUA
D EHWE R 723720 ORFHEM DO RR TP G UGN & 5 4
THD T — R R— 20 MR LAN OIREADT 7 & A2 &
55D THDBEEZONS. 72, PUA X UL »ffiE 7
LEDTHY, BDEAOBERGHUCERZENZT TV 75—
VarvTHhLHIERHEINS.

F7z, BT 7V TIESSL@EZEHT 572D, SSL
DFFHES L R A N OMGEER SSLBEDNY RY 12
S API PP CHI W T W, ERT 7Y TIREED
BHIEME 2 L 7SO B WIEBE 24T > TV B HET-HMA
Z5.

Ul O #E D API i PUA TH R0 56 TIEUH &
N, ERT7T 7TV E0ELLIPOHEINS API HFELT-
&, PUARANZH WA REE LTRAMESTHDH LEX
5. —1, WmAEROHEEFEHICHEHLND APT OB 70T
HWIZHEHT 522 T, PUADRAIZEHTEZLEZS
nb.
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6 #A 2, 3 DN TH LN APT D@D
Table 6 Classification of API Usage of in Survey 2 and 3

ERT 7Y PUA
4 API | TOP50 | & API | TOP50
UI 18 8 7 4
PR 0 12 2
0s 2 0 4 2
Z DAt 1 0 0
6. fHm

AT, Android DIE#T 7'V & PUA HM#H T 5 API
ORESHEIZER L, MBI ENDHS API VTR
API Z43Mr U7z, &7z, WHHEOE W AP EAL 50 %
Wi U7z, ZORE, ERT7 7V TR ULRET 7Y r—
YavORFBIZEDEE DX, SSL OFHEL XA A b
DRRFER SSLEEDNY RY A 27 %4> APL AAEOH;
ENTVWBI LRSI -7, —F, PUA TlF, E
fi LAN UK O G WA IZ B 5 APL ASHZIZIEOH X
NTWBZEPHSRIZR T,

SBOFEL LT, Y7L LULTHWSE T T 77—
Va VEBDBDIRNTZD, BUEEY U THBROER L 25 H

BRI LZHENH L. 72, PUA OUiKFAERE API ©
FEHBHEE AW Z LIZER L, EHRT 7Y EXKBIT5 7V
TV XLOME%21TS FETH 5.
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