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Abstract: Malware is some of the most serious threats to network security. One common way for detecting infected
machines in a network is by monitoring communications based on blacklists. However, the detection is problematic
in that (1) none of the blacklists is completely reliable, and (2) a blacklist doesn’t provide the sufficient evidence to
determine the validity and accuracy of detection results. In this paper, we propose a malicious DNS query clustering
approach for blacklists based detection. Unlike conventional classification based on the superficial similarity of char-
acter strings in domain names, our approach realizes cause-based classifications latently indicated by malicious queries
and their accompanying queries. In experiments, we confirmed that this approach could classify the 388 malicious
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A Malicious DNS Query Clustering Approach for Blacklists based Detection
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queries detected through blacklists into the 3 clusters consisting of queries with common cause.

Keywords: Malware, Blacklist, DNS Query, Machine Learning
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11-Jan-2018 05:00:53.265 queries: info: client 192.168.10.240#35704 <«

(210.152.241.100.1in-addr.arpa) :

query: 210.152.241.100.in-addr.arpa IN PTR + (192.168.0.1

11-Jan-2018 05:00:53.467 queries: info: client 192.168.20.120#54171 <

(smtp.kyutech.ac.jp) :

query: smtp.kyutech.ac.jp IN SOA + (192.168.0.1)

11-Jan-2018 05:00:53.470 queries: info: client 192.168.20.120#54311 «
(www.ipsj.or.jp): query: www.ipsj.or.jp IN A + (192.168.0.1)
11-Jan-2018 05:00:53.470 queries: info: client 192.168.10.240#49193

(ieeexplore.ieee.org) : query:

ieeexplore.ieee.org IN AAAA + (192.168.0.1)

11-Jan-2018 05:00:53.473 queries: info: client 192.168.30.100#54015 «

(analytics.google.com): query:

analytics.google.com IN TXT + (192.168.0.1)

2 PR DNS KT 2272 v 7ofl

B ICREFROMELZ R T, AFEEZ, (1) 72V
sra ZEIREERE, (2) 7 =) BE bEgRE, (3) Eks =)
DIPE BRI X DR S 5. DI, SRR
W3,

3.1 VT VUESOYERREEE

AERglx, 772y 7V R EolEICKD, 7y w s
POEWN I Y ZRINT 5, R, EBES D) 2 &R
BE IV 7L LUGEIRT 2. oMb, 77y
JUYRMEAHLI7 Y DHIZIZIE, ZDRHEOHEE %
W27 2 )HPHIET 2720 TH 5.
AR ~D AR 72w, 2y b= WN
DIHARED & T DNS 1209 2 LR ER O FEk T H
%, ®2i2, 7 FLAHY192.168.0.1 DTt DNS 129 %
sx)usoflERT, BT, 7 1) 354
e, REILT FL A, FXALVE, FAXL VDI T A
I TREDEERD., HETREE, 7Y w /i
BUDLFAL V42T 74U P AL VAIZHEMET 5 5
TH5B., TI74<) FAAL VZIZEHTRLREL XL
DXL 8 THD, BARNIZIZ, www.ipsj.or.jp &
smtp.kyutech.ac.jp D774 <V F X4 VX, Zh
ZF# ipsj.or.Jjp & kyutech.ac.jp &% 5%,

5T, VTV X, DAL VERT T I VAL Lp DT
YEVEAELEGA, 7)) X B L CBET 2.
22T, srVush oINS EE s ) 0B N L
5%, R, BE7x) xp ER—XEILT FLAHD
Z DHit t, WAWDO 7 2 VHEZ, 72V e /X, £ L
THHT %, RO IE, NoEEs Y hsBEon
NOZ7IVEIR SOEEX L5,

32 TV EMEbRRE

ABEREIX, Word2Vec £V 7 b7 2% ) v 7o 2 flH
DOBWEE TR KD, 72 ) HoEBRICHK W
) oML R~ L, ZoBE, &7 T VES e 7
GEENBWREEBD 7 L) ORHEZ IR ERT 570
TH 5.

HERIRICHE W 7 ) opEERO I, £7x
Y4y e 7 X 42 Word2Vee 2T 5. 2 2 CHOBER

(© 2018 Information Processing Society of Japan

LlE, 19ODF =% %27 FLVERO 1 SIS 5%
BAE%2EWT 5, Word2Vec 13, HASIELMO 3T
BEHEIN TR oMERED -0 D FET, TSOho & HEE
& Z DRLGE EBOCRREDSH 5 L) REICHEDIER
HEEORHHZ N7 PV TEBLT 5 [10]. XHOHGEL2 7

Vg u 7o 7 2V IG5 700, Lk
Word2Vec DRI, (1) BEEICROHY 7 ZVD XL V4
RV L, (2) EBRE M 2 RO HiPH % BG5S
S, 1 ORMICEE L7 2 £ ThH 3.

KT, 7)) DOHERICHT Y ZRBEETFIVIEDILY
7L IR T EEHTS, VI NI IRV
i, BT =9 XAV EDKI I AV BT 2MERZENT
ZFETH B [11]. %7 7 A%I12iF, FHEBIRHIELIL 72
71, ThbLEGHEOBEICEWTHEY ¥ 2 72U
L7272 ofEfifEcE 2. kA, AREOH &
%301 DERERT,

plxi) = (pletlxi),- -+, plemlxi), - plem|x:))

22T, M3V TAIDH, plemlxi) 137 TV xi B30 5 A
8 e BT BMEREZERT 5.

33 ENITVHELIEEHEEE

ABHElX, 72 V)Waw SIcEEND 7 1Y OlRfEE
SRR PVEENT S, ZORERI P VOBt E
av A VEEEECI T A Z itk h, By L2
BT 2 7 =) BEDSEAEII R T IR RIS LD 3 % 94
T5%, WEIREIE, MNEe LY 27 OWEEZERL
T, BB 7z )Eon 8L CHRT 272 28
RLRTH 3.

o ki, RERZZ 2V NEEFICBLTHY ¥ 2
7 EBGICERT 2, MAT, 720 uicsnt, %
D7 ) EEPHEH Z R 7 OFRIEIZ, ZDREROEPUEIC
MAKET 2 EEZONSE, 22T, 71 DIFEEDM
EHRD» S 7 2o w JORERY PV EEHRT S,

K= D o, i) wpx) wy (o) )
ZORLEWT, 72V 5 DFXALYHBETA FY R
b Ly ICEENDEEE w, =0, ZTRLSHI T LB, F

102



2018
Internet and Operation Technology Symposium 2018

7o, =ML~V 2T OWEZEE L7 LY x; DE
By, we & wg ZRXATRT,
|Fadar(xi, X) N Frame(xi, X))
|Fadar(xi, X))
|Frise (i, X) N Frame(xi, X))
| Fise (xi, X))

22T, Fuame(xi:X)s Fadar(xi, X), Fris(xi, X) FHEAX D 3
DDEL ST EETH S, Frame(x,X) 1&, 712V x;
LA~ FAAL v 2072 ) &L 7)o 7265
BOTHS., —T, FaaarxiX) & Flig(xi, X) 13, 712V x
ety )Esw s X, LHKRLT, FH—EELN7 Py
Ay IVEIu L, 77y 7 VALDRA—T Y FYIC
BERLE7ZVEIa ol EATH L, iz, |1
BOHOUEFERZEWRT 5, KD, 72 )#on
TORHIN 7 bV ay A4 VEEEECHIET 2 2 L oo h
=W ) OBEBIETH B,
4. Y

AETIE, ERZEL ZREFEOMMtic X b, T
TYERBRSEICHETELZE, ZRUCED T I 7
A b ORISR Z RN CEL I E2RT. 41
TEEBRDFETCIZOWTIER 4%, 42fiE 4.3 fiChERICD
Wik 5.

We (X)) =

wg(x;) =

41 ET

ERICHOETF =%y ME, ¥v 82 %y 7 —
7T2017HF 1 A5 2018 F2 HE Clclflls s =
VHETHD, 7797 VUAL Ly l3—BRABINTWS 3
% [13],[14],[15], ®7 A4 FY R Ly EHZY b7 —
JDERAALTINA, Alexa DRBAT 27 7 & A% D L
1,000,000 % £ L 7 [16].

REFHBICB I [ NT7 X5 %, BERINIC 1, = 90,
1= 1.0 ICEHE L. 7, Word2Vec DXRILH, FER
B, KEEEZNZ4 100, 0.0005, 250,000 IZ5%E L7,
IS OGS HROMEE T 5,

REFHELE ORI D7, SCHR[9], [12] Z#&H 1 EM: 2
IVEDFETL2O00FHEEFEE L, F1oEEE, F
AL VICFHN OO Z 7= FETH D, 52 oIz,
Word2Vec Db BHHLINED O EDTH % Doc2Vee % H
W FHETH B, Word2Vec SHIFED RN 7 L% B
T 5DIZR L, Doc2Vec IFHFERE, T74b b DRI
7 bV ZEHT 3. Doc2Vec DF/F ST X 1%, LR

R 1AMl 7R ORI

CPU Intel(R) Core(TM) i5-4460 3.20GHz
RAM DDR3 16GB
GPU NVIDIA GeForce GTX 750 Ti

Kernel Linux 3.10.0-693.11.1.e17.x86_64

Software  TensorFlow 1.3.0, CUDA Toolkit 8.0 with cuDNN 6.0

(© 2018 Information Processing Society of Japan

10TS2018
2018/12/7

W % EIGEO % 5, Z Dz PR T & FEICERE
L7, ZhooliooicHu-isoflkz, £11C
Y,

4.2 DEREDLLR

XHR [17], (18] T, %L DRNLT =27 RTXT ¥4 7D
27XV ENLTCHEETS I EPHEINTVE, 22T,
RXL VBT Iy 7V A Dy M) LEHT 3, H

05 | |
0
-0.5 |- 1
-1 L I
-1 0.5 0 0.5 1
(a) Berger et al. [9]
1
05 | 1
0 -
-0.5 - 1
-1 ! !
-1 0.5 0 0.5 1
(b) Leetal. [12]
1
Q)
X
05 | |
X @
3
0 ®) . %
§ X
-0.5 |- 1
-1 ! !
-1 -0.5 0 0.5 1

(¢) Our work
3 JZFBICBT 208

103



2018
Internet and Operation Technology Symposium 2018

R2 FFHEICBT B EHERR [sec]
Berger et al. [9] Leetal. [12]
1.505 1418.474

Our work

2074.312

DALV IALTBTXT O 7 ) 2EEE L, 7—%
ty b oHBHINIZDIE, B7 ) D388, ZORE
A A VD158 TH 5,

X 3 EBRREZ R T, SFEC L VBRI N E Y
I QLM Z LT 2 2012, SRICNERERE % #
AL, 2270, &S vyRVGEE7 ) %2, >RV
DOFEHETHEYE 7 ) OFLMEEZ BW® T 5. X 3(a) & 3(b)
T, HEIVRADBHELL Tw3 0, sk oty
) OFBEZ KIS 5 Z L BRNEETH 2. 2 DDFEHIT
BOTHREMET L2 2ol FXA4 v XF5
DORBOLFOMEIC I VBN 2 Y 258725 2 L ORRA
&, Y ) ofitgicE EFN B EROHEE AL 7 =
VHOWETH D, —77, RETIEE, 3880 Y
Z3DJIAZICHAICAEL TwB I &5, ZHUTK
BT DR IHFFCTE 5,

X 3c) D77 A% (1), (2), ) ICHHEINEL: 7 YD
Bk, zhEhl, 12, 3715 ThHhotk, IhoEEr ) &
ZOUSHIES 2 7 2 BE%, 7 = 7R WHOIS, &8 K
A A VRV —E A THAET 5 2 LT & D [19], [20], [21],
ZORHADFFEZE TR oT. 1 DQHEEIZ VDAY F
27 (D IZoEInstERNIE, 20272 OBICHAE
BENPKEL koo Th 5. BENIZ, ZoHIM
NN, 7 ZVEDNT, ZORFE XA VU
M2DATH-%. DI BEGEHTIE, REFIHEICEL
LEMMEOEH WL 25, 757 A% (2) TlE, HEiks
IZYDHIBICF AL VL E2aTF—2avdkomEn
%L Tz, Bz, ZDwfEdE spamhaus.org,
abuseat.org, barracudacentral.orgZEThH 3,
ZDZEDS, VIAY QOE®IZVIE, X2 T4
BEetic L 2@E2MME LA EBENEEZ 6N S, —
Ji, 77 A% (3) T, S ) OHFif%IC BitTorrent D
Tracker I3 2 ENFHAE L T, Hilz1E, ZowEEk
¥ opentrackr.org, asnet.pw, blackunicorn.xyz
BETHL, TIvIVAMIERDODH L FAAL VDIl
BThHarll, PPPENLGHEHET 2L Y = 7RG X
NTVRBIERS [22],[23], TNoDEE7 )Xl
Tz T DEEDREREE Z 65D, ERofEE, T4abb
REFHEC X 20HCBOTHK 7 7 A DIEDFH D 7
ZYDATHERINDG Z Eo, ZHIUT X 308D IEMEM:
PERTE X,

4.3 STERFEDLEE
£ 2K THEOHFEMRMZTRY, I THETRES,
FHAOWLHU[RETH B 7=, 7 ) o n 7 DiERIC

(© 2018 Information Processing Society of Japan

10TS2018
2018/12/7
600 T T 6000
loss value
calculation time --------
500 |- " - 5000
400 | 14000 o
g ! £
3 5
> 300 - 43000 2
17 i
8 ' 3
i
200 42000 ©
100 4 1000
(€) D)
7/ N
ok : - 0
0 200 400 600 800 1000

number of iterations [1 03]

4 JAEBUTHY 2 AN & FHERHRI O B6R

T ZRERNIBRA L i Tdh 5. 2 DDHEIED 1,505 B &
1418.474 5 CTH 2 DIZHT L, IEEFIHEIZR B L 20743121
ot REFIETHAERMZLHELETZ201E, 7
) BAEVAEEE I B 1T B Word2Vec DUIETH b, 2RO
70 %% i Twi, ZOfREEEZ, Z2oRBLDD
DYBEEICOWTHERT- 7=,

Xl 4 12 Word2Vec (2 & 1F 2 H85MH, FHREAH, RKEHD
Bfgz s, Z2C, HAMEIZLERGROEIICEIT 2
THIE & EGRE L OREBORMTH 2. KO EMEHH
Jfl & AEROBIR 2, BARSEHRR & AR E D BIfR
2R, COWROBARBIIETH S I Lo, FHER
MOFEMD 7z O KEREZ M Z 2 2 & ORI FEAI
N5, MPEDERH (A IF, N TOEBRTHGWLKE
Tdh % 250,000 DEFTE, KH (B), (C), (D)X, %
Z1 125,000, 500,000, 1,000,000 DFEFTZIEL TWwW5, &
HI(A), B), (C), (D) IZEBITBERAEIX, ZNZFi 12.844,
25.892, 8.585, 5.876 TH b, KAl (B) DT CHEMMEH
FEIFPCRL T3 2 EBRTHRN S, F/z, KA (B), (O),
(D) DFEFFOTEREREMER L 2L 25, 216 LRAI(A)
DOFEFTO I FRER & DICERIZR S NT, K 3(c) & H%
DFERTH -7, oM, ZOUHIZRKSY TS
AZ Y ICE Y, A OLEBROZIWINI LD 7D
ThbH, ZOfE»S, BREZEEICREZR TS
&£, FIRIRMZ RIFICHEMFTE 2 2 LS IC R o7,

5. bHIC

AfETid, 779 v 7 ) A Mk AR RORRN 5y
Wz, BHEDNS 72 ) 2FRERI T L%
ATz, FREHREEUC, 79 v 7Y R MIHEIOTHE
HMEN/A388 DIV EIDI FTAZICATTEL T L,
K77 AYDIEDRHD 7 2 Y DA THERI NG Z L%

AL, ZHUCED, 2y P T7—2ICHAETEVILY =
T ANOMREL LB & 270, Fv b7 —7 OiEH
BV TR EFTE 2,

104



2018
Internet and Operation Technology Symposium 2018

SHBDOTEZ, 7I7v 7V AFOEEE TXT Y4 7D
J7IVIZRST, b7 T VICHIRETEHEZET T2 &
T, ZOEMFHEHSLICT S, £, ST T DM
BIBR LAV 2R 2N T 270D, #Hil- kgD
EME BT 5.

BE AWFZEI ISPS BHIFEE TP18K11296 DBIIK % 32 1)
72bDThHD. T, KFREO—BIZHILKEE KBS
R HEFA 7O 27 FMFEICLB2HDTH B, Z ITHEL
WEERT.

SEm

[11 J. A. Lewis: Economic Impact of Cybercrime — No
Slowing Down, https://www.csis.org/analysis/
economic—impact-cybercrime (2018).

[2]  B. Sun et al.: Automating URL Blacklist Generation with
Similarity Search Approach, IEICE Transactions on Informa-
tion and Systems, Vol. E99.D, No. 4, pp. 873-882 (2016).

[3] B. Rahbarinia et al.: Efficient and Accurate Behavior-Based
Tracking of Malware-Control Domains in Large ISP Net-
works, ACM Transactions on Privacy and Security, Vol. 19,
No. 2, pp. 4:1-4:31 (2016).

[4] F. Soldo et al.: Blacklisting Recommendation System: Us-
ing Spatio-Temporal Patterns to Predict Future Attacks, I[EEE
Journal on Selected Areas in Communications, Vol. 29, No. 7,
pp- 1423-1437 (2011).

[S]1  N. Kheir et al.: Mentor: Positive DNS Reputation to Skim-
Off Benign Domains in Botnet C&C Blacklists, Proceedings
of the International Conference on ICT Systems Security and
Privacy Protection, pp. 1-14 (2014).

[6] M. Kiihrer et al.: Paint It Black: Evaluating the Effectiveness
of Malware Blacklists, Proceedings of the International Sym-
posium on Research in Attacks, Intrusions and Defenses, pp.
1-21 (2014).

[7] L. Bilge et al.: Exposure: A Passive DNS Analysis Service
to Detect and Report Malicious Domains, ACM Transactions
on Information and System Security, Vol. 16, No. 4, pp. 14:1-
14:28 (2014).

[8] T.S. Wang et al.: DBod: Clustering and Detecting DGA-
based Botnets using DNS Traffic Analysis, Computers & Se-
curity, Vol. 64, pp. 1-15 (2017).

[91  A.Bergeretal.: Mining Agile DNS Traffic using Graph Anal-
ysis for Cybercrime Detection, Computer Networks, Vol. 100,
pp. 28-44 (2016).

[10] T. Mikolov et al.: Distributed Representations of Words and
Phrases and their Compositionality, Advances in Neural In-

formation Processing Systems, pp. 3111-3119 (2013).

[11] L. Scrucca et al.: mclust 5: Clustering, Classification and
Density Estimation using Gaussian Finite Mixture Models,
The R Journal, Vol. 8, No. 1, pp. 205-233 (2016).

[12] Q. Le et al.: Distributed Representations of Sentences and
Documents, Proceedings of the International Conference on
Machine Learning, pp. 1188-1196 (2014).

[13] DNS-BH: https://www.malwaredomains.com.

[14] hpHosts Online: https://hosts—-file.net.

[15] abuse.ch: https://abuse.ch.

[16] Alexa: http://www.alexa.com.

[17] H. Ichise et al.: Analysis of DNS TXT Record Usage and
Consideration of Botnet Communication Detection, IEICE
Transactions on Communications, Vol. E101.B, pp. 70-79
(2018).

[18] J. Christian et al.: On Botnets that Use DNS for Command

(© 2018 Information Processing Society of Japan

[19]
[20]
[21]
[22]

(23]

10TS2018
2018/12/7

and Control, Proceedings of the European Conference on
Computer Network Defense, pp. 9-16 (2011).

VirusTotal: https://www.virustotal.com.
SimilarWeb: https://www.similarweb.com.
NetValuator: http://www.netvaluator.com.

R. Cuevas et al.: TorrentGuard: Stopping Scam and Mal-
ware Distribution in the BitTorrent Ecosystem, Computer Net-
works, Vol. 59, pp. 77-90 (2014).

A.D. Berns et al.: Searching for Malware in BitTorrent, Uni-
versity of lowa Computer Science Technical Report, pp. 1-10
(2008).

105



