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Malware Detection Method using a Weighted Sum Model based on
API Call Patterns, Elapsed Time and System Load between API
Calls
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Abstract: Malware detection method with high accuracy is strongly required, because mechanism of mal- ware is getting
sophisticated to evade detections by antivirus software. The cunning malware tries to evade detection using functions which
detect the system environment, disable the security protection and remove myself. We have so far proposed a malware detection
method based on API call pattern, elapsed time and system load between API calls. In this study, in order to make further
improvement of the detection accuracy, we propose and evaluate a method using a weighted sum of scores from different
classifiers constructed based on those features.

Keywords: Malware detection method, API, System load, Machine Learning

e ClE, EbRb~/yxTHRIBER LoD,
HIEM S S I EBEER L, ThrbREahizxar
WCHEAMITZ L TR LADEAEICL Ty =T 2

1. [FCHIC
W, v ALY =T7 O ORMEAEBIELTED,

Nemesis[1]E W H)~ LT =T, RYa—Lh«T—h- L
I— ROWEZITV, FEALT ThHIBRS REIZ LTy
5. AU 2 T IEETREORIR2], EXa VT4 —F
2D, By HEH OHIER: & ORed W TR % %
NEIELTND. 2D, REOSINVY =7 & EiEE
THRETHFERRDOLN TS, ZZTEELITINE
T, TV r—varyu s Iy A4 =T —A
(Application Programming Interface; API) FFUNH L D /X & —
RO, Eo AT AAMOEENCE T D FHEE &
AWM A RSFESRIC L AR TFEESERE L. A

TR RASE A R E R

Graduate School of Informatics, Tokyo University of Information Sciences
2 RIE A RA TR

Department of Information Sciences, Tokyo University of Information Sciences
T3 P RAER BT > AT LT e

Graduate School of Systems and Information Engineering, University of
Tsukuba
FAMKBEANL VAT AR A N—F a2 VT4 U —F ¥

Hitachi Systems, Ltd. Cyber Security Research Center

© 2018 Information Processing Society of Japan

T2 FEOREL, FHMIEITS. E, B X558
#% (Naive Bayes Classifier; LA T, NBC £ #9°%) 721 T
<, 2 —x/ (Polynomial kernel) % IV /=HR— |k
~ 7 K% —~< 3 (Support Vector Machine; UL, SVMpory &
Wd5), 77 VEIER# I — /v (Radial Basis Function
kernel; B 7 U h—F N & HIEEND) & HW o R—
f7 2 —<v (LUF, SVMrer T %), T 507
#+ L A I (Random Forest; LA, RF EF59°%) (IZ22OW\WTH
FERICE AT 2 O BB L DI E24T 9 . AT,
TP 2 T CIIBEMZEIC OV TR, B3 ETIIIRET
BICOWTHEND . F7z, 54 HTHHMEER 1T O BRICH
W AR, EBREREE, FRAGFEEE, EBGERLBRN, F
SETITE LD LABOREICHONWTIR~D.

— 1266 —



2. BEWHR

~ VY = T OBRMFECHETFIECE LT, API 55
ELTHWEMERIEL TN TS,

API FFOMH L& — 255 B Lo FIE[3] T, APL
EOVH LS Y — 2 O E AWT, ~ Vv =7 OFEHE
EIToTWD. <y =TIk, ZOREIZ L > THEAD API
R LAY = 2o TWAZ ERMLILTEY, KB
WA APLIFOVH LS % — o OGN R > TS =
ERHEINTWD.

APl Z W T BERBIC AL D < UM TFIE[4] T, APL A~ v
77 OBREARE L TWD W) RIZHHR L, API OFF
MERNTAL T 2T OFLTWAHERED L O EETT -
TW5. ZOFETIE, BHEOBEMTEZ AW - &F
iZ4T->TEBY, </ 77 OIEE SRE THETS 2
ENTFRETH D,

FATEICIMEE 2 22 WICHE B LI FIL[S] T,
RE =<y F o THEL C&C —"— DR E % N2
LN =T ICERLTWS. ZOFETIE, FED API
DORIBIZEBR L TRY, ETHIISENELRVL, w1y
=T ELTRAMT D ZENARETH .

LN TS T2 0ATRFGE 1 & LT, w477 D API
BEON LY & —2, APL FEOVH LIC K AR & > 27
LATHICHER LTI 21T [T B 5. Z OH%ET
I, v U =TiE, APL MO LIZE Y, v 27 AEMH
B IRBBRNVEICTDIRED—F DL HEEBT -0
BMEAL TS EWIREICESEMT2iTo72. O
FERELT, Ay T EIEHT ST AT, FU API
MEONH LoSZ — 2T, 0 APT FEOUH LIC & 5 R% @R
L VRAT AAMICREARND Z L EH LM LT E e,
FEH DL, [TOMEEEEZ RO TEEZIRE LS.

ZOMIZH, VAT LOWRDT|NIER LIZIEE LT,
VAT AT AN EDRND T A NEH IR T 7 AN
AR 2 3ENCE B LR TIECIMRE SN TN D, =
—FNEDORAEGRND DT IRy hOFEEZT 20
FELRABBEESNRNE DT HEHMTER L TEY,
RBABER SN T 7 A NVERAROBRBE CTET L L &
2, RAZEBRBIENIBEICRN Yy FThD ERAT 5
Fio, BEOREMARIELIH|VCER LEMEE LT, K
v NOBEOZEEN LRAT D FIENREI N TN S.

ARFFETIE, JEATHFZE[8] T B SN m RIS &,
L0 EREERRATIEZRETD.

3. ’EFE

SEATHEZE[R] & [RIERIZ, WA EIES E 2RIz bz
APT 0z ) R & A £ VA EE AWV ioimF
BEERETDH. VT, KEEFEORNCOW AT 2
Fz, R1IFRETFEOBRMO 7 —XTH 5.

© 2018 Information Processing Society of Japan

IEHLE
SAR LR

HBERA

M1 #EFEOT7B—

Figure 1  Flow of the proposed method
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Figure 2

Construction of a feature vector.
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