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Abstract: In considering the security management of Linux distributions, the application status of security
mechanisms in ELF binaries, the difference between 32-bit and 64-bit, the difference between distributions,
and the change between generations are important knowledge. However, information such as the build envi-
ronment, compilation options, etc. required for the above analysis can not be obtained only from the ELF
binary itself. Therefore, focusing on both the ELF binary body and its package, we carried out static analysis
in each of the three types of Linux distributions (including 32-bit and 64-bit). In this paper, we compared
and considered the results obtained from the static analysis. In particular, we compared comparisons be-
tween versions of the same distribution, as well as comparisons focusing on binaries that are common among
different distributions as well.
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U TWiah > 72 g% 5. Full RELRO & PIE i
libe-bin & libe-dev-bin &\V5 2 DDy r — TV ZRNT,
R I NN F ) TR A #1272 5 7. libe-bin
& libe-dev-bin 1%, {EBNZ IV R IZ SRR 2 B U 74
WHREIZLTWBI N EZSND.
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5. ER

5.1 V—RIO— REEFENAF Y BITOLLER

AL OFETIE, ET 4+ ANV Ea—Y 3 VITfEHET
HEND ELF NAF VYR L. I VR IVIKIZ, B
DA X 2 AT A4 TV avigEELTH, TD
SEEERE X DNEA S NN F VBB TUBERIND
DbiFcidiwv. FlZIE, Ubuntu 14.04 32bit DY — A%y
r—3 (cups-1.7.2) IZ& £ 5 cupsaccept 1%, EIL Nk
IZ Automatic Fortification Z B3I T 24 7> 3 U HMEE
INBN, ERININA TV RT3 & BEROE#RN
ThhvTWwid -7z,

5.2 PIE O#EAERMEVEH

M3MWRTEIIL, TAAMNIEa—YaryOoHEICK
573, PIE O@EHTIXMENZ 230 -72. T DI 64bit
TOMHEERLTWVWED, 4.1 TRRTWS X 512, 32bit
THRBOERTH -7z, ZHiE, 32bit @ Linux BREEIZ
BB PIEIZEFa) T4 DIEIEL BV 21T, N
T A =R VANDEZGENR DD ZEDRNTH B & H#fERX
n5.

¥ a2l T OMEROBATIE, 32bit IZHBI1F 5 ASLR
DTy OV —IHEL, TV—F T4 —AKBIZ X >TH
HWINDZEPHMSNTWS [14)].

X 51T, ATWISE [15]) 1%, x86 MK D Ubuntull.04 % %
ERERBE X LT, SPEC CPU 2006 2326t 9 % 19 fHD /N1 F
VAZ DWW PIE j8 IR & FE#R D TR D M 2 17 > T
B0, ﬁ%ﬁi#ﬁ%ﬁt%ﬁbf?%%u%@ﬁ—ﬂ—
ANy RDPEUZEBRRTWS.

5.3 32bit kR & 64bit MRD LB

£ 2HURT L S1Z, 32/64bit THNA FVEUZ K E AT
otz Fiz, MREHEOBEARIZE RERETRL-
7z. ZORMS, SEEHELZT A AN Ya—vay
T, 32/64bit fRCRA—D AV AV F T a v E#EHL
TWAEHETES, 520 TRRTWS k512, 32bit T
W PIE X2V T 1 OEIELS BV I, T 4 —
Y UANDEZEERF LD, 64bit TIXZ DR D TIEARW.
ZT D7, AR 64bit BREETIX PIE 23235 RET
»H5.

6. F&BH

AFWSCTIE, FEAR 32/64bit D Linux 71 A MY Ea—
TavIiZBWT, aVRLIIZE B Fa ) T o Rk
OWFARNEZREB LT+ AN Ea—ya Vol
T2 N1 F ) &G ARG 0D IR & LR U 7=

FERH E U7z CentOS, Ubuntu, 8 &, openSUSE
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DA FVEIE, ThEh, 10,542 f#, 8,283, XU,
15,424 BT, # 34,249 fETH 5.

ZORER, IFDZ & hbhrorz.

(1) T4 ANV Ea—=Ya vyl e, % a7 ¢ 5
DRI AE > T Wz

(2) 2F 2V T 1 WRBEHEDL, N1 FVIC—BHEHINE
Db, HOMNATEKKIZ, FE#EH - I nzr—
AR I NI

(3) AV AN F T a HARERINTWA, EEITIE
BREL TWRWT — 2D H - /-

KRz, 31200 TIE, WRBEHEDRFE DS T LA
HINRWZ LR T 55, ZOMASRM IOV TIE,
TOT IO BETHDILERD.

KL OFERE RS S, Ubuntul7.04 &, SHENHRE L
TN RO R Q0% A LS 5722 e h s, ¥ a2

TAPEWVWEERD.
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