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Communication protocol analysis of the Cutwail Spam Delivery Service
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Abstract: A malicious computer program designed to gain access to confidential information stored or pro-
cessed through online banking systems is called Banking Trojan. Most of Banking Trojan is distributed by
a phishing emails sent from an infected computer that the criminal can remotely manage using a command
and control server, the botnet. The bots connect directly to the command and control server, and receive in-
structions about the emails they should send. This report presents a detailed analysis on the communication

protocol which is not reported in the previous studies.
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e A study of the Pushdo / Cutwail Botnet [1]

e Pushdo’s new second generation [2]

e Analysis of the Cutwail Botnet Command and Con-

trol Software [3]

2.1 A study of the Pushdo / Cutwail Botnet
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2.2 Pushdo’s new second generation
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2.3 Analysis of the Cutwail Botnet Command
and Control Software
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