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A method to detect indiscriminate spam emails focusing on similarity
of messages body and attachments

Toru Fujishiro™  Ryoto Miura®!  Takafumi Harada'"

Abstract: In recent years, the number of spam emails has been increased and a lot of malware infection resulted from those emails
have also been reported. Most of indiscriminate spam emails are sent by spambots. The spambots have message templates, list of
sender and recipient addresses and other configurations. Some of them spread spam emails made with the same template changing
the sender and recipient address. Therefore, recipients receive identical or similar emails from different senders. In this paper, we
suggest a method to detect emails whose senders are different and message body and attachments are similar as spam, and validate
its effectiveness.
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