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A Privacy-preserving Pre-Consensus Protocol for Blockchain

YUKI YASUSAKAY®  CHIEMI WATANABEZ?)  TOSHIYUKI AMAGASA3®)  HIROYUKI KiTAGAWAS:d)

Abstract: Blockchain is a technology that allows us to process transactions and share committed data
among the participants without having a central server. In order to implement applications such as asset
sales and trade, a special type of blockchain systems called private blockchain, where permitted parties are
allowed to participate, has been developed. Meanwhile, there are growing needs of privacy-preservation that
sensitive information, such as amount of trade and balances, is not disclosed. However, this prevents the
parties that are not involved in the transaction from checking the correctness, leading to commit unintended
transactions. To this problem, in this paper, we propose a protocol that enables checking the consistency
regarding the transaction amount and the balance without disclosing their values. Specifically, we exploit a
homomorphic encryption to encrypt transaction amount and balances. Thus, we show that the correctness
of a transaction is publicly verifiable by the parties using zero knowledge proof without having a trusted

third party.
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