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Abstract: Along with the spread of various IoT devices, many security threats and vulnerabilities of ToT
devices have been reported. In communication among IoT devices, data that require guarantee of confiden-
tiality and integrity such as personal information and Instruction for device control , flows on the network,
so it is necessary to enhance security. Meanwhile, since IoT devices are embedded systems that is limited in
processing performance and operating environment, it is necessary to minimize cost increase such as commu-
nication time caused by security measure. In this paper, we measure communication processing time using
the SSL/TLS library for embedded systems supporting TLS1.3 and compare it with TLS1.2. Furthermore,
we consider the acceleration of TLS1.3 assuming use in IoT devices.
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*1 https://github.com/ncesnagoya/asp-gr-peach_gcc-mbed
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— 570 —



é )

sHEWebH—/3
https://www.tls13.facebook.com

GR-PEACH

v bO— EGA
macbook

AEBnginxH—/3

S

2 Gy bU— L

LT, TLS 71 7 Z ViZ wolfSSL-3.14.0 % i\ 7z nginx
(W= 23 1.1310) %, Y —N& LT, TLSL3IZ
KU 7z Y — 3T dH % https://www.tls13.facebook.com %
H9 5. nginx I$ZDF £ Tld wolfSSL 74 75 V) %3
HTERWz), Ry FREHLTWS. @HLE Y F
Ty ANERUS DM GitHub IZAB I TW5E*3

2.2 AERE
B 3IZTLSI3DI7UNY RV 247 DHENERT.
TLS1.3 DMREFAli e LT, ZONVY Ryzq4 28, 77
Vr—aysF—XOMEIZOWT, LD 4 D0ONE%
HIES 5.
(1) TLS1.2 ¥ TLS1.3 ®/\> K ¥ = 1 2 JLERREE O Lhig
(2) BB TNTY RLDENI LNV R oA 7 LK
[t D B
(3) ENVY RV AT A —=IDNY RY oA 7 ILER
fEIAER
(4) HEBERES TV T ZLDENZEZT TV r—v 3
VT — X DIEZAZIRFE O His
FTHmMAMIT, TLSI3 DAY Rz a4 7 &ED0N
HEFMEZHMEST 5. TLSI3 Tk, "V R¥y 12
FIEIZZERMASONTWE ), gL & L
TTLSI2 DAY Ry oA ZWBEKME2NET 5.
TLS1.3 1%, K5 A — MZ TLS_AES_128_.GCM_SHA256
o, BEX MY L I X AT — KRS M il iR Diffie-
Hellman $#4t 4 (ECDHE) %, ¥ — N@iE7 V3V X
LIZRSAWE S 2MHT 5. TLS1.2 EEH A4 — b
Z TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 %
iS5, Bt —N%, HNEOD nginx — D& L
AN D https: / /www.tls13.facebook.com DIFE D 2 D% Hl
ET 5.
TLS TiE, AT ARS 7LD XLADENILY, &
HEFEIMEREIZ AL U B, 2Dz, TLS1.3 THWS T
LGS 7L T X L% B B RO MR % i S .
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