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A note on system respecting adversary and the security of
cryptographic process under well-behaved operation system

DAI WATANABE! NAOKI YOSHIDA2 JUNICHI SAKAMOTO2 Ryo MivAacHI? TSUTOMU MATSUMOTO?

Abstract: The trend of cumputation platform for various services is moving from such decicated hardware
to more publicly available hadware such as mobile-phone and public/private cloud system, and the Internet.
This change indicates that the security risks increases; vulnerability of software, malware infection, theft
of terminal devices, and so on. Some hardware supported countermeasures against these threats have been
proposed so far such as ARM TrustZone or Intel SGX. Contrary, we started the research on purely software
based countermeasures. In this report, we define a system respecting adversary which does not modify the
system softwares. In addition, we show some circumstantial evidences by investigating the architecture of
UNIX-like OSs such as Android OS and PC Linux, and malwares running on it.

Keywords: Mobile security, software protection

O00bo0oo0oooo0ooATMOOOOO0OOODOO

1. 0oon
oooOO0o0ooorPINOOOOOOOOOOOOODOOOO
1.1 00 goooooobooooooocoooooooobooooo
gooooooooooooboOoooboboooooooo gboboooobobobooooooboboobooo
oooboooooooobooooooooboooo gboboooooboobobobooooooboboo
oooboooooooooboooooogooobooooo goboobooboobooboobooboobooon
oooooooooooboooboooboooooo I1IToo gboboooobobobooooobooboboobooo
ooopooooooooobooooooogo 0o000O000000000000000000 NFCO
goboooooooooooooooboooooboooo oooIlcooooooOoO0oOoOoOoOoooooooooo

Oo00d00ooo0oooooooobooOooono
1 (0)00000,O0 2440817 0000000000000 292
® QOODOO0O0,O0 2408501 DOOODOOOOOODOOO oooooooooodododoaoaoooood

79-1

© 2018 Information Processing Society of Japan — 9553 —



coobooooooocooboooooooooooooo
cobooboooooooobooooooooooooo
coboobooooooooooooooboooooooo
cooobooooooooobooooooboooooooo
0000000 McAfeeOOODOO [1)0000O0DOOO
O000o000o0o0oO0oO0oD 20140000 100%0000
coobooooooocooboooooobooooooooo
oooooooooooooon
goboooooboooooooooboboooooogon
oobooodobooooobooooooooboooooaon
cooooooooocoooooooooOooobooooo
oooOOoITooo00000000000000000o0oo
ooOooIToOoooOoOoOoOOoO0O0OO0O0OOOoOooo
cobobooooooobOoooOoooooboooooan
tdoooooooooooooooooooboooooa

1.2 0000
gbobooooboboooooogobobobooooboboo
00000000000 0000000000 ARM Trust-
Zone [3] 00000 RAMODO DO Intel SGX [2] 00
goooooo
goboooboobobuooboobboobooooboo
goboobooboboooboobooboooboboob
O O white-box cryptography (WBC) O Chow 0O OO0
0000000 (000000000)000 [8§)JdWBCO
O0o0000oO00oo0ooUoOooooooooo (Ccpu
000000 RAMOOOODO)O00O0OOOOOOOOO
0000000000000 0ChowOOOOOODOODO
000000000000 ooboOoowBCOOODOOOO
goboobooobooboboobooboooboboon
DoDO00DOoO0 110
BogdanovO O OO OODOOODODOOODODOOOOOODO
00000000000 000000oo00O (gray-box
cryptography: GBC) OO OOO [9OGBCOOOOOO
doboobooobobooboobouooboboooboon
dobooboobobooobooboobooobobooo
dobooboobobooboobuooboooboboon
gooGBCOOODOOODODODOOODODOODOODOO
0 [9], [10]0
gobodobooobobobobouobuoobooooboo
goboboooobobbooogobobbooooobooo
doboooboooboboobooboooboooboboon
dobooobooobobooboobooboooboboon
0000000 [7o0o0o0U0oU0oU0oUooUOoo
ooboodobooooboobooobooo
O000000OIntel SGXOODOOOODOOOOOOO
0000000000 oooooOoooooooo 120
Intel SGX O O CPU as a black-box (0000 CPUOD

© 2018 Information Processing Society of Japan

O0o0o0o0o0ooO0oO0)00o0o0ooooOocPU
(00oO0)0D0D0OO0O0 RAMODOODOODOODOODOO
goooooobooooobooooooooooboooo
oooooOooooSooOooooOoocpuOOoOoOOO
0000 RAMOOOOOOOOOOOOOOOODODOO
gooodo

1.3 0O00Ood

(120000000000 0000O000O000O0O0O0OO
gobodobobobobuoobuoobouoobobooboon
000000oo0oo0oo0ooooDOoooog RAM
gobodbobobobooboobuoobobooboon
gobodobobobobuooboobuoobobooboon
O00O00o0o0o0oooO0ooOooooooozoo
0000 RAMOOODOOODOO OSOOOooOon
gobodobobobobuooboobooooboobooon
00 (0ooo0oooooOo0)oooooooooooo
gdboobobooboobboooboon

goboobooboobboobuoobboooboo
O (System Respecting Adversary) D0 000000000
0000000000000 0Android OSO PC Linux O
OO0 UNIXO OSOOoOOoOooopooooooooooon
gobodobobobobuooboobuoobobooboon
00000Do0Do0oDo0ooDooooOooog RAM
gobooooboobooboboooo

14 0OO0ODOO
gooboooooboOooobObocOooooOooOog 200
OOOO0OO0UNIXO oOSOOOOOOOOoOoOoooooo
uobooooooooooboocoooooooooOooo
uobooOoooooocoooboooooos3goono400
UNIXO OSOO0000 Android OSOOOOOOOOO
oobooOooOoosooooocooooooobooon
ooboooobooedOobOOCcOOOOOOODOOOOOn
oobooooroobooooooad

2. OO

2.1 J00O0OO0OO0O0OO0OO0OO0OCcOO0o0
coobooodoobooooooOooboOoooooa
uboobooboobooocbooocooobooooooao
CPUORAM/ROMOUIDOOOOOOOOOOOOO SSD
gobooooobooooooocoooooooboooo
goboboooobooooobocooboooOooboooo
TrustZone O 0 O HSM (Hardware Security Module) O O
gobooooobooooooocoooooOooboooo
oooooooOoOoOoOoOOOOOHSMODOODODOOO
goooocooo
cooboooooboocOooooooobooOoooooa

— 554 —



storage

Encrypting RAM data/
dynamic code obfuscation

Static code %
obfuscation = Crypto.
software

agent
(malware:
1 adversary

sensor

biometric
RAM

1
1
1
info. .
© ~ '
P ) : Wi-Fi )))
ncrypting process-to-
’7 ypting p . cPU
b

process communication
1

— + behavior
|:CPU e crvpto—j‘ _______ mobile phone | monitoring
boundary
Research target

0 1 Malware infected threat model and possible countermea-

sures

gbooooooboboboooooboboboooog
gbooooobooboboboooooooboboooog
OO00oO0Doo0o0o0ooooooDooO0 RAMDOODOO
gbobooooobobobooooboboboooog
OO0 RAMOOOOOOOOOOOOOOOOOO

gboboooobooboboboooobobobo
O00O00000ooooooooooooC0OoOODoes
OOOoO0ODbboeSOOOOOODOODODOODOOOOODOO
l1goooooboboboboooobobobgoog
gbobooooobobobooooooboboobog
gooOoOoOoOoOoo RAMOODOODOODOODOOOODOOOO
goooboobooboobooboobooboon
oooOCo RAMOOOOODOODOODOOODOODOOO
00 O O Intel SGX (Software Guard Extension) 0 O 0O O
OO00000000oO0O0Ontel SGXOOOCPUOOODOO
goooQoOooooocplibOOOoCOOoOOoUOOoOObDOO
gbobooooobobobooooooboboooog
OO RAMOOOOOOOOOOOOUOUOOooooooo
gooood

22 00O0O0OO0OO

Intel SGXOOOOODOOOOOOOOOOOOOO
ocooooOoOooooOoOoDbDoOoOoooooobooooo
goooOoOoOoOooOoooOopoooOOoODOO RAMODOO
ooooooOooooOoOoooOoOoooooobooooo
OO000U0ooooooo sGXooooooooooo
O000ooO0o0o0oo 12o0oooooosooon
O00O0o00o0ooooooooooooooo osooo
oooooO0oOoOoOooOooOobOoOoocooOooboooooo
00000000 [12]00000o0ooooooooo
oo0ooOoO00ooOoOO0o0oDbDOoOoOobooOoOoOoooon

001 ODOO00ooooooooooobooboooboboooo
000000000ooooooooooooo (oo
O00o00)00o0o0oo0oooo0ooooooo
0 (000000U00)0oo0ooooooooooooo
0000000000000 0000oOoOoo (system
respecting adversary) 00 00O

© 2018 Information Processing Society of Japan

gooooooobooooobooobooooooog
goooooobooooobooooooooooboooo
goboenoOoooon

3. UNIXOOSOOoooooo

OOOO0OOUNIXO OSOOoooo RAMODOOOO
gogboobobobobuoobooboooobooboon
ggbo3booboobooboboobg

31 UNIXO OSOUOODOOODODOO0O0OO0O0O0O0O0
00

UNIXODO 0SO000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000000000000000000000
0000000000000 000000000000
APIOOD (0 200)000000UNIXO 0SO0000
00000000000000000000000000
000 1700000000

Process Process | «eses

API to call kernel
functions from

processes running \| \l | User mode
in user mode \ |
V Kernel } Kernel mode

| Device drivers |

Libraries (libc etc.)

System calls

Devices |

0 2 System call and mode change

gooboooooboooooooobooooooa
ooooocpUOOOOOODOOOOOOOOOOODOO
O00O00O0O0OIntel x86 000000000 intO0OODO
ARMv8O O svce 00D0OO0OD0ODO0O000O0OOARMVS
uooooooboooooobooobooogooooooon
sve0O0000000O0OCPUDODOOOOOODOOOO
uboooooooboooooooocoooboboooo
obooooooooooboocoooooooobooooo
uoboooobobooooobooooooooboooo
O000000000000000D000 pushOO (OO
o0o0oO0o0ooOooOooO)ooooooooooo
O0ooO0o0oOoO0o0ooOo0ooOoo(ooooooo
o00o0)0o0o0oo0oo0oooo0ooooooo
uoboooooooocooboooooooooboooo
oocpvOOCOCOOOOOOOOOOODOOODOODOOO

Intel0 ARMOOOOO CPUOOOOOOOODOOO
O00000OO0OOOOARMVEOODO4000000 (O

— 5585 —



0000 ELODEL3)000O0O0D0O000OSO0O0OO
OO00 ELID00O0OO0O000DO ELo0O0O0OO0O0OO0OO
ooooOoOoOODO0O00 EL20000000000000
EL30000000000 (D 3000)0000ARMO
LnixO0OOO0OO0OOOOOOOO0OO0O0O0O0OODOODOOO
OO000000 ELOD EL100O0O000000O0O0O0O0
o0 ceUDOOOOODOOODDOODOOODOOOOOSO
oooooooooooboooooooo

3.2 JO00000OOOOO0oooOOO
UNIXO OSO000000000000000000
O0O0ORAMOOOOOOODOOOOOOOODOOOOO
oooooooosooooo
ptrace 00000000000 OOOOOOODOO/O
00000000 (coreimage) 00O OODODOO/O
000oooO00ooo0o00ooooooooooo
oooooooooo
read 00000000000 DOOOOOOOOOOO
oooooooooo
write 0000000000000 0OOOOOOO0OO
oooooooooooooo
3.21 00000O00ODOOOOOOOOOOOO
UNIXO OSOO0000o0oooooooooooog
oo0ooooO0o0ooooo0o0oooooooooooooo
o000 1000000
/proc/PID/O0OO0O0OOOOOOOOCOOOOOOO
O00ooo0OrpPIDOOOOOOOOOOOOOOOOOO
o0o00oo0o00oooo0oooo0oooooooooo
000 mapsO0 000000000000 0O memdO0O0O
000000000000 0DO0O00O00 pagemap O 3
0000000000 /proc/PID/mem 0 ptrace D000
O0000000000000000D00 (read/writed
O000)b0b00o0o0ooooooooooo
/dev/mem O00000000O00O0O0COOODODOO
oooooo0o0ooooo0oooooooooooooo
OO/dev/kmem OO O0O0D0OO0O0O0O0O0O0OCOOO0OOOC
Oo0oo0O00O0O00000000000 /dev/memO 00O
oooooooOo0ooooooooo
/dev/kmem 0000000000000 O0OCOOO
oooooo0o0ooooo0oooooooooooooo
ooocpUOOOOO0OOODOOOOOOOOOOOO
ooo

4. Android OSOOOOOOO

O0000000000000 Android OSOOOODO
coboobooooooooobooooooboOooobooooo
cooboboooooocooobooooooboooobooooo
0000 Android 000000000000 OO0OOCOO

© 2018 Information Processing Society of Japan

gobooboooooooobooooooooboooo
gooooooooooboooon

4.1 Android OSOOOOOOOO

Android OSOO0OOOOOO0ODOOODODOODOOOO
000000000 00000 GoogleDODODODODOO
O Linux 0000000 OSOO0O00OO00D0 LinuxO0OO
goooooobooooooboooooooooobooooo
gobooooobooooooboooooooooboooo
O0Android OSOODOOOOOOOO 40)0000

Android OSOOO0O0O0O000O0O0O0O00OOOOLinux
oboooooooocooboooooooooboooo
ooboooooooocooboooooooOooboOooo
ubooo3booboobooooooooooobOoon
0000000000 40)0ooo

User’s App User’s App
Java API Framework

Virtural Machine [ Native Android
Drivers Java Code | C/C++ Library Runtime

Hardware Abstraction Layer (HAL)

Linux Kernel Linux Kernel

O 4 Android OS Architecture (Left: Simplifed, Right: Refer-

ence)

oo00o00O000000000 Linux0OOOO0O0OOOO
gobooooobooooooboocoooooooboooo
gooooooooooooocoooooooboooo
00 LnixOOOOOOOOOOODOOOOOOOOOO
ooooooooooooooSOooooooooooo
O0000000000000000 Android OSOOO
ooooooOooOoOoOODOOOOOOCOOOO0OO0O LinuxO
gobooooobooooooocOoooooooboooo
O00000000D0OO00000D0O0000 LinuxOO
0000000000 coooooooooo GNU C
Library (glibc) 0 OAndroid OSODOO00O0O0O0O0ODOO
0000000000000 Bionic C Library 00000
cO0O0O0000O00O00000O0O000O0O000 Linux
uobooooooooooboocoooooooboooo
obooooooooooboocoooooooboooo
O0O00000000000000000A0 glibeO bionic
cOOooOoUooOoooooOoo[eooon

O0D000Android OSOODOOOOOOOOOOOO
oboooOoocbooooooOoobOOooboOooboboOooo
000000000000000 DalvikVM (version 5.0)
/Android RunTime (version 5.x 00 ) 0000 0 Java O

— 556 —



Normal world

Secure world

E

m

[ Secure firmware ]

0 [ Application ] [ Application ﬂ[ Application ][ Application ]

EL1 Guest OS (kernel) J

Guest 0S

EL2 [ Hypervisor

1
|
[
: Trusted 0S
|
|

No Hypervisor in
Secure world

EL3 [

Secure monitor ]

0 3 Exception levels in ARMv8 Architecture [4]

0 1 System files related to memory (PID shoudl be replaced by the process number of

the target process)

File Access control | Outline

/dev/mem 740 Whole memory space

/dev/kmem - Virtual memory space used by kernel

/proc/PID/maps 444 Memory map of the process identified
by PID

/proc/PID/mem 600 Memory space used by the process

identified by PID

/proc/PID/pagemap | 400

The translation table between the
physical and the virtual memory ad-
dress for the process identified by PID

0000000000000 Android OSOOOOODOO
gobgooboobooboboobuooboobboob
JawvaOO0OOO0OOO0O (2017000 JavaOOOOOO
O0¢ Kotlin” 000000000 0ODO0OOOOOOO)O

4.2 Android OSOOODODOO
gogbogobobobobuoobooboobbobboo
gobgooboobooboboobuooboobboob
goboobooboobboobooboobboob
gobooboobobooboobuooboobbooo
gobgstdboobooboobboobbonoboon
OO0 LinuxOJOD0OO0OOODOOODOODOODOOOOOO
gobooboobboooboobuooboobboon
goboobooboobboobooboobboon
gobooobobooboobbooboooboon

VM: Virtual Machine
Virtual Memory of Linux System | App: User’s App in VM

0 5 Memory area is devided for each virtural machine and

managed

4.3 Android OSOO000000O0OO
Android OSO OSOOOOOOOOOOOOOOOO
OO0 LnixOOOOOOOOOODODOOOOOOCOOO

© 2018 Information Processing Society of Japan

goboboboooobbboooobbboooooon
O00000Android OSOOODOOOCOOOOOODOO
gooboboboooebbOOOobDbbOOOooobobobObOO
gogbooboobooboboobuooboonoboon
gogboobboboooboobuoobooboboon
uogo

VM handles
notifications from
Linux Kernel and

VM controls User’s App

High-privileged
Interrupt and

Kernel polling notification \
poling Memory Area owned /

by Linux Kernel

Not Adcessible from
User’s'/App to Linux
Kernel’s Memory
Directly

0 6 Android OS controls memory access of User’s App

oobooooooooboooooOoooooboooon
ooboooooboooooboooooooooboooo
oboocoOoocbooobOoooOoobOOooboOoobocboOooon
oobooooobooooooocoooooooboooo
000000 000oooooooooo ApPIODOODOO
ooooOooobooooooooooooooboooo
oooooooobooooobocoooooooboooo
oobooooooooobobooon

5. DOOO0obooboo

5.1 000O0O0O0O0OCOO0ODOOOO0
goboooooooobooooooOoOoOoobooooo

— 5567 —



gboboooooboboboooooobooboooog
goobobobboooooooobbbbooooboog
00000 DoS (Denial of Service) D OO0 000000
00D000D000D000 [14], (1500000000
O00000Android OSOOOOOOOCOOOOODOO
gbobooooobobobooooboboboooog
goooboobooboobooboobooboon
gboboooooobobobobobo
goooboooooooooobbbboooooo
OooOOoO00oDOO00ODOO0O0DO00ODLInuxO0O0O0OO
gbobooooobobobooooobooboboooog
gboboooooboobobooooooboboooog
gbooboooooboobobooooooboboooog
O0OO000000000D LinxODOODOOOOOOO
OO0O0OCOO0O0OC00O0OQ0O0O0OO0O0OD0 AndraidOSOOOO
gboboooooboobobooooboboboooog
gboboooooboobobooooboboboooog
gbobooooooboobobobobo

5.2 AndroidO00O00OD0OODOOO
goboooooooooooooooboooooooo
cobooboooooocoobooooooboOooobooooo
ooooooooooboOoooooboobooooooooo
OoO00000000 LinuxkO0O0O0OO0O0O0O0O0O0O0O0CO
cobobooooooooobooooooooobooooo
O000000000000000 Android OSOOOOO
cooooooooocooobooooooOobocOoobooooo
coooOoooooooobooOoooooOooobooooo
cooooooooooobooooooOobocOoobooooo
OooOoooOoooooooooo (o o

Exploit Android OS
and VM

0 7 Malware exploits Android OS to access over VM’s access

control

uobooooooocoobooooooocooooooo
coboobooooooooboooooooooobooooo
cOooocoOoocbooocboooboocboooboboooboooao
cbOobooOooobooooobOOoobOobocboOoooboooo
Android OSOOOOOOOOODO

© 2018 Information Processing Society of Japan

5.3 ptrace 0000000 LinuxOOODOODOOOO
ooo

0000000000 Android 00000000000
ooo0oooo0o0ooooooooooooooooo
oo0oO00ooo0 3200000 30000000000
oo0o0ooo0o0ooo0oo0ooOoooooooooo
000 RAMOOODOOOOOSGXOOOOOoOoOOoO
oo000000ooo0O0O00000O0O0O0ORAMOO
000 CPUOOOOOOOOOOOO ptrace 00O
oo0oo0oo0ooooooooOoooooo410000
0000 Android OSOOO000 LlinuxO0O0OO0O0OO0O
ooooooooOoOoOOOO0OO0OO0OOOOOOOOO0O0
000 ptrace 00000 LinuxOOODOOOODOOO
O000000000000D00AndroidOSOO0OOO
O000000000000000000 ptrace O Linux
ooo0oo0o0ooooooOo0o0o0oooooooooooo
ooooooo0o0ooo0oooooooooooooo
ooooooo0oooooooooOoooooooooo
O000000000000000Android OSOO0OOO
ooooooo0oooooooooOoooooooooo
O00000000000000000000 Android OS
0000000000000 ptrace000000O0O0OO
Oooooooooooo0oooooooooooooo
oo00oooo0o0oooo0o0oooooooooooooo
0000000000 (binonic C Library) 000000
ooooooo0o0oooooooOoooooooooo
0000000 ¢/C++0000000000000o00
ooo0ooooO0oo0oooOooooOoOooooooooo
000000000 Android OSOOOO0O0OOOOOO
0000 Android OSOOO0OO0O0O0DOOO0OOCOOOO
ooooooooooo

6. OO

6.1 J0O0O0OO0O0OOOODOOOOODODOOO

53000000000Android00000000 ptrace
oo0o0ooooooooooo

PCLinuxOO0OO ptrace 0000000000000
O000o0o0o0000o00o0000000 /dev/kmem O
O0000OLinux 26260000000000000000
CONFIGDEVKMEM OO DO OODOODODOOD /dev/kmem
00000000000 0000000000000Rasp-
berry Pi3 00 OS OO 0O Raspbian Linux 0 O /dev/kmem
0000000000 00000PCLInuxO000O00O0
ptrace 00 O0000OD0O0O0O /dev/kmem 0O O OD0OO
oo00o0oo0o00oobo0o 2000000000000
Oo00o000/dev/memO OO RAMODODOODOODODOOO
oooooooooooo

O000O00Android OSO PCLinux OO MM OOO0O

— 5568 —



00000o0o000oo0o0ooooooooooooo
000000O00o0ooO0o0ooooooooooooo
0000o0o000oo0oooooOoooooooooo
OcpUOOCOOOOODOODDOOOOOOOOODODOO
OOIntel SGX OO OOOO CPU as a Crypto-Boundary
0000000000000 (Dooooooooooo
O0)0oo0o0ooOoOoooooooo

6.2 J0O0OO0O0OO0OO0OO0OO0OOOOO0OOOOO00OO0
0O800Android 0000000000 OODOOOODO
cobooboooooocooboooooooOoobooooo
cooboboooooocooboooooooOooobooooo
coboooooooocoooooooooOooooooo
cooooooboooooo

system call handler
Kernel mode + service routine
system call
/dev/mem etc.
/ privilege
User mode Target software Adversarial
Input Secret Info. Output software
(ToE)

Intermediate
values

e registers

registers

0 8 Adversarial model on Android OS

goooooooooooooooooboooobooooo
O000O0ODODODODOOread/write d ptrace 00
gcooooooooooooooooooooooooo
OO0000O0OOptrace0000000O0O0O0OODOO
O0Oread/write D000 /dev/mem 0000000000
ocoooooooooooooooooooooo

7. OO0

7.1 00

0000000000 0000 Android 0000000
000000 (D0o0oO00)o0oU0oUooUooUOoOoo
coooboooooocoobooOooooOoocOoobooooo
cooooooooocOoooooOooobocOoobooooo
coooooo

uboooooooooooomooobooboooooo
o cepUOOCOOOOOOOOOOOOOOOOOOOO
Oo000O0000/dev/mem 000 RAMOODOOOOO
cooocpUOOOODOOOODOOOOODOCOOODOO
coooooooooobOocoOoboocOooono

© 2018 Information Processing Society of Japan

7.2 0O0O0O0OO

gooooobbooooooooooooooboooogd
goooboooooooobooooooooobooooo
gooobooobooooobooooooooobooooo
oobooooobooooooocOoooooooboooo
oobooooooooooboooooooooboooo
ooooooo

gooo

[1] O000O000OO00, “McAfeeO0ODODODODOO20140
04000 2040 10000 1200000000
0000000000, 2014. http://wuw.mcafee.
com/jp/threat-center/report/download89.aspx
(2016/09/15 0 01 )

[2] H. Matthew, “Intel SGX for Dummies (In-
tel SGX Design Objectives),” https://
software.intel.com/en-us/blogs/2013/09/26/
protecting-application-secrets-with-intel-sgx,
30 November, 2015 (20170 90 11 000).

[3] ARM Ltd, “TrustZone Technology Overview.” Available
at  http://www.arm.com/products/esd/trustzone_
home.html.

[4]  ARM Cortex-A Series Programmer’s Guide for ARMv8-
A Version: 1.0, 24 March, 2015. Chapter 3. http:
//infocenter.arm.com/help/topic/com.arm.doc.
den0024a/DEN0024A\_v8\_architecture\_PG.pdf

[5]  National Institute of Standards and Technology (NIST),
“Advanced Encryption Standard (AES),” Federal Infor-
mation Processing Standards, FIPS 197, November 2001.
https://doi.org/10.6028/NIST.FIPS.197.

[6] Peter Schwabe and Ko Stoffelen, “All the AES You Need
on Cortex-M3 and M4,” Cryptology ePrint Archive: Re-
port 2016/714, 2016. https://eprint.iacr.org/2016/
714.

[7] oooo,000,«cbo0o00o0ooooooooooo
oopoo0ooOooocOoooooooy 20110 0000
0000000000000 (SC1S2011), 4E2-2, 2011.

[8]  Stanley Chow, Philip A. Eisen, Harold Johnson, and
Paul C. van Oorschot, “White-Box Cryptography and
an AES Implementation,” In Kaisa Nyberg and Howard
M. Heys, editors, Selected Areas in Cryptography, vol-
ume 2595 of Lecture Notes in Computer Science, pages
250-270, Springer, 2002.

9] Andrey Bogdanov and Takanori Isobe, “White-Box
Cryptography Revisited: Space-Hard Ciphers,” ACM
Conference on Computer and Communications Security
2015, pp. 1058-1069, 2015.

[10] Pierre-Alain Fouque, Pierre Karpman, Paul Kirchner,
and Brice Minaud, “Efficient and Provable White-
Box Primitives,” Cryptology ePrint Archive: Report
2016,/642, 2016.

[11] CHES 2017 Capture the Flag Challenge, https://
whibox.cr.yp.to/ (20170 100 3000 0).

12 OO0 0,00000000000L0OOOOODOOO
00000000000, 0000, vol. 117, no. 316,
ICSS2017-44, pp. 35-40, D000 O0 OO O, 2017.

[13] “Android Developers 0 O 0 OO OO OOOAO
0000, https://developer.android.com/guide/
platform/index.html. Last Visited 2018/03/05.

[14] Malwarebytes 2017 state of malware report,
https://www.malwarebytes.com/pdf/white-papers/
stateofmalware.pdf. Last Visited 2018/03/01.

— 5589 —



[15] Exproit Database Offensive Security’s Exploit Database
Archive, https://www.exploit-db.com/. Last Visited
2018/03/05.

[16] Matheu Devos, BIONIC vs GLIBC REPORT, Faculty
Industrial Sciences &Technology Master Thesis. Avail-
able on http://irati.eu/wp-content/uploads/2012/
07/bionic_report.pdf.

[17] Daniel P. Bovet and Macro Coesati, 00O 00 OO, O
gooo,0o0o0o,0b0o0o0,ob0bOo,00 00
0,00 LnxOOOO O20,0000000000,
2003.

© 2018 Information Processing Society of Japan — 560 —



